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1  Introduction 
 
 
Tears begin to well up in the corner of his eyes as the camera captures his gaze. 
He holds up his hand before he faintly whispers Ôa momentÕ as he collects himself 
to continue the story. Several seconds later, the National Ombudsman of the 
Netherlands appears before the camera. He describes the story of a single citizen 
who stands powerless against a State which appears ignorant of its own actions. 
For more than thirteen years, Ron Kowsoleea was known as a dangerous drug 
criminal. At first, he received a phone call from the Amsterdam police in 1994, 
asking him to come to the station. Once there, Kowsoleea discovered how a 
former schoolmate of his used his identity to escape prosecution for drug charges. 
The police officers register his story, but to no avail. Despite repeated attempts to 
clear his records, the problems continue. Several years later, on October 6, 2003, 
35 armed police officers barge into his house and push him up against the wall in 
an effort to arrest him. Time and again Kowsoleea tries to demonstrate his 
innocence and explain the story of how someone else is using his identity; yet, all 
the charges and interaction with the police lead to the detriment of his name and 
reputation. The caption below the excerpt of the episode captures the essence of 
the story.1 Identity theft, according to the caption, is no longer just an American 
problem. And there, at long last, was the victim to contradict those who 
considered identity theft a problem exclusively reserved for the United States.    
 
1.1  Background 

 
1.1.1  The Emergence of a Problem 

 
Identity theft first appeared on the scene in the United States during the nineties. 
This is not to say identity theft did not exist prior to that. To the contrary, in the 
preface to his Identity Theft Handbook, Martin Biegelman reflects upon his 
experiences with Ôidentity theftÕ several decades ago.2 Biegelman first became 
acquainted with identity theft in 1978, as a newly hired United States Postal 
Inspector. He describes how he heard fellow postal inspectors ÒÉtell stories of 
fraudulent credit card applications and the resulting credit card frauds, the ease of 
obtaining personal information and phony identification to perpetrate this crime, 
how foreign nationals were behind many of the schemes, and how much money 
the banks and growing credit card industry were losing.Ó3 Based on these stories, 
Biegelman states how identity theft seemed like such a simple crime to commit. 
Several years after his initial encounter with the problem, Biegelman became part 

                                                
1 On October 23, 2008, EenVandaag, a daily current affairs show broadcast on public television, 
devoted part of its episode to the story of Ron Kowsoleaa, a victim of identity theft. Kowsoleea, who 
received media attention as a result of the response offered by the National Ombudsman, was falsely 
accused of 43 criminal offenses. The excerpt of the show is available online at  
http://www.eenvandaag.nl/buitenland/34037/tientallen_slachtoffers_identiteitsfraude (last accessed 
on July 4, 2010).  For the full report of the National Ombudsman see 
http://www.nationaleombudsman.nl/rapporten/grote_onderzoeken/2007demonstreren/Dossier_hul
p_voor_slachtoffer_fraude_metgestolenidentiteitskaart.asp (last accessed July 12, 2010).  
2 Biegelman, M. T. (2009). Identity Theft Handbook: Detection, Prevention, and Security. Hoboken, NJ: John 
Wiley & Sons, Inc. 
3 Ibid: xix.  
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of a team of federal agents assigned to investigate mail theft involving credit cards, 
checks, and other valuables sent via the post. Through his participation in the 
team of federal agents Biegelman received first hand experience with the 
perpetration of identity theft. A sense of urgency began to grow. Biegelman, 
together with his colleagues, tried to reach out in an effort to develop an 
awareness of the problem, since mere investigation and prosecution of 
perpetrators proved to be insufficient means to turn the tide. Despite several 
arrests, other perpetrators easily replaced those caught by the investigation team. 
Biegelman writes how it felt as though they were fighting a losing battle. On a 
video for employees of the TransUnion credit bureau, titled Crime of the 80s, 
Biegelman found another outlet for his outreach efforts. ÒI said things like ÔItÕs a 
major problem throughout the country; the problem is growing so much that it is 
overwhelming law enforcement agencies; cooperation between banks, credit 
bureaus and law enforcement is essential to address the problem; and itÕs a 
growing problem and can destroy the credit industry as we know it if we donÕt 
stop it.ÕÓ4  

The outreach continued during a United States Senate hearing in 1986 where 
Biegelman received the opportunity to testify and speak of the evolving threat of 
identity theft. Interestingly, the concept of identity theft is never mentioned by any 
of the witnesses; yet, as Biegelman notes, everyone was describing it during their 
testimony.  

Several years after the United States Senate hearing, the problem of identity 
theft finally erupted. While those directly involved with the problem demonstrated 
an awareness of its existence, others failed to recognize the symptoms until the 
official diagnosis. Identity theft began to manifest itself in the media as an 
important topic worthy of daily attention, much the same as an epidemic. From a 
crime of the 80s, as noted above, identity theft had become the crime of the new 
millennium.5 This label appears to be in large part the result of the intricate 
connection between its anticipated proliferation and the incorporation of advances 
made in the field of digital technology. Identity theft received and continues to 
carry the label of the nationÕs fastest growing crime.6 Various newspapers began to 
describe how identity theft occurred7 and how particular practices in society led to 
the enablement of the crime.8 Perhaps the greatest impact came as a result of the 
stories of victims of identity theft. The media managed to eloquently capture the 
experiences of victims and transform them into stories which attracted the 
attention of readers.9 These stories also invited the consideration of the public 
policy arena and served as an impetus to pass legislation (see section 3.1.1). Several 
years earlier, Biegelman already reflected on the experiences of victims during his 
testimony. In particular, he recognized, even then, how despite the acceptance of 
financial losses by the financial services sector, victims still experienced a negative 

                                                
4 Ibid: xix-xx.  
5 Hoar, S. B. (2001). Identity Theft: The Crime of the New Millennium. Oregon Law Review, Vol. 80: 
1423 Ð 1447.  
6 Shadegg, J. B. (1999). Statement to the U.S. House Committee on Commerce & the House 
Subcommittees on Telecommunications, Trade and Consumer Protection, and on Finance. Identity 
Theft: Is There Another You? Joint Hearing, April 12, 1999 (Serial 106-16).  
7 Oldenburg, D. (1997). Identity Theft and Other Scams. Washington Post, November 3, 1997: D05. 
8 OÕHarrow, R. (1998). WhoÕs Got Your Number? Data Access Feeds a New Breed of Crime. 
Washington Post, March 10, 1998: A08.  
9 Hansell, S. (1996). Identity Crisis: When a CriminalÕs got Your Number. New York Times, June 16, 
1996: 1.  
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impact as a result of the Ôcrime.Õ During his testimony, he specifically stated: ÒI 
know of cases where the people, a year or two after the fraud, and after they have 
contacted the credit bureaus to clear up their name, they still have problems 
getting credit, including credit cards, mortgages, and other loans.Ó10   

The enormous attention devoted to the topic of identity theft also came 
accompanied by many questions. As Biegelman noted above, hardly anyone used 
the concept of identity theft prior to the nineties. When identity theft, both as a 
concept and as a phenomenon became the center of attention, everyone 
demanded answers. What is identity theft? How big is the problem? Neither 
question proved easy to answer, for the ÔnoveltyÕ of the crime meant answers were 
simply unavailable. The first question, what is identity theft, remains a topic of 
discussion (see chapter 2). This study uses the following definition: ÒÔIdentity 
ÔtheftÕ is fraud or another unlawful activity where the identity of an existing person 
is used as a target or principal tool without that personÕs consent.Ó11  

The diverse types of identity theft also increase the complexity of the 
phenomenon. The most familiar type of identity theft is financial identity theft, 
which is the primary focus of this study.12 Financial identity theft refers to the 
misuse of the identity of another person in an effort to unlawfully obtain financial 
benefits. Just as disagreements or variations exist about the definition of identity 
theft in general, they do about financial identity theft in particular as well. From a 
restricted perspective, financial identity theft refers exclusively to true name 
fraud.13 This refers to an activity where perpetrators obtain sufficient personal 
information to open an account, request a credit card or apply for a mortgage in 
the name of the victim. A more comprehensive or broad approach to financial 
identity theft also includes account takeover, which refers to the misuse of existing 
account information in an effort to drain its assets. This study includes both types 
of financial identity theft, since with true name fraud as well as account takeover 
the identity of another person is the primary instrument used to obtain the 
financial assets.  

Besides financial identity theft, other types of identity theft stand in its shadow. 
Even so, these types certainly deserve a brief moment of reflection. The second 
type is criminal identity theft. The story of the victim in the introduction provides 
an example of a case of criminal identity theft. With criminal identity theft the 
perpetrator commits a (serious) violation and provides a ÔstolenÕ identity to escape 
the subsequent process or prosecution. When individuals become victims of 
criminal identity theft they may, for example, be initially stopped for a minor 
traffic violation, but upon checking their records the police officer finds a warrant 
out for their arrest for a serious crime like murder.14 The lack of attention granted 
to criminal identity theft receives criticism from various sources.15 Especially with 

                                                
10 Biegelman (2009): xx. 
11 Koops, E. J. & R. E. Leenes (2006). ID Theft, ID Fraud and/or ID-related Crime: Definitions 
matter. Datenschutz und Datensicherheit, Vol. 30 (9): 556. 
12 Newman and McNally (2005) have suggested that research should focus on each separate type of 
identity theft rather than attempt to understand, or empirically assess, identity theft as a solitary 
construct or singular phenomenon. 
13 This does not include the usage of a fictious ÔidentityÕ since this type of identity-related crime does 
not involve an individual victim whose identity has been Ôstolen.Õ 
14 Binder, R. & M. Gill (2005). Identity Theft and Fraud: Learning From the USA. Perpetuity Research & 
Consultancy International Ltd. 
15 Perl, M. W. (2003). ItÕs Not Always about the Money: Why the State Identity Theft Laws Fail to 
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respect to legislation proposed or passed which ignores the consequences of 
criminal identity theft for its victims.16  

In addition to the problems associated with financial and criminal identity 
theft, the establishment of medical identity theft depicts yet another side to the 
problem. Medical identity theft occurs when the perpetrator uses the personal 
information, including the insurance details, of another person to obtain medical 
goods and services. The most dangerous consequence of medical identity theft is 
the inclusion of erroneous entries into existing medical records of the victims. The 
World Privacy Forum notes how despite the profound risk carried by medical 
identity theft, Ò...it is the least studied and most poorly documented of the cluster 
of identity theft crimes. It is also the most difficult to fix after the fact, because 
victims have limited rights and recourses. Medical identity theft typically leaves a 
trail of falsified information in medical records that can plague victimsÕ medical 
and financial lives for years.Ó17 The World Privacy Forum brought medical identity 
theft to the attention of the public through its research18 and continues to 
emphasize its importance during the discussion of legislation proposed in the 
Congress.19   

To develop a better understanding of how perpetrators carry out acts of 
identity theft, whether financial, criminal, or medical, Graeme R. Newman & 
Megan M. McNally identify three different stages.20 The first stage is the 
acquisition of personal information. The second stage is the use of the previously 
acquired personal information in order to obtain, for example, financial assets in 
the name of the victim. The third, and final, stage of identity theft concerns the 
discovery of the crime by the victim21. The actual act of identity theft concerns the 
first two stages, for the third stage is purely focused on the aftermath once the 
crime has already occurred. To accomplish both stages, perpetrators of identity 
theft incorporate various modus operandi. For the first stage, the acquisition of 
personal information, an extensive repertoire of methods exists. The main 
distinction made throughout the literature is between methods which either 
include or exclude means of (digital) technology. The distinction is often referred 

                                                                                                        
Adequately Address Criminal Record Identity Theft. Journal of Criminal Law & Criminology, Vol. 94: 169 
Ð 208.  
16 Linnhoff, S. & J. Langenderfer (2004). Identity Theft Legislation: The Fair and Accurate Credit 
Transactions Act of 2003 and the Road Not Taken. Journal of Consumer Affairs, Vol. 38 (2): 204 Ð 216.  
17 World Privacy Forum (n.d.). The Medical Identity Theft Information Page. Available at:  
http://www.worldprivacyforum.org/medicalidentitytheft.html (last accessed July 4, 2010).  
18 Dixon, P. (2006). Medical Identity Theft: The Information Crime That Can Kill You. Available at: 
http://www.worldprivacyforum.org/pdf/wpf_medicalidtheft2006.pdf (last accessed July 4, 2010). 
19 The World Privacy Forum emphasizes the applicability of the Red Flags rule for the Health Care 
sector. See Gellman, R. & P. Dixon (2009). Red Flag and Address Discrepancy Requirements: Suggestions for 
Health Care Providers. Available at: 
http://www.worldprivacyforum.org/pdf/WPF_RedFlagReport_09242008fs.pdf (last accessed July 4, 
2010). 
20 Newman, G. R. & M. M. McNally (2005). Identity Theft Literature Review. Research report submitted to 
the United States Department of Justice. Available at:  
http://www.ncjrs.gov/pdffiles1/nij/grants/210459.pdf (last accessed July 4, 2010).  
21 There is another third stage which is rarely recognized or discussed. This is the stage where 
perpetrators of financial identity theft make the gains of the second stage liquid. Basically, perpetrators 
must turn credit cards or credit card numbers into actual financial gain, i.e. cash. This is generally a 
labor intensive process since credit cards can be used for purchases which must then in turn be sold 
again in an effort to actually make a financial as opposed to just a material profit. For more information 
see http://www.wired.com/techbiz/people/magazine/17-01/ff_max_butler (last accessed October 
24, 2010).    
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to as high versus low tech methods. These methods are not necessarily mutually 
exclusive for hybrid forms certainly exist. Familiar methods used by perpetrators 
before the onset of the digital era include dumpster diving and stealing mail from 
mailboxes. Dumpster diving refers to the act of rummaging through the trash of 
others in an effort to potentially collect personal information. This could be done 
both for residential as well as business trash.  

Throughout the years, other methods evolved. The incorporation of social 
engineering techniques proved a popular means for information acquisition. Since 
social engineering maintains different meanings in different fields, it is important 
to clarify that social engineering with respect to (computer) security refers to a 
practice whereby information is obtained under false pretenses. Phishing remains a 
prime example of social engineering in contemporary society. During a phishing 
attempt, perpetrators of identity theft send an email in the name of an 
organization, usually a financial service provider, and claim the recipient must 
follow a link or download an executable file in order to reconfirm the personal 
information maintained by the organization. 

Besides social engineering techniques, perpetrators also incorporate the usage 
of malicious software which provides them with the ability to capture all 
keystrokes through the installation of, for example, keyloggers, which in turn give 
perpetrators the desired personal information. Such usage of malicious software 
allows perpetrators to capture the personal information stored and processed by 
government agencies, financial service providers, payment processors, information 
brokers, and consumers. This demonstrates the exponential growth of the amount 
of personal information perpetrators of financial identity theft could capture 
through the usage of digital technology.  

The second stage, on the other hand, focuses on the misuse of the previously 
acquired personal information. Based on the information captured during the first 
stage, perpetrators of financial identity theft attempt to either acquire a new credit 
card, loan, or mortgage or drain an existing bank account or credit card.    

Overall, the existence of different types of identity theft demonstrates its 
complex and multi-faceted nature. This also increases the challenge of the 
establishment of a definition of the problem. Even so, through the Identity Theft 
Assumption and Deterrence Act of 1998 (see section 3.1.1) the United States 
managed to fill the void and provide a definition of the phenomenon. The 
establishment of a legal, albeit criminal, definition of the problem provided an 
instrument to answer the subsequent question which proved to be on the minds 
of many. This question revolved around the size of the problem.  
 
1.1.2 Prevalence 
 
The first official indications of a problem came from TransUnion LLC which 
received 35,235 consumer complaints about identity theft in 1992.22 Years later, 
the passage of the previously mentioned Identity Theft and Assumption 
Deterrence Act of 1998 also led to the establishment of a consumer complaint 
center. On November 1, 1999 the Identity Theft Data Clearinghouse began to 
receive consumer complaints via a toll-free telephone number, 1-877-ID THEFT 

                                                
22 Katel, P. (2005). Identity Theft: Can Congress Give Americans Better Protection? The CQ Researcher, 
Vol. 15 (22): 517 Ð 540. 
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(438-4338).23 Since 2000, the Identity Theft Data Clearinghouse has published its 
statistics on the complaints received from consumers.24 During its first 
publication, the Identity Theft Data Clearinghouse recorded a total of 31,140 
victims. The following years this number of complaints began to grow (see Table 
1.1). 
 
Table 1.1  
Identity theft consumer complaints received per year (United States25) 

 

Year Complaints received 

2000 31,140 
2001 86,250 
2002 161,977 
2003 215,240 
2004 246,909 
2005 255,687 
2006 246,214 
2007 259,314 
2008 314,484 
2009 278,078 

 
The steady escalation of the number of complaints seemed to confirm the earlier 
statements made by Biegelman about the existence of a growing problem. The 
Government Accountability Office (GAO)26 noted in 2002 how the prevalence of 
identity theft appeared to be on the rise.27 Yet, the most recent number of 
complaints recorded in 2009 and published in 2010 demonstrates the first decline 
in a decade. Whether this is merely a fluke as opposed to the start of a promising 
trend is difficult to assess at the moment. Despite the decline, identity theft 
remains the number one consumer complaint received by the Federal Trade 
Commission (FTC).28    

Besides the consumer complaint data, various other studies attempted and 
continue to attempt to shed light on the prevalence of the problem. Several studies 
came out in 2003. The first was the Privacy & American Business Survey which 

                                                
23 Federal Trade Commission (2003). REPORT: Federal Trade Commission Overview of the Identity Theft 
Program. Available at:  
http://www.ftc.gov/bcp/edu/microsites/idtheft/downloads/ftc_overview_id_theft.pdf (last accessed 
July 4, 2010).  
24 Federal Trade Commission (2001). Identity Theft Victim Complaint Data. Available at:  
http://www.ftc.gov/bcp/edu/microsites/idtheft/downloads/clearinghouse_2000.pdf (last  accessed 
July 4, 2010).  
25 Federal Trade Commission (2010). Consumer Sentinel Network Data Handbook for January Ð December 
2009.  
26 Until 2004, the Government Accountability Office was known as the General Accounting Office. 
Throughout the main text in the book (excluding footnotes), I refer to the agency as the Government 
Accountability Office regardless of the year in which the report was published. 
27 General Accounting Office (2002). Identity Theft: Prevalence and Cost appear to be Growing. Report to 
Congressional Requesters, GAO-02-363.  
28 The Federal Trade Commission also receives other (fraud) complaints from consumers.   
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concluded how a total of 33.4 million29 individuals in the United States had 
become a victim of identity theft since 1990, and over 13 million since January 
2001.30 The study build on previous surveys held to assess the size of the identity 
theft problem.31 Nearly parallel to the publication of the Privacy & American 
Business Survey, Gartner, Inc. reported a total of seven million victims of identity 
theft, through a mail survey of 2,445 households.32 For the FTC, Synovate 
conducted more than 4,000 telephone interviews in an effort to develop an 
estimation of the number of identity theft victims. Based on the interviews, 
Synovate concluded how 27.3 million Americans had become a victim of identity 
theft during the previous five years.33 Of that number, nearly ten million became a 
victim during the previous year alone.34  

The studies continued during the following years. Javelin Strategy & Research 
became engaged in the debate and reported in 2005, in conjunction with the Better 
Business Bureau, how identity theft had established 9.3 million victims during the 
previous year.35 This was a decrease in comparison to the results published by 
Synovate in 2003 and as such led certain sources to conclude how ÒÉfears of 
identity theft being a rapidly growing problem are exaggerated.Ó36 This became the 
start of a zesty debate over the reliability of the results provided. The original 
decrease published in 2005 continued the following year, when Javelin reported 
how 8.9 million individuals had become a victim of identity theft during the 
previous year.37 This trend returned in 2007 when Javelin updated its study and 
concluded how the total number of victims had once again declined to 8.4 
million.38 This in contrast to other results published around the same time. 
Gartner, Inc. returned in 2007 with a prevalence study on identity theft and 
concluded a fifty percent increase over its 2003 results. The total number of 
identity theft victims grew from seven to fifteen million.39 Simultaneously, the 
FTC published its yearly consumer complaint data which indicated how identity 
theft remained the leader in terms of consumer complaints received by the 
clearinghouse. The proximity of publication accompanied by the diverse and 
conflicting nature of the results led many to question the reliability and the validity 
of the data. Especially the reports published by Javelin became the object of 
increased scrutiny since Javelin Strategy & Research receives financial support 
from organizations active in the financial services industry.40 Whereas Javelin 

                                                
29 This estimation is based on a representative sample of respondents of which 16% reported being a 
victim of identity theft in the past.  
30 Harris Interactive (2003). Identity Theft New Survey & Trend Report. Commissioned by Privacy & 
American Business. 
31 The 1998 and 1999 surveys asked respondents the following question: 
ÒHave you or any member of your family ever been the victim of identity fraud? This is where 
someone uses a lost or stolen credit card or false identification to obtain merchandise, open credit or 
bank accounts or apply for government benefits in someone elseÕs name?Ó In 1998, 20% provided an 
affirmative answer and the following year the percentage (21) was nearly identical.  
32 Gartner (2003). Gartner Says Identity Theft is up Nearly Eighty Percent. Press Release, July 21, 2003.  
33 Synovate (2003). Federal Trade Commission Ð Identity Theft Survey Report. 
34 Ibid.   
35 Javelin Strategy & Research (2005a). 2005 Identity Fraud Survey Report. Consumer Version. 
36 Lenard, T. M. & P. H. Rubin (2006). Much Ado About Notification. Regulation, Vol. 29 (1): 44.  
37 Javelin Strategy & Research (2006). 2006 Identity Fraud Survey Report. Consumer Version. 
38 Javelin Strategy & Research (2007a). 2007 Identity Fraud Survey Report. Consumer Version. 
39 Gartner (2007). Gartner Says Number of Identity Theft Victims Has Increased More Than 50 
Percent Since 2003. Press Release, March 6, 2007.  
40 CheckFree, an electronic payment company, is a sponsor of JavelinÕs research and in its reports 
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prides itself as an independent organization, such financial support leads to an 
inevitable suspicion for the industry maintains a vital interest in the publication of 
prevalence data. As Chris Jay Hoofnagle notes, Ò[i]dentity theft is a high-stakes 
issue in the public policy world. It is a popular issue for political candidates, who 
have proposed many laws with serious implications for lending institutions. 
Because identity theft brings regulatory attention to lending institutions, there is a 
great pressure to redirect the attention elsewhere.Ó41 As a result, Hoofnagle argues 
how the press releases published by research corporations like Javelin are a tactic 
to provide an indication for a decline in identity theft cases. This published decline 
subsequently helps the surveyÕs sponsors to redirect the attention of policy 
makers. The projected decline of identity theft cases by Javelin came to an end in 
2008 when identity theft began to rise and the total number of victims estimated 
was nearly ten million.42 When Javelin published its most recent conclusions in 
2010, the number of identity theft victims reached an all time high. More than 11 
million individuals became victims of identity theft in 2009, according to JavelinÕs 
research.43  

The increase of identity theft cases published over the previous two years 
appears to mitigate the arguments against Javelin, but there are other aspects 
discussed in the conclusions provided by the research organization which do 
support HoofnagleÕs notion of attention diversion. Javelin writes how Ò[m]any 
identity thefts can occur through traditional methods such as stolen wallets and 
Ôfriendly frauds,Õ in which the crime is committed by a person known to the 
victim. In fact, among the victims who knew how their data was taken, lost or 
stolen wallets, checkbooks, or credit cards accounted for nearly two times as many 
instances of theft as all online attack methods combined. Identity theft 
occurrences are often the result of the most remedial and simple ways to steal 
information, not through hacking or elaborate Internet schemes.Ó44 This is not the 
first time Javelin came to this conclusion. The ÔcontroversialÕ study published in 
2007 made similar claims, which Hoofnagle recognizes and rightfully challenges.45 
The problem with the statements made by Javelin about the origin of the personal 
information misused for identity theft purposes is its reliance on victims who 
actually think they know how perpetrators obtained the information. This group is 
a minority of those used for the data collection which Javelin bases its conclusions 
on. Even so, Javelin uses this information to draw broad conclusions and neglects 
the remainder and majority of victims who are unaware of the method of 
information collection used by the perpetrators. The diversion of attention 
accomplished through these statements is successful, since Javelin aims to 
demonstrate how predominantly consumers maintain the ability to control 
incidents of financial identity theft. Others accept this information as a ÔfactÕ and 
use the conclusions to support their own arguments.46 

                                                                                                        
Javelin recommends consumers to transfer to electronic banking, as a means to reduce the risk of 
financial identity theft. This recommendation, however, does not appear to be based on the actual data 
collected and analyzed by Javelin.  
41 Hoofnagle, C. J. (2007). Identity Theft: Making the Known Unknowns Known. Harvard Journal of 
Law and Technology, Vol. 21 (1): 119. 
42 Javelin Strategy & Research (2009). 2009 Identity Fraud Survey Report. Consumer Version.  
43 Javelin Strategy & Research (2010). 2010 Identity Fraud Survey Report. Consumer Version.  
44 Ibid: 7.  
45 Hoofnagle (2007): 100.  
46 Fred H. Cate (2004), for example, stated during his testimony for the U.S. House Subcommittee on 
Social Security of the Committee on Ways and Means how Ò[w]hile we do not know as much as we 
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This discussion leads into a more vital aspect of prevalence studies. This is the 
investigation of how perpetrators manage to complete the act of financial identity 
theft. The importance of this research is the development of an understanding of 
how the crime occurs and as a result to reveal the vulnerabilities present in 
contemporary society. Even so, the near obsession with the accumulation of 
prevalence data on identity theft often overshadows the importance of this type of 
research. Moreover, an actual determination of how financial identity theft occurs, 
especially how perpetrators acquire the personal information needed to move on 
to the second stage of the crime, is particularly difficult to determine (see section 
1.4).  

 
1.1.3  Victims 
 
Besides the attention devoted to the statistical prevalence of the problem, interest 
groups began to investigate the experiences of the victims of the crime. The 
horror stories of victims described by the media demonstrated the consequences 
of the problem. These stories led identity theft to receive the label of a crime 
which is Ò...insidious, complex and potentially devastating.Ó47 The media attention 
devoted to the stories of victims of identity theft proved to be in stark contrast to 
the neglect demonstrated by the law enforcement community. For victims of 
identity theft encountered significant challenges during the early years to receive 
recognition as victims of a crime. This was mainly due to the ÔnoveltyÕ of identity 
theft and its absence in the code of criminal law. The United States changed this 
discrepancy in 1998 through the Identity Theft Assumption and Deterrence Act.   

The Australasian Centre for Policing Research (ACPR) recognizes three 
different types of impact: direct and indirect financial impacts and the 
psychological impact of the crime.48 The experiences of victims with regard to 
these different types of impact return in various studies.49 The Privacy Rights 
Clearinghouse paved the way through an overview study of victims and their 
experiences in 2000.50 The organization spoke to 66 victims of identity theft and 
produced a groundbreaking document, Nowhere to Turn. In its findings, the Privacy 
Rights Clearinghouse describes how victims of identity theft spent an average of 
175 hours actively trying to resolve their case. Victims generally need to contact 
the creditor, the debt collector, and the consumer reporting agencies (CRAs) in an 
attempt to remove the bad credit charges from their records. The inaccurate bad 
credit charges ignite the most problems because they generally prevent victims 
from obtaining a new credit card, opening a bank account, renting an apartment, 
or even finding a job. These findings are not extraordinary as later studies prove. 
Since 2003, the Identity Theft Resource Center (ITRC) produces a comprehensive 

                                                                                                        
need to know about identity theft, thanks to the efforts of FTC and others, one important fact we are 
learning is that muchÑ perhaps mostÑ identity theft is not committed by a stranger but by a family 
member, friend, or co-worker.Ó 
47 Crenshaw, A. B. (1996). Identity Crisis: the theft thatÕs tough to thwart. Washington Post, 25 August 
1996: H01.  
48 Australasian Centre for Policing Research (ACPR) (2006). Review of the legal status and rights of victims of 
identity theft in Australasia. 
49 Important to note is the selection bias present in the studies since the victims who contact the 
respective organizations tend to be worse off than most.  
50 Privacy Rights Clearinghouse (2000). Nowhere to Turn: Victims Speak Out on Identity Theft - A Survey of 
Identity Theft Victims and Recommendations for Reform. Available at: 
http://www.privacyrights.org/ar/idtheft2000.htm (last accessed July 5, 2010).  
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and thorough analysis on a periodic basis about the long-term impact of identity 
theft on its victims. Through in-depth surveys, the ITRC attempts to surpass 
previous studies conducted by the FTC, the GAO, and consumer groups to 
explore other areas of victimization.51  
 According to the 2003 analysis provided by the ITRC, victims of identity theft 
spent an average of 600 hours to resolve or at least try to resolve their case Ð 
considerably longer than the 175 hours reported by the Privacy Rights 
Clearinghouse.52 This number began to fluctuate and decrease throughout the 
following years, from 330 hours in 200453 to 141 hours in 2009.54 The decrease in 
hours spent by victims in an effort to repair the damage caused by perpetrators of 
identity theft proved to be a source of positive support for the ITRC, which 
actually commenced its report in 2010 by stating how Ò[f]or the first time in seven 
years, the Identity Theft Resource Center (ITRC) can state that it is encouraged by 
the findings of the Identity Theft: The Aftermath 2009.Ó55  
 Besides hours spent on damage recovery, studies also demonstrate an interest 
in the emotional or psychological impact of the crime on its victims. Tracy Sharp 
et al. conducted an exploratory study to assess the psychological and somatic 
impact of identity theft, as well as the coping mechanisms used by victims.56 For 
their study, Sharp et al. recruited 37 identity theft victims and placed them in six 
focus groups. The researchers provided the victims with two victim impact 
questionnaires. The first was administered two weeks after the victims discovered 
the incident of identity theft and the second six months after the discovery. The 
results of the first questionnaire indicated the following common reactions: 
irritability and anger, fear and anxiety, and frustration. During the second impact 
measurement, the results demonstrated how ÒÉ the emotional responses shifted 
such that the majority (26%) of participants indicated that they were distressed and 
desperate, 24% stated that they were irritated and angry, and 14%...endorsed 
feelings of anxiety, fear, mistrust and paranoia.Ó57 Victims of identity theft thus 
experience similar feelings as victims of other crimes. Consequently, they generally 
need and deserve treatment which other victims have a right to during the 
aftermath of a crime. Sharp et al. recognize how Ò[t]he results of this study suggest 
that psychological impact is indeed great on victims of identity theft. Not only are 
there immediate emotional and physical consequences to the victimization, but 
also lasting effects are seen, especially in cases that have not met resolution.Ó58 The 
ITRC demonstrates similar results since the organization found many victims who 
in the short term felt defiled (37%) and betrayed (60%).59 Victims also 
acknowledged feelings of a loss of innocence (21%), and a sense of powerlessness 
(63%). Long-term feelings experienced by victims included the inability to trust 
people (30%), suicidal thoughts (4%), being ready to give up the fight (25%), and 
the belief to have lost everything (10%).60 The ITRC results of 2009 did, however, 

                                                
51 Identity Theft Resource Center (2004). Identity Theft: The Aftermath 2003. 
52 Ibid. 
53 Identity Theft Resource Center (2005). Identity Theft: The Aftermath 2004.  
54 Identity Theft Resource Center (2010a). Identity Theft: The Aftermath 2009. 
55 Ibid: 2.  
56 Sharp, T., Sherver-Neiger, A., Fremouw, W., Kane, J. & S. Hutton (2004). Exploring the 
Psychological and Somatic Impact of Identity Theft. Journal of Forensic Science, Vol. 49 (1): 131 Ð 136.    
57 Ibid: 132 
58 Ibid: 133 Ð 134. 
59 Identity Theft Resource Center (2009). Identity Theft: The Aftermath 2008.   
60 Ibid.  
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indicate a decrease in internal negative attitudes held by victims, such as guilt, 
shame, being undeserving of help, or feeling captive or suicidal.  
 Whereas victims of identity theft demonstrate similar emotional expressions as 
victims of other crimes, they are simultaneously subject to a particular breed of 
secondary victimization. This is an aspect which is inherent to fraud victims and 
the way society perceives them. Henry Pontell et al. describe how ÒÉelements 
inherent in fraud victimization may reinforce public and victim perceptions that 
they acted foolishly, and are therefore more blameworthy with regard to their own 
victimization.Ó61 This can in turn increase the psychological impact of the crime.  
 
1.1.4  Beyond the United States 
  
As the United States expanded its experience with identity theft and increased its 
knowledge about the crime, other countries also began to open their eyes as the 
threat of identity theft began to spread much like the contamination of an 
infectious disease.62 Whereas originally other countries delighted in a sense of 
immunity, identity theft proved to be something other than an expression of 
American exceptionalism. The United Kingdom63 began to devote attention to the 
topic, just as Canada64 and Australia.65 Besides the Anglo-Saxon countries, others 
such as the Netherlands also referred to and identified identity theft as a problem 
of public policy.66 On a transnational level, the European Union,67 the United 
Nations,68 the Council of Europe,69 and the Organisation for Economic 
Cooperation and Development (OECD)70 all became involved.  

The questions which dominated the debate in the United States also returned 
in other countries and transnational organizations. The discussion about the 
definition proved to be a source of major attraction as did the quest for empirical 
data to assess the size of the problem.71 For the United Kingdom, the Credit 
Industry Fraud Avoidance System (CIFAS) has collected consumer complaints 
since 1999 (see Table 1.2).72  

                                                
61 Pontell, H. N., Brown, G. C. & A. Tosouni (2008). ÒStolen Identities: A Victim Survey,Ó in Megan 
M. McNally and Graeme R. Newman (eds.), Perspectives on Identity Theft. Crime Prevention Studies, Vol. 23. 
Monsey, NY: Criminal Justice Press: 58. 
62 See van der Meulen, N. S. (2007). The Spread of Identity Theft: Developments and Initiatives within 
the European Union. The Police Chief, Vol. 74 (5): 59 Ð 61.  
63 United Kingdom Cabinet Office (2002). Identity Fraud: A Study. United Kingdom: Cabinet Office 
Publications. 
64 See for example Cavoukian, A. (1997). Identity Theft: WhoÕs Using Your Name? Information and Privacy 
Commissioner/Ontario.  
65 Cuganesan, S. & D. Lacey (2003). Identity fraud in Australia: an evaluation of its nature, cost and extent. 
Standards Australia International.  
66 Kamerstukken II 2001 Ð 2002, 17050, nr. 234.  
67 Europol (2003). 2003 European Union Organised Crime Report; Mitchison, N., Wilikens, M., Breitenbach, 
L., Urry, R. & S. Portesi (2004). Identity Theft: A Discussion Paper. European Commission Joint Research 
Center.   
68 The United Nations Crime Commission has established an Intergovernmental Expert Group on 
Fraud and the Criminal Misuse and Falsification of Identity.   
69 Gercke, M. (2007). Project on Cybercrime: Internet-related identity theft. Discussion paper Economic Crime 
Division Directorate General of Human Rights and Legal Affairs.  
70 Organisation of Economic Co-Operation and Development (OECD) (2009). Online Identity Theft, 
OECD Publishing. See also OECD (n.d.). Report on Identity Fraud: Tax Evasion and Money Laundering 
Vulnerabilities. Centre for Tax Policy and Administration.  
71 Van der Meulen, N. S. & E. J. Koops, eds. (2008). D 12.7: Identity-related crime in Europe Ð Big Problem or 
Big Hype? Available at: http://www.fidis.net.  
72 Credit Industry Fraud Avoidance System (CIFAS) (2010). Is ID fraud serious? Available at:  
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Table 1.2  
Identity theft  consumer complaints received per year (United Kingdom73)  

 

Year Cases recorded 

1999 9,000 
2000 16,000 
2001 24,000 
2002 34,000 
2003 46,000 
2004 56,000 
2005 66,000 
2006 80,000 
2007 77,500 
2008 77,600 

 
The number of cases recorded by CIFAS demonstrates a steady increase until 
2006. The following years, 2007 and 2008, instead demonstrate a state of relative 
stability. Other sources of data which provide an indication of the problem come 
from cost estimates provided by the Cabinet Office. The Cabinet Office of the 
United Kingdom published a report in February 2006 which determined how their 
economy suffered a financial loss of £1.7 billion per year as a result of identity 
fraud.74 Several years prior, in 2002, the Cabinet Office estimated a loss of £1.3 
billion per year. The Cabinet Office emphasizes the limited nature of the statistical 
data since the data relies exclusively on available figures which fail to provide an 
accurate reflection of the entire figure.75  

The Home Office also published statistics on plastic card and identity fraud in 
2007. These statistics are the findings of the 2005/06 British Crime Survey.76 Of 
all the respondents using plastic cards, four per cent became a victim of fraud 
during the previous year. The survey also provides data on identity fraud through 
the misuse of personal information. According to the findings, two per cent of 
respondents became a victim to this type of identity fraud.77 
 Other countries maintain limited indications of the size of the problem. For 
Canada, PhoneBusters, an organization which analyzes and reports on incidents of 
identity theft, reportedly received 13,359 consumer complaints in 2003 as 
compared to 8,187 in 2002.78 During later years, the number of identity theft 

                                                                                                        
http://www.cifas.org.uk/default.asp?edit_id=968-56 (last accessed July 5, 2010).   
73 It is unclear whether these numbers contain both true name fraud and account take over cases.   
74 United Kingdom Home Office (2006). Updated Estimate of the Cost of Identity Fraud to the UK 
Economy. Available at:   
http://www.identitytheft.org.uk/cms/assets/cost_of_identity_fraud_to_the_uk_economy_2006-
07.pdf (last accessed July 5, 2010).  
75 United Kingdom Cabinet Office (2002).  
76 Home Office Statistical Bulletin (2007). Mobile phone theft, plastic card and identity fraud: Findings from the  
2005/06 British Crime Survey. Available at:  
http://www.homeoffice.gov.uk/rds/pdfs07/hosb1007.pdf (last accessed July 12, 2010).  
77 Ibid.  
78 Perrin, S. (2006). PIPEDA and Identity Theft: Solutions for Protecting Canadians. BC Freedom of  
Information and Privacy Association.  



INTRODUCTION  13      
 

 

complaints demonstrates a marginal fluctuation from 10,637 complaints in 2007 to 
12,232 in 2008, and back down to 11,979 in 2009.79   

In the Netherlands, the lack of registration of identity theft as an individual 
crime complicates the collection of prevalence data. Despite the absence of 
statistical data on the prevalence of the problem, various sources identified identity 
theft as a rising phenomenon80 or a growing concern.81 This primarily concerned 
the potential proliferation of financial identity theft in the Netherlands; yet, its 
criminal counterpart demanded the most attention after Jan Grijpink stated how 
more than 101.000 identity fraudsters could be located in the automated 
fingerprint system Havank of the Dutch police.82 Through the provision of this 
empirical data, all eyes turned to the criminal justice system. For the thought of 
criminals on the loose in the Netherlands invited the interest of the media.83 The 
Lower House in turn also found itself compelled to respond and demand action. 
The Ministry of Justice responded to the increased attention by describing its 
awareness of the problem and its ongoing efforts to reduce it.84  

For financial identity theft, the Dutch tide with respect to prevalence data 
began to turn a couple of years later when at the start of 2010, the National 
Complaint Center, which commenced its operation at the end of 2008, published 
its final report on the pilot study conducted during the previous year.85 This study 
provides perhaps the first official indication of the size of the problem. During the 
year 2009, the complaint center received 349 consumer Ôcomplaints.Õ86 This total 
number includes consumers who merely contacted the center for information. 
The actual number of complaints which concerned identity theft or at least the 
suspicion of its existence was 241. The generalizability of this number is difficult 
to establish, since the complaint center aimed to maintain a low profile throughout 
its pilot year. This mainly as a result of the lack of financial resources invested in 
the project which led to a limited staff and as such limited capabilities. The 
potential impact of the low profile maintained by the complaint center became 
evident when the center received media attention in October 2009.87 In October, 
the number of complaints received by the center reached its peak which appears 
to be directly related to the attention granted to the center by the media and the 
rise in awareness among the public about its existence.  

Prior to the existence of a public consumer complaint center, a private 
initiative aimed to get a grip on the prevalence situation. Fellowes, a company 
which grants substantial attention to the problem of identity theft as a result of its 
marketing of paper shredders, conducted a study and published data on the 

                                                
79 Canadian Anti-Fraud Centre Criminal Intelligence Analytical Unit (2010). Mass Marketing Fraud & ID  
Theft Activities. Annual Statistical Report 2009.  
80 Rabobank Groep (2009). Maatschappelijk jaarverslag 2008: Verantwoord bankieren voor een duurzame 
toekomst: 32.  
81 Maatschappelijk Overleg Betalingsverkeer (MOB) (2006). Rapportage Maatschappelijk Overleg 
Betalingsverkeer 2005; Kamerstukken II 2003 Ð 2004, 29 200 VI, nr. 166; Openbaar Ministerie (OM) 
(2006). Perspectief op 2010.  
82 Grijpink, J. H. A. M. (2006). Identiteitsfraude en overheid. Justiti‘le Verkenningen, Vol. 32 (7): 37 Ð 57.  
83 See for example de Witt, R. (2006). Veel criminelen laten anderen straf uitzitten. Elsevier.  Available 
at: http://www.elsevier.nl/web/Nieuws/Nederland/98552/Veel-criminelen-laten-anderen-straf- 
uitzitten.htm (last accessed July 12, 2010).  
84 Directoraat-Generaal Rechtspleging en Rechtshandhaving (2006). Identiteitsvaststelling in de 
strafrechtketen. 
85 Centraal Meldpunt Identiteitsfraude (2010). Jaarrapportage 2009. 
86 Ibid.  
87 Ibid.  
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prevalence of identity theft.88 Fellowes surveyed 500 citizens in 2009 and 1000 
citizens in 2008. Based on the responses to the surveys, Fellowes estimated how 
130.000 citizens have been a victim of identity theft in the Netherlands.89 Whether 
this number refers to the total number of identity theft victims ever or to a 
particular time period remains unclear. Due to the commercial interest of 
Fellowes, its publication of data on the prevalence of identity theft is difficult to 
gage in terms of reliability and validity. Much the same as the problems associated 
with the publication of the results provided by Javelin Strategy & Research in the 
United States.   

As a result, public prevalence data on financial identity theft in the Netherlands 
remains scarce; yet, there is an overall air of potential urgency about identity 
theft.90 The focus therefore should be on an analysis of the presence of 
vulnerabilities in the Netherlands which can facilitate the occurrence of financial 
identity theft. Such an analysis can in turn provide a necessary reflection on the 
potential for the development of a problem despite the absence of prevalence data 
on the phenomenon. The lack of such an analysis shall otherwise allow opponents 
to render claims about the potential for identity theft as a rising phenomenon or a 
growing concern as merely speculative and as such without value.  

 
1.2  Theoretical Framework and Research Question 
 
The original focus of criminological theory in an effort to develop an 
understanding of the causes of crime was on offenders. The primary spotlight was 
on the why as opposed to the how. This changed during the 1970s and 1980s when 
a variety of different but complementary perspectives emerged which shifted the 
focus away from offenders and onto society. These perspectives came largely in 
response to the vain impact of conventional criminology in the area of crime 
prevention and crime control. As Ronald V. Clarke notes, ÒÉthe dispositional 
bias remains and renders criminological theory unproductive in terms of the 
preventive measures it generates.Ó91 David Garland refers to this new genre as 
Òthe new criminologies of everyday lifeÓ and recognizes how this Ònew style of 
criminological thinkingÓ proved particularly successful in attracting the attention 
of government officials.92 The new criminologies of everyday life refer to a 
collection of related theoretical perspectives. The main premise shared by all 
perspectives is the view of crime as a normal and commonplace aspect of 
contemporary society. This in contrast to earlier theoretical perspectives used in 
criminology, which maintained the premise of crime as a deviation from normal 
civilized conduct and explained its occurrence via individual pathology or faulty 

                                                
88 Fellowes (2009). Nederlander niet bewust van risico identiteitsfraude. Press Release.  
Available at:  
http://www .fraudevoorkomjezelf.nl/downloads/Nederlander_niet_bewust_van_risico_identiteitsfrau
de.pdf (last accessed July 8, 2010). 
89 Ibid.  
90 See Prins, J. E. J. (2003). Het BurgerServiceNummer en de strijd tegen de Identiteitsfraude.  
Computerrecht, (1): 2-3; Prins, J. E. J. (2006). Variaties op een thema: van paspoort- naar identiteitsfraude. 
Nederlands Juristenblad, Vol. 81: 9-14. 
91 Clarke, R. V. G. (1980). ÔSituationalÕ Crime Prevention: Theory and Practice. British Journal of 
Criminology, Vol. 20 (2): 137.  
92 Garland, D. (2001). The Culture of Control: Crime and Social Order in Contemporary Society. Oxford: Oxford 
University Press: 127.  



INTRODUCTION  15      
 

 

socialization.93 Since the emergent perspectives departed from a different premise, 
the explanations developed for the causes of crime also differed. The explanations 
offered focus on the situational context of crime which provides information on 
measures to take in an effort to reduce the likelihood of specific crimes to occur.    

Various complementary perspectives play a role in ÔunconventionalÕ 
criminology. As Clarke recapitulates, Ò[e]nvironmental criminology, the rational 
choice perspective, and routine activity and lifestyle theories have all helped to 
strengthen situational prevention in different ways, reflecting their different origins 
and the purposes for which they were developed.Ó94 All together these theoretical 
perspectives provide assistance for the development of an opportunity structure 
for crime. The routine activity approach, developed by Lawrence E. Cohen and 
Marcus Felson, specifically concentrates on the circumstances in which 
perpetrators of crime carry out their activities. The main argument set forth by 
Cohen and Felson is how structural changes in routine activity patterns have the 
potential to influence crime rates. This influence occurs through the impact of 
such changes on the ÔconvergenceÕ in space and time of three elements of direct-
contact predatory violations. These elements include motivated offenders, suitable 
targets, and the absence of capable guardians against a violation. The suitability of 
targets is based upon four components derived from a human ecological 
background. These four components are value, visibility, access, and inertia.95 The 
concept of a target refers both to potential victims and to material objects. Cohen 
and Felson write how ÒÉthe probability that a violation will occur at any specific 
time and place might be taken as a function of the convergence of likely offenders 
and suitable targets in the absence of capable guardians.Ó96 The absence of any 
single element leads to possible prevention of the violation. This demonstrates the 
interdependency, as Cohen and Felson note, between illegal acts and routine 
activities in everyday life. Such interdependency leads Cohen and Felson to apply 
concepts from human ecological literature to the analysis of crime and crime rates. 
The ecological nature of illegal acts requires them to feed upon other activities. 
Cohen and Felson state how Ò[s]ince illegal activities must feed upon other 
activities, the spatial and temporal structure of routine legal activities should play 
an important role in determining the location, type and quantity of illegal acts 
occurring in a given community or society.Ó97 Whereas Cohen and Felson 
acknowledge how their ideas presented in their work are not new, theoretical 
literature in criminology has often overlooked such ideas. As such Cohen and 
Felson develop a framework of previously unconnected analyses of criminological 
aspects in society. 

The framework set forth by Cohen and Felson establishes a connection 
between illegal and legal activities through a consideration of how everyday life 
brings together the three elements identified above in space and time. Felson 
added a fourth element to the equation which he terms the absence of Ôthe 

                                                
93 Ibid: 128.  
94 Clarke, R. V. (1995). ÔSituational Crime Prevention,Õ in M. Tonry & D. P. Farrington (eds.) Building a  
Safer Society: Strategic Approaches to Crime Prevention. Chicago: University of Chicago Press: 101.  
95 Felson, M. & L. E. Cohen (1980). Human Ecology and Crime: A Routine Activity Approach. Human 
Ecology, Vol. 8 (4): 393. 
96 Cohen, L. E. & M. Felson (1979). Social change and crime rate trends: a routine activity approach. 
American Sociological Review, Vol. 44: 590.  
97 Ibid.  
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intimate handler.Õ98 The intimate handler is someone ÔcloseÕ to the offender and 
who is in a position to exert informal social control in an effort to prevent the 
crime. The idea of the intimate handler as an additional element is derived from 
the fundamentals of the social control theory as described by Travis Hirschi.99 The 
four fundamentals of HirschiÕs control theory are commitments, attachments, 
involvements, and beliefs. Felson subsequently combines these four elements and 
captures them through a single concept: handle. This handle is a necessary 
condition, according to Felson, for the occurrence of informal social control.100  

Clarke in turn developed an argument to add a fifth element to the routine 
activity theory in an effort to enhance its contribution. This fifth element is crime 
facilitators, which includes diverse tools or features of everyday life which enable 
crime.101 Examples provided by Clarke include automobiles, credit cards, and 
weapons, which, according to the author, are essential tools for various specific 
forms of crime.102  

Many years after its introduction, the routine activity theory continues to 
demonstrate the applicability of the approach in contemporary society. Cohen and 
Felson foreshadowed such applicability through writing how ÒÉone can analyze 
how the structure of community organization as well as the level of technology in 
a society provide the circumstances under which crime can thrive.Ó103 The 
reference to technology, in particular its usage and organization, is especially 
relevant to the topic of financial identity theft.104   
 Parallel to the introduction of the routine activity theory, Clarke introduced the 
ÔsituationalÕ crime prevention theory.105 Clarke described how practical options for 
prevention managed to arise from a greater emphasis placed on the situational 
features of crimes. Such an emphasis occurred during previous ÔsituationalÕ 
research, which Clarke categorizes into two categories based on the measures 
introduced in light of prevention. The first category focuses on the reduction of 
physical opportunities for offenders and the second category places an emphasis 
on the increased risk for offenders to be caught for their crimes. Despite the 
distinction made by Clarke, he recognizes how certain preventative measures 
demonstrate attributes which allow them to fit into both categories.106 Unlike 
previous theoretical perspectives in criminology, the situational crime prevention 
framework tailors its analysis and measures toward specific forms of crime, rather 
than criminality in general.  This framework includes a standard action research 
methodology which consists of five sequential stages. These stages include the 
collection of data about the nature and dimensions of a specific crime problem, an 
analysis of the situational conditions which facilitate the commission of the crimes 
in question, and a systematic study of potential means to block opportunities for 

                                                
98 Felson, M. (1986). ÔLinking Criminal Choices, Routine Activities, Informal Control, and Criminal 
Outcomes,Õ in D. B. Cornish & R. V. Clarke (eds.) The Reasoning Criminal: Rational Choice Perspectives on 
Offending. New York: Springer-Verlag: 119 Ð 128.  
99 Hirschi, T. (1969). Causes of Delinquency. Berkeley: University of California Press.  
100 Felson (1986): 121.  
101 Felson, M. (2006). Crime and Nature. SAGE Publishing: 71.  
102 Clarke (1995):  101.  
103 Felson & Cohen (1980): 393.  
104 This connection is eloquently demonstrated by Daniel J. Solove through his description of the  
architecture of vulnerability. See Solove, D. J. (2003) Identity Theft and the Architecture of 
Vulnerability. Hastings  Law Journal, Vol. 54: 1227 Ð 1276.    
105 Clarke (1980).    
106 Ibid.!!!
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the specific crime problems. The last two stages focus on the implementation of 
the most promising countermeasures and the monitoring of results.107 

Throughout the years, Clarke considerably expanded the situational crime 
prevention approach. He added another category of measures introduced to 
prevent the occurrence of specific crimes. This category focuses on reducing the 
rewards. Based on these three categories, Clarke identified a total of twelve 
techniques which together compose a framework for situational crime 
prevention.108 Under the umbrella of increasing the effort, Clarke identified the 
following options: target hardening, access control, deflecting offenders, and 
controlling facilitators.109 For increasing the risks, Clarke introduced the following 
four groups of measures: entry/exit screening, formal surveillance, surveillance by 
employees, and natural surveillance. And the last category of reducing rewards 
includes target removal, identifying property, removing inducements, and rule 
setting. The expansion continued when Clarke added another category to his 
existing framework in 1997.110 This fourth category identifies the potential for 
removing excuses as a means to reduce opportunities. Removing excuses can be 
accomplished through four separate techniques, including rule setting, stimulating 
conscience, controlling disinhibitors, and facilitating compliance.111 This 
situational prevention framework is an important source of guidance for the 
analysis of existing and potential countermeasures, but also works in the opposite 
direction to observe how the absence of such techniques develop and enhance the 
existence of an opportunity structure for specific crimes.   
 Earlier applications of the complementary theoretical perspectives to 
terrorism112 and e-commerce crimes113 demonstrate the relevance of this 
theoretical framework to financial identity theft. Moreover, Graeme R. Newman 
writes how, Ò[a]ny attempt to reduce the extent of identity theft must be aimed at 
the source of the problem, which lies not with the motivation of likely offenders 
but with the technological, business, and economic arrangements that create 
opportunities for identity thieves to carry out crimes and at the same time provide 
the factual basis for their rationalizations.Ó114 As a result, the development of an 
opportunity structure, or rather a facilitation framework, of identity theft has been 
selected as the point of departure of the current research project. Based on the 
framework developed by the above discussed theories, this study aims to answer 
the following central research question:  
 
How do states, financial service providers, consumers, and others facilitate the occurrence of 
financial identity theft in the United States and the Netherlands? And what are the implications 
for existing countermeasures and how do these fit into the situational crime prevention 
framework?  

                                                
107 Clarke (1995). 
108 Clarke, R. V. (1992). ÔIntroduction,Õ in R. V. Clarke (ed.) Situational Crime Prevention: Successful Case 
Studies.  Albany, NY: Harrow and Heston Publishers: 3 Ð 36.  
109 Ibid: 13.  
110 Clarke, R. V. (1997). ÔIntroduction,Õ in R. V. Clarke (ed.) Situational Crime Prevention: Successful Case 
Studies. Second edition. Albany, NY: Harrow and Heston Publishers: 1 Ð 43.  
111 Ibid: 18.  
112 Clarke, R. V. & G. R. Newman (2006 ). Outsmarting the Terrorists. Praeger Security International.  
113 Newman, G. R. & R. V. Clarke (2003). Superhighway Robbery: Preventing e-commerce crime. Willian 
Publishing.  
114 Newman, G. R. (2009). Policy Thoughts on ÒBounded rationality of identity thieves.Ó Criminology & 
Public Policy, Vol. 8 (2): 275.  
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1.3  Approach 
 
The charm of situational crime prevention as an approach and a theory is the fact 
that it is not bound by any particular discipline. As Newman and Clarke note, Ò[i]t 
focuses on situations, which, depending on where they arise, are best understood 
from many different perspectives.Ó115 As a result, the theoretical framework can be 
combined with an approach from another discipline. Before describing the 
specific methodological background developed to answer the central research 
question, the introduction of a classification scheme is necessary. This 
classification scheme is indispensable to provide a clear order for the search of 
facilitating factors in a more manageable way. These factors can be derived from a 
number of classifications, such as technical, organizational, and legal. This type of 
classification appears to be a popular scheme; yet, for this research I propose a 
different type of classification, which shall incorporate all of these aspects but 
approach them from an actor-centered perspective. The actors included as objects 
of analysis are the state both as protector and provider, financial service providers, 
consumers, and a small selection of others including internet service providers, 
money mules, data brokers, etc. This perspective also takes into consideration the 
interests of the actors which assists in the establishment of a background for the 
facilitating factors developed in the opportunity structure of financial identity 
theft. These interests must be analyzed alongside, or perhaps as part of, the 
opportunity structure in an effort to develop a realistic perspective on the room 
for improvement with regard to (existing) countermeasures. Parallel to the 
classification scheme runs the distinction between the facilitation of the first and 
the second stage. As indicated in the introduction, financial identity theft can be 
separated into a first and a second stage, which are facilited in different ways. This 
distinction runs through the research as a red thread and often remains implicit 
rather than explicit.   

This study carries a comparative nature through the inclusion of the United 
States and the Netherlands. The decision to conduct a comparative study rather 
than a single case study rests in the ability to derive scientific and societal value 
from the different experiences held by both countries. The selection of the United 
States as an object of analysis is self-evident due to its vast experience with the 
problem of financial identity theft. This experience has led to the accumulation of 
a significant amount of information which allows the United States to serve as a 
guide for the exploration of financial identity theft in other countries. The 
selection of the Netherlands as the second case is based primarily on the necessity 
for academic research to determine the validity to previous warnings about the 
potential for financial identity theft to evolve into a major social problem. The 
structural comparison then between the United States and the Netherlands can 
contribute to an assessment focused on whether financial identity theft is a viable 
threat to Dutch society. This comparison deviates from the best known and still 
dominant variant of the comparative method which is controlled comparison.116 
Alexander L. George and Andrew Bennett describe controlled comparison as 
ÒÉthe study of two or more instances of a well-specified phenomenon that 
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resemble each other in every respect but one.Ó117 Despite the considerable appeal 
of controlled comparison, especially due to its resemblance of a scientific 
experiment, its application is difficult to accomplish. As an alternative to 
controlled comparison, George and Bennett identify within-case analysis. This 
type of analysis steers away from the Ôvariable-orientedÕ approaches, as Charles 
Ragin has labelled them, and instead turns to a more holistic approach of single 
cases.118 As George and Bennet describe, Ò[t]his alternative approach focuses not 
on the analysis of variables across cases, but on the causal path of a single case.Ó119 
These within-case analyses can nevertheless be used for cross-case comparisons 
on a small scale, as occurs in this study, which limits itself to two cases. This 
limitation is vital in an effort to ensure both cases receive sufficient attention and 
in-depth analysis in order to increase the value of the conclusions. More cases 
shall lead to a more superficial treatment of the material which inherently defeats 
the approach used within this dissertation.  

To accomplish a within-case analysis, George and Bennett identify two distinct 
methods: the congruence and the process-tracing method. ÒThe essential 
characteristic of the congruence methodÓ, George and Bennett note, Òis that the 
investigator begins with a theory and then attempts to assess its ability to explain 
or predict the outcome in a particular case.Ó120 In the congruence method, the 
investigator does not have to trace the Ôcausal processÕ which leads the 
independent to the dependent variable. This is the main difference with the 
process-tracing method, which ÒÉattempts to identify the intervening causal 
processÑ the causal chain and causal mechanismÑ between an independent 
variable (or variables) and the outcome of the dependent variable.Ó121 Since the 
main aim of this study is to identify the intervening ÔcausalÕ process, the latter 
method seems most appropriate. This is also due to the recognition of process-
tracing as ÒÉa methodology well-suited for testing theories in a world marked by 
multiple interaction effects, where it is difficult to explain outcomes in terms of 
two or three independent variablesÑ precisely the world that more and more 
scientists believe we confront.Ó122  

This identification of ÔcausalÕ or rather facilitation processes occurs across two 
dimensions. The first dimension is the identification of the connection between 
the presence of facilitating factors and the occurrence of financial identity theft. 
This coincides with the primary aim of the situational crime prevention approach 
to analyze the situational conditions which facilite the commission of a specific 
crime. As shall became clear in the section below on limitations, it is difficult to 
factually determine how an incident of financial identity theft occurs. Even so, in 
abstract terms there is an awareness of how perpetrators of financial identity theft 
aim to accomplish the crime. This is precisely where the distinction between the 
first (the collection of personal information or instruments) and the second stage 
(the misuse of such information or instruments for financial gain) returns to serve 
as a guiding principle through the research of facilitating factors.  

The second dimension traces the causal process of how such facilitating 
factors came into existence in the first place. This historical analysis on the 

                                                
117 Ibid: 151.  
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background of facilitating factors is essential to place both the factors specifically 
and the opportunity structure generally in their proper context. The situational 
conditions which may facilitate financial identity theft also play other, often more 
positive, roles in contemporary society which must be borne in mind when 
reflecting upon the introduction of potential countermeasures.  

To carry out the method of process-tracing, this study primarily relies on 
publicly available documents, including both primary and secondary sources. In 
particular for the Netherlands, the study shall also rely on a select number of 
interviews to complement the available documentation. The interviews primarily 
serve an exploratory function to guide the research and gain background 
information about relevant developments.   
 
1.4  Limitations  
 
To avoid misguided expectations from the start, several limitations are in order. 
Due to the lack of empirical information, especially in the Netherlands, on cases 
of financial identity theft, much of the research remains in the hypothetical arena. 
To some extent, this limitation is a more general restriction on academic research 
conducted on the topic of financial identity theft since the establishment of a 
causal process is difficult to accomplish due to the diverse modus operandi 
incorporated by perpetrators of the crime.  

Besides the limitation introduced as a result of the lack of empirical 
information on actual incidents of financial identity theft, the rapid developments 
in the field also offer complications. Financial identity theft is very much a fluid 
topic. During the writing of this dissertation, several aspects changed which made 
certain conclusions obsolete or irrelevant. This research project was finalized on 
June 1, 2010 and as such only incorporated developments after this date in an ad-
hoc manner. 

Other limitations concern the air of secrecy surrounding the topic of financial 
identity theft, for especially the financial services industry remains hesitant to 
release information out of fear of reputation damage or the loss of consumer trust 
in the more advanced methods of payment. This complicates the development of 
a comprehensive story about the facilitation of financial identity theft in both the 
United States and the Netherlands. 
 
1.5  Roadmap for Readers 
 
This book commences its journey through a chapter on definitional dilemmas 
introduced as a result of the introduction of the concept of identity theft into 
contemporary society. This chapter sets the tone for the versatile and complicated 
nature of identity theft and therefore sets the stage for the remainder of the book. 
After the chapter on definitional dilemmas, each actor is individually analyzed 
based on its contribution to the opportunity structure of financial identity theft. 
Chapter 3 analyzes the connection between the state as protector of the people 
and financial identity theft. This chapter mainly reviews the countermeasures 
either in place or introduced to combat identity theft, and as such maintains a 
different character from the other chapters. Chapter 4 reviews the state as 
provider. As provider, the government establishes an identification infrastructure 
which both the public and the private sector use to identify citizens and clients 
alike. Chapter 5 turns to the industry of financial services and evaluates the role 



INTRODUCTION  21      
 

 

played by financial service providers, consumer reporting agencies, and financial 
supervisory organs in the potential facilitation of financial identity theft. Chapter 6 
provides an overview of the role played by consumers as facilitators, but the 
chapter also reflects in a more critical manner on the ongoing debate about the 
ability and the responsibility of consumers to reduce the risk of financial identity 
theft. Chapter 7 observes the potential facilitation of other actors, including 
information brokers, payment processors, merchants, Internet Service Providers, 
and money mules. In conclusion, chapter 8 develops an overarching opportunity 
structure for financial identity theft based on the previous chapters and also 
reflects on existing countermeasures based on the opportunity reduction 
techniques set forth in the situational crime prevention framework.     



 

 



 

 

2  Definitional Dilemmas 
 
 
The introduction of identity theft into contemporary society caused considerable 
conceptual confusion. The mere terminology became the source of vivid 
discussions, especially since individuals with a legal background questioned the 
usage of the word ÔtheftÕ in association with identity. The main question from the 
legal front became: can someone steal an identity? Traditional definitions of theft 
in criminal law conflicted with the meaning of the term as used in the concept of 
identity theft. Certain sources labelled identity theft therefore a misnomer123 or 
refer to the concept as Ôawkward.Õ124 Some even demonstrate a complete disdain 
for the term.125 Others, on the other hand, embrace the concept and its 
accuracy.126 Clare Sullivan supports the usage of the concept of identity theft and 
states Ò[d]ishonest use of an individualÕs token identity by another person is a 
denial of the individualÕs right to the exclusive use of his/her transactional identity, 
and its use by another person fundamentally damages the integrity of the 
individualÕs token identity.Ó127 The acceptance of identity theft as a concept 
requires a stretch of the term theft and also a more progressive approach to the 
idea of property, which is a considerable challenge due to traditional meanings in 
the legal arena.128 The availability of a popular alternativeÑ identity fraudÑ
provides those opposed to the use of identity theft as a concept an opportunity to 
circumvent the problem.129 Even so, the problems associated with the usage of 
identity theft as a concept only proved to be the proverbial tip of the iceberg. The 
much larger challenge remains. This is the challenge of the problem definition. To 
address this challenge, this chapter shifts the discussion from the ÔlegalÕ to the

                                                
123 The Model Criminal Law OfficersÕ Committee of the Standing Committee of Attorneys-General 
(2008: 14) states in its Final Report Identity Crime, Ò[t]he phrase Ôidentity theftÕ is a misnomer, as identity 
theft does not actually deprive a person of their identity. The offence of theft or larceny traditionally 
involves an appropriation of the personal property of another with the intention to deprive him or her 
of that property permanently. Wrongfully accessing or using a personÕs personal information or forging 
proof of identity documents, without taking any physical document or thing, would not deprive the 
person of the ability to use that information.Ó  
124 Koops, E. J. & R. E. Leenes (2006: 5) write how ÒÔ[i]dentity theftÕ is a rather awkward term, since 
identity is not something that is typically stolen. A characteristic of theft, after all, is that the owner no 
longer possesses the stolen thing. With identity, this is usually not the case: the victim of identity 
takeover still retains her identity. We should therefore speak of Ôidentity ÒtheftÓÕ rather than of Ôidentity 
theft.ÕÓ  
125 James Van Dyke, President and Founder of Javelin Strategy & Research, published a blog entry on 
April 14, 2010 with the title ÒÔIdentity theftÕ: the sooner this term goes away the faster weÕll make the 
problem do the same.Ó In the post, he states ÒIÕve long disdained the term Ôidentity theftÕ, but because 
itÕs stranglehold on the untapped power of higher understanding is supported by the highest laws of 
the land (the last two presidents have created Ôidentity theft task forcesÕ and every federal, state and 
local law enforcement agency uses this same label) it wonÕt disappear anytime soon.Ó 
126 See for example Le Lievre, E. & R. Jamieson (2005: 7) who note how despite the difficulty with 
regard to criminal law aspects identity theft has more of a personal emotive impact than identity fraud 
because it presents the idea of identity ownership which is then stolen by another individual. 
127 Sullivan, C. (2009). Is Identity Theft Really Theft? International Review of Law, Computers, and Technology, 
Vol. 23: 85.  
128 This challenge maintains a more extensive history through the discussion of data as property. See 
Prins, J. E. J. (2006). ÔProperty and Privacy: European Perspectives and the Commodification of Our 
Identity,Õ in L. Guibault & P. B. Hugenholtz (eds.), The Future of the Public Domain, Kluwer Law 
International: 223 Ð 257.   
129 Identity theft and identity fraud are used both interchangeably by some and as separate concepts by 
others.   
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public policy arena in an effort to develop a more thorough understanding of the 
definitional dilemmas. This shift of arena provides for a more comprehensive 
approach to the issue of problem definitions since it surpasses the rigidity of legal 
debate.  
 
2.1 Problem Definition 
 
The importance of problem definitions in the development of public policy is 
evident through the attention devoted to the topic. Problem definitions play a 
prominent role in the shaping of political agendas and their substance therefore 
often become the focus of extensive debate.130 David A. Rochefort and Roger W. 
Cobb describe how Ò[a]s political discourse, the function of problem definition is 
at once to explain, to describe, to recommend, and, above all, to persuade.Ó131 
These different functions of problem definitions heighten the pressure on those 
involved to ensure their interests are reflected in the problem definition used 
during policy debates. Janet A. Weiss specifically emphasizes the aspect of 
persuasion of the problem definition when she writes, Ò...participants in the policy 
process seek to impose their preferred definitions on problems throughout the 
policy process. Much policymaking, in fact, is preoccupied with whose definitions 
shall prevail.Ó132 To successfully persuade others to accept a definition also grants 
the persuader the power to play a prominent role in the determination of the 
subsequent course of action with regard to the problem. This is because 
Ò[p]roblem definition is a process of image making, where the images have to do 
fundamentally with attributing cause, blame, and responsibility.Ó133 The causes 
reflected by the definition assist in the distribution of blame and responsibility. 
Rochefort and Cobb therefore consider culpability the most prominent aspect of 
problem definitions.134 Even so, Rochefort and Cobb do acknowledge how 
Ò...problem definition is about much more than just finding someone or 
something to blame. Further disputes can surround a situationÕs perceived social 
significance, meaning, implications, and urgency. By dramatizing or downplaying 
the problem and by declaring what is at stake, these descriptions help to push an 
issue onto the frontburner of policymaking or result in officialsÕ stubborn inaction 
and neglect.Ó135 This theoretical background assists in the development of an 
understanding of the discussions about the problem definition with respect to 
identity theft. Moreover, such an understanding also places the responses to the 
problem in perspective.  
 
2.2 The Search for a Definition  
 
The preoccupation with a definition of identity theft ÔofficiallyÕ began in 1998 
when the Government Accountability Office (GAO) of the United States 
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identified the lack of a standard definition of the problem on several occasions.136 
The GAO literally states how Ò[t]here is no one universally accepted definition of 
identity fraud.Ó137 This conclusion appears based in part on testimonials provided 
by officials from the law enforcement community138 as well as the credit card 
industry.139 Michael D. White and Christopher Fisher identify the inconsistency in 
defining the problem as the primary challenge in the fight against identity theft.140 
Despite the introduction of a legal definition of identity theft, through the Identity 
Theft Assumption and Deterrence Act of 1998,141 the United States Department 
of Treasury highlighted the definition problem in 2005 and wrote, Ò[t]he lack of a 
standard definition makes it difficult to collect comprehensive, accurate data for 
quantifying the costs and incidents of identity theft.Ó142 The Department cites 
various examples, mainly from the financial services sector which demonstrate the 
discrepancy among definitions used in the United States. Identity theft, according 
to the Department, is a definition in progress for certain sources in the financial 
services sector.143  

Along similar lines, the Fraud Prevention Expert Group (FPEG) of the 
European Commission writes, Ò[t]he first difficulty is to define the scope of the 
problem as there is no clear common definition of what should be understood by 
identity theft or identity fraud.Ó144 Such a Ò...common definition of what the 
problem is appears desirable: talking of the same thing facilitates preventing and 
combating it.Ó145 Despite the importance granted to the issue, the FPEG notes 
how Ò[f]or the purposes of this paper, however, no attempt to find a common 
definition will be undertaken. The problem will be referred to as Ôidentity 
theft/fraud.ÕÓ146            

The Organisation for Economic Co-operation and Development (OECD) also 
states how there is a lack of a common definition among OECD countries which 
Ò...may complicate efforts to combat the problem in a comprehensive, cross-
border fashion.Ó147 Further along, the OECD once again notes the lack of a 
common definition and its potential to ÒÉstymie efforts to address the 
problem.Ó148 The Australasian Centre for Policing Research (ACPR) describes the 
need to establish Ò...some form of consensus in relation to definitions of identity 
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crime terms, at least within Australasian law enforcement and revenue protection 
agencies, to assist with:  

 
!  policy development; 
!  Research; 
!  Training; 
!  Marketing and community education; 
!  Victim assistance measures; 
!  The treatment and measurement of this phenomenon; and 
!  The eventual development of comparable national statistics.Ó149  

 
The Ministry of Justice in the Netherlands also underscored the need for a 
demarcation of the concept of identity theft. This decision came as a result of the 
written commitment made by the Minister of Justice in 2004 to develop a policy 
framework in response to identity theft after the Royal Constabulary published a 
study on identity theft and travel documents.150 Part of the development of such a 
policy framework was a workable demarcation of the problem of identity theft. 
This led to a study in 2007, which aimed to provide the government with a 
definition of the problem and an analysis of the applicability of existing 
instruments of criminal law.151 
 Through a comprehensive overview of the available literature and the various 
perspectives, the researchers needed to determine whether identity theft required a 
separate legal provision. Bald de Vries et al. provide an overview of definitions set 
forth in the Netherlands, the United States, the United Kingdom, France, 
Belgium, and the European Union. The exclusion of Australia is remarkable due 
to the availability of and the effort made by certain actors to create a more 
consistent approach toward a definition of identity theft, as noted above. Even so, 
the report produced by de Vries et al. is substantial152 and provides a thorough 
dissection of all the definitions discussed. In their report, de Vries et al. propose 
the following definition of identity fraud. According to the researchers, Ò[i]dentity 
fraud is obtaining, taking, possessing or creating false means of identification 
intentionally (and) (unlawfully or without permission) and to commit with them 
unlawful behavior or: to have the intention to commit unlawful behavior.Ó153 
Important to note is how the usage of false means of identification in the 
definition refers to means of identification ÒÉwhen they do not truthfully identify 
the person who uses it.Ó154 The value of the study is difficult to determine for the 
definition set forth by the authors fails to surface in discussions on the topic.155 
On a different dimension, the Ministry of Justice used the results to strengthen its 
decision not to criminalize identity theft for the foreseeable future (see section 
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3.1.2). The definition also became the object of criticism, albeit limited.156 There is 
merit to such criticism for the outcome of the study fails to surpass previous 
attempts and as such makes little to no contribution to the discussion.  

Other academic attempts do manage to successfully accomplish such progress. 
Bert-Jaap Koops & Ronald E. Leenes defined identity theft as ÒÉfraud or 
another unlawful activity where the identity of an existing person is used as a 
target or principal tool without that personÕs consent.Ó157 There is a simplicity to 
the definition which is absent in the definition provided by de Vries et al. This 
simplicity embodies the craving for a broad range of the concept. As John Gerring 
notes, Ò[a] concept that applies broadly is more useful than a concept with only a 
narrow range of application. A good concept stretches comfortably over many 
contexts; a poor concept, by contrast, is parochial Ð limited to a small linguistic 
turf.Ó158 Other academic contributions to the discussion on definitions are more 
specific for these contributions focus on the highly contested definition of 
financial identity theft (see section 2.3).  

From the above, it becomes obvious how a general consensus exists about the 
lack of a standard definition of identity theft. This is partly a result of the versatile 
nature of identity theft. The connection between identity theft and other crimes 
demonstrates this versatility and supports the complexity of the problem. 
Individuals misuse identities, whether real or fabricated, in an effort to carry out 
acts of terrorism, illegal immigration, human trafficking, and money laundering. 
The connection between identity theft and these other categories of crime 
challenges the establishment of policy ownership. As Joseph R. Gusfield notes, 
Ò[o]wnership constitutes one piece of the structure of public problems. It indicates 
the power to define and describe the problem.Ó159 This power is not clearly 
delineated with respect to identity theft due to the lack of explicit policy 
ownership.  

Another part of the complexity is the ÔnovelÕ character of the problem. 
Whereas disagreements exist about the novel character of the phenomenon, many 
contend the incorporation of digital technology certainly provided the 
phenomenon with innovative aspects which make the overall problem display a 
sense of novelty. Rochefort and Cobb identify the aspect of novelty in relation to 
problem definitions and describe how Ò...issues that have not been seen before are 
difficult to conceptualize and they lack familiar solutions. Thus a tension arises as 
the issue is publicized and onlookers expect resolution, yet no consensus exists 
within the political system on how to tackle the problem.Ó160 This observation 
made by Rochefort and Cobb is particularly important in light of the continued 
emphasis on the lack of a standard definition.  

                                                
156 In an epilogue to his Master thesis, Peter van Schijndel reflects on the research conducted and the 
conclusions offered by de Vries et al. Van Schijndel recognizes the comprehensive character of the 
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acceptance and subsequent implementation of the definition by the Ministry of Justice dangerous. The 
definition set forth by de Vries et al. is, according to van Schijndel, a poor imitation or a bad copy of 
the definition presented by the Identity Theft Assumption and Deterrence Act of 1998 in the United 
States. 
157 Koops, E. J. & R. E. Leenes (2006). ID Theft, ID Fraud and/or ID-related Crime. Definitions 
matter. Datenschutz und Datensicherheit, Vol. 30 (9): 553-556. 
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University of Chicago Press: 13.  
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When the GAO identified the lack of a standard definition in 1998, this 
seemed logical due to the ÔnoveltyÕ of the problem. More than ten years later, the 
preoccupation with the lack of a standard definition might demonstrate a lack of 
consensus about the approach to the problem rather than the problem itself. Julia 
S. Cheney remarks how Ò[a]fter much discussion, Lois Greisman, of the FTC, 
suggested that perhaps the definitional debate is not the real roadblock, and in 
fact, such debate may be primarily about semantics.Ó161 The Ôreal roadblockÕ 
concerns the approach to the problem, which might be the underlying reason 
reflected in the statements made about the lack of a standard definition. This 
observation also receives support from the discrepancy between the reiteration of 
the absence of a definition despite considerable efforts made by the academic 
community to clarify the meaning of the concept and its related terminology.162  

  
2.3 Financial Identity Theft  
 
Since the focus of this research is on financial identity theft, this section shall 
concentrate on the problem definition issues specifically related to financial 
identity theft. Unlike the previous sections, which demonstrate how many sources 
emphasize the absence of a definition or a general consensus about the meaning 
of the concept, the definitional challenges of financial identity theft are more 
concrete. These challenges mainly originate from the distinct interest of the 
relevant parties, including governments, especially the law enforcement 
community, financial service providers, and in more limited capacity interest 
groups. The problem definition of financial identity theft is of vital importance for 
financial service providers, especially since the definition provides a reflection of 
causation and responsibility. The starting point for the United States is the legal 
definition established through ITADA, which states that identity theft occurs 
when someone ÒÉknowingly transfers or uses, without lawful authority, a means 
of identification of another person with the intent to commit, or to aid or abet, 
any unlawful activity that constitutes a violation of Federal law, or that constitutes 
a felony under any applicable State or local law.Ó163 This definition takes a 
comprehensive approach to identity theft in general and therefore includes various 
types of fraud.164  

Such a broad definition became an object of resistance for the financial 
services industry after the passage of the Fair and Accurate Credit Transactions 
Act in 2003, when the Federal Trade Commission (FTC) received the opportunity 
to establish, among other things, identity theft definitions.165 Whereas ITADA 
established a criminal definition of identity theft in 1998, the FTC needed to 
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162 See for example Sproule, S. & N. Archer (2006). Defining Identity Theft Ð A Discussion Paper. Prepared  
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establish civil definitions of identity theft as a result of FACTA in 2003. The 
definition set forth by the FTC embraced the previously identified broad 
character. As such the FTC defined identity theft in its final rule as ÒÉa fraud 
committed or attempted using the identifying information of another person 
without authority.Ó166 The definition set forth by the FTC is the result of the 
CommissionÕs intent to cover ÒÉall bona fide victims and conduct...Ó167  

The financial services industry offered its disapproval through its comments 
on the proposed rule and the definition therein. The disapproval concerned the 
broad character of the definition and especially the inclusion of attempted fraud. 
Wells Fargo & Company expressed its dissatisfaction with the definition and 
wrote, Ò[w]e are concerned that defining Ôidentity theftÕ to include ÔattemptedÕ 
fraud would greatly expand the scope of conduct that entities must take steps to 
prevent and would significantly increase the number of consumers authorized to 
take advantage of the rights that the FCRA confers upon identity theft victims.Ó168 
Furthermore, by Ò[e]xpanding the definition of identity theft beyond the 
traditional notion of an individual opening an account or obtaining a loan in 
another personÕs name would divert significant resources away from actual identity 
theft and its victims in order to assist those who have avoided any meaningful 
harm of identity theft.Ó169 Here the issue is mainly the inclusion of account 
takeover as part of the definition which also concerns others who claim how the 
broad definition leads to a dilution of the industryÕs efforts because such a 
definition provides victims of account takeover with the same benefits and priority 
as victims of true identity theft.170 Such a dilution of efforts is unbeneficial to 
victims of ÔtrueÕ identity theft since they fail to receive a higher priority in 
comparison to victims of Ôless debilitating crimesÕ such as account takeover. This 
assertion of account takeover as a less debilitating crime is (highly) subjective since 
such a crime can still contain the necessary consequences for the victim, especially 
if such a takeover concerns a checking or savings account which may leave the 
individual (temporarily) without any funds.  

Overall, Julia S. Cheney summarizes the position of the financial services 
industry when she writes, Ò[t]o optimize strategies to combat identity theft, the 
industry wants more nuanced definitions as determined by the specific form of 
fraud and by the process used to identify and respond to its losses and its 
customers.Ó171 The ÔnuancedÕ, or better yet restricted or limited, definitions 
therefore serve as tools for strategy optimization. This could be because more 
restrictive definitions limit their applicability to particular products within the 
sector of financial services. As Rodger Jamieson et al. note, Ò[p]rivate organisations 
interviewed saw identity fraud, identity theft and identity deception acts in much 
narrower focused terms than government agencies.Ó172  

The specificity of the form of fraud is also important in the Netherlands, 
where the Dutch Banking Association described how banks categorize fraud 
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according to the specific type of ÔproductÕ involved.173 Banks in the Netherlands 
therefore often speak of skimming174 and Internet banking fraud, which clearly 
indicate which product perpetrators misused to obtain the victimÕs financial assets. 
This categorization occurs because different products reveal diverse vulnerabilities. 
Moreover, identity theft or the misuse of identities or identifying information is a 
common thread through most, if not all, types of fraud which take place in the 
banking industry.175 The Dutch Central Bank therefore refers to the concept of 
identity theft as a containerbegrip or umbrella term.176 

Still, the controversy witnessed about the term in the United States appears 
largely absent in the Netherlands with respect to the financial services sector. The 
National Forum on the Payment Systems reflects on the substance of identity 
theft and dissects the problem according to the stages identified in section 1.2. 
The Forum states how identity theft can be divided into two actions which include 
the acquisition and collection of information and the subsequent misuse of such 
information.177 Whether the Forum also incorporates account takeover as part of 
this definition remains unclear, especially since the Forum, along with its 
participants, exclusively refer to specific types of or rather methods used to 
accomplish account takeover, such as skimming and phishing.178   

Whereas the providers of financial services primarily frame their preference or 
need for more restricted and specific definitions in light of strategy optimization, 
others focus on ulterior motives held by the industry. As sergeant Ed Dadisho 
indicates, many financial service providers object to the usage of a broad definition 
by the FTC in particular and the government in general because such a definition 
ÒÉtrigger certain duties for the financial institutions, thereby allocating additional 
resources and system changes to respond to new identity theft complaints by 
consumers. This is purely a financial concern that would not merit any reason to 
change how law enforcement agencies report and investigate identity theft 
crimes.Ó179  

Moreover, the application of a broad definition carries the potential for 
unintended consequences, such as the development of unwarranted fears among 
consumers about the use of electronic payments and commerce.180 Such 
unwarranted fears may occur as a result of the publication of statistical data on the 
problem. Fragmentation, or the publication of data based on specific banking 
products, circumvents this problem since such data makes the problem appear less 
dramatic. The Netherlands provides statistics specifically on skimming and on 
internet banking fraud. This exemplifies the fragmented approach.  

                                                
173 Interview February 9, 2010, Amsterdam.  
174 Skimming refers to the copying of the information on the black magnetic stripe on the back of a 
debit card in an effort to duplicate the card, obtain the pin code, and drain the account.  
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In the United States, the publication of prevalence data by the FTC heightened 
the industryÕs concerns. Certain sources, including the American Bankers 
Association Senior Federal Counsel Nessa Feddis, claimed the figures associated 
with identity theft exaggerated the problem since all kinds of fraud were 
ÔredefinedÕ as identity theft.181 The inclusion of all forms of unauthorized credit 
card use by the FTC also received criticism from Avivah Litan, a research director 
at Gartner, Inc. Litan describes how Ò[n]obody ever did it that way before.Ó182  
This is rather peculiar given that the GAO published a study in 2002 and reported 
how Ò[t]he two major payment card associations, MasterCard and Visa, use very 
similar (although not identical) definitions regarding which categories of fraud 
constitute identity theft. Generally, the associations consider identity theft to 
consist of two fraud categoriesÑ account takeovers and fraudulent 
applications.Ó183 This appears to be contradictory since the conventional meaning 
of account takeover concerns the unauthorized use of existing credit cards. The 
explanation is concealed in a footnote where the GAO states, Ò[o]ther fraud 
categories that the associations do not consider to be identity theft-related include, 
for example, lost and stolen cards, never-received cards, counterfeit cards, and 
mail order/telephone order fraud.Ó184 The exclusion of all of these types of fraud 
leads to confusion about the payment associationÕs definition of account takeover 
since many of the fraud categories mentioned in the footnote certainly fall under 
the account takeover umbrella. The inclusion of account takeover is a form of 
Ôdefinition creepÕ which may lead to Ôpublic confusion.Õ Rosie Lombardi claims 
how identity theft Ò...is now being used to sex up crimes reported in the media 
that were considered plain ordinary fraud in the past.Ó185 This is problematic for 
the industry since the more encompassing the definition of identity theft becomes 
the more prevalent the problem appears to be. As Stacey L. Schreft notes, lumping 
new account fraud together with existing account fraud makes identity theft 
appear more prevalent, which might raise more alarm among the public than 
financial service providers find necessary. Schreft furthermore writes, Ò[t]he latter 
argument, along with a desire of financial institutions to minimize the perceived 
prevalence and seriousness of the crime, is likely driving the objections to the 
ITADAÕs definition...Ó186  

Whereas the financial services industry actively lobbies for a limited definition 
of financial identity theft, the government, especially law enforcement, continues 
to embrace a broad definition. Interest groups also express a preference for the 
usage of a broad definition. These interest groups represent the plight of victims 
of identity theft which enhances their preference for a broad definition in an effort 
to assist all victims rather than a selected group. The Identity Theft Resource 
Center (ITRC) in particular aims to capture the experiences of all types of victims 
of identity theft, including financial and criminal. For the victims of financial 
identity theft, the ITRC includes both victims of account takeover and true name 
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fraud. The ITRC demonstrates its inclusion of both forms of financial identity 
theft, when the interest group writes Ò[d]ue to the constant availability and 
exposure of financial account information and Social Security Numbers, it is 
relatively easy for an identity thief to either open new lines of credit or 
use/takeover existing accounts.Ó187 Along similar lines, the Electronic Privacy 
Information Center describes the many different types of identity theft on its 
website. For financial identity theft, the Electronic Privacy Information Center 
(EPIC) refers to credit card fraud as well as new account fraud.188 The Privacy 
Rights Clearinghouse also captures both account takeover and application fraud as 
types of financial identity theft.189 All three of the interest groups involved in 
consumer and victim advocacy demonstrate an all-encompassing approach to the 
problem of financial identity theft. This appears to be a logical result of their focus 
on consumers and victims of identity theft.  

From the academic arena more fruitful efforts aim to develop an approach 
which provides both the specificity of the different aspects often grouped together 
as financial identity theft, but also maintains the umbrella perspective. Megan M. 
McNally provides a continuum of victimization which demonstrates the degrees 
of financial identity theft and the potential severity for its victims.190 The 
continuum increases in terms of severity from left, existing accounts, to right, new 
activities. McNally places account takeover in the middle of her continuum. The 
left side of the continuum concerns fraudulent transactions on existing accounts 
which has as its worst case scenario account takeover. The right side of the 
continuum on the other hand reflects on the more serious form of financial 
identity theft, true name fraud. This continuum demonstrates how the definition 
of financial identity theft can be broad and nuanced simultaneously.     
 
2.4 Conclusion 
 
The treatment of the problem definition of identity theft in general and financial 
identity theft in particular sets the stage for its future in the realm of public policy. 
For many years, the main message has been that there is an absence of a standard 
or universally accepted definition of identity theft. This message is important, for 
its truth value is rarely questioned. Nor is the message about the need for such a 
standard definition ever challenged. As such, the definition of identity theft 
remains an object of preoccupation, despite the availability of academic literature 
which attempts to unravel its complexity. Even so, through maintaining the 
message of a lack of a standard definition, those involved managed to steer away 
from difficult choices. These choices must occur when they select a definition 
which inevitably identifies causes and distributes blame and responsibility. Not 
everyone in the arena is oblivious to this. In the minutes of the second meeting of 
the core group of experts on identity-related crime, the rapporteur notes how in 
relation to the discussion on definition, prevalence, and related matters ÒÉ Ozaki 
compared some of these issues to a Ôchicken and eggÕ problem. Without 
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legislation, there is no definitional basis for data gathering and an analysis and 
without data there was often no basis or perceived need for policy development 
and legislation.Ó191 As such, the reasoning remains circular and the absence of a 
definition functions as a vehicle to professionalize the art of procrastination. 
Interesting to note is how the minutes furthermore reflect on how Ozaki noted 
that the lack of a definition ÒÉwas not necessarily an insurmountable obstacle, 
however. There is no global definition of terrorism, but a reliable typology has 
been developed of some of the more problematic types, and international legal 
instruments, statistical analysis and technical assistance work had all been 
successfully carried out based on that typology.Ó192 This can be done for identity 
theft as well.193 
 Another reason to refute the preoccupation with the need for a standard 
definition of identity theft in an effort to respond to the problem is the (near) 
tradition of the existence of multiple definitions in the policy arena. Weiss notes, 
Ò[a]s policymakers struggle through the process of authoritative decision making, 
they typically face not only multiple options for addressing a given problem, but 
multiple definitions each implying its own family of solutions.Ó194 These multiple 
definitions, according to Weiss, ÒÉmay survive to haunt the implementation 
process...Ó195 Therefore, while standard definitions may serve to optimize 
strategies they are not required to take action, unless such absence is a convenient 
justification to disguise the absence of ideas about how or a willingness or capacity 
to tackle the problem. Edgar A. Whitley and Ian R. Hosein write, Ò[g]iven this 
complexity in even identifying identity fraud, it is not immediately obvious which 
branch of government should be responsible for implementing measures for 
combating the problem.Ó196 And as such, the emphasis placed on the absence of a 
definition by stakeholders manages to postpone culpability and responsibility.  
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3  State as Protector 
 
 
At its most fundamental level, the idea of the state as protector of the people can 
be traced back to CiceroÕs salus populi suprema lex esto, which translates into Ôlet the 
good of the people be the supreme lawÕ or Ôthe welfare of the people shall be the 
supreme law.Õ197 John Locke, in the Second Treatise on Government, cites CiceroÕs 
statement when he writes ÒSalus populi suprema lex is certainly so just and 
fundamental a rule, that he, who sincerely follows it, cannot dangerously err.Ó198 
The role of protector, therefore, is often considered to be the fundamental 
function of government. Such protection can come about through various means. 
The diversity of means is in part a reflection of the variety of threats which people 
face in contemporary society. Simultaneously, such diversity is also a manifestation 
of the multi-faceted nature of the state, even in its function as protector of the 
people. For financial identity theft, this diversity is apparent, especially since 
identity theft is a versatile problem which implicates many different segments of 
the state. Throughout the literature on identity theft, nevertheless, certain aspects 
consistently return. Several sources discuss the legislative developments in the 
criminal law arena,199 whereas others place an emphasis on data protection 
mechanisms in connection with identity theft.200 Both of these elements of the 
stateÕs effort to protect its people shall therefore receive extensive attention in this 
chapter. Furthermore, other sources also review the activities of the state as 
protector through its regulatory initiatives and supervisory organs with regard to 
business practices in connection to identity theft.201 These shall receive 
considerable attention in chapter 5, where the financial services industry is 
discussed. The last part of this chapter focuses on diverse organizational features 
introduced to respond to aspects of identity theft, including its victims.   
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3.1 Criminal Legislation 
 
3.1.1  United States 
 
When financial identity theft first surfaced in its current form in the United States, 
which was during the mid-nineties, many victim complaints fell on deaf ears with 
law enforcement officials. The law enforcement community did not recognize 
these individuals as crime victims, due to the lack of a specific legal provision 
which criminalized identity theft in general and financial identity theft in particular. 
Criminals proved to be acutely aware of this legal loophole. Robert Hartle, a 
victim of identity theft, testified before the United States Senate and described 
how Ò[i]t wasnÕt enough that this criminal stole my identity, but he actually called 
me on the phone and told me that there was not a law enforcement agency in the 
United States, not a police officer, not an FBI agent, nobody, not a judge, that 
would consider this crime as a crime against me.Ó202 Through his experiences, 
Hartle decided to use his situation to attract political attention to the fate of 
identity theft victims. He authored the Arizona State Law203 which officially 
criminalized identity theft in the State of Arizona.204 After drafting the bill, Hartle 
approached Arizona State Senator Tom Smith, who provided the necessary 
political assistance to get the bill passed and signed by the governor in 1996.205 As 
a result, Arizona became the first State to pass such a provision and was later on 
followed by California206, before other States joined the Ômovement.Õ  
 After the successful action at the State level, Hartle continued his mission to 
criminalize identity theft at the Federal level and contacted Jon Kyl, a United 
States House of Representatives member from Arizona. Kyl, along with 
Congressman John Shadegg, worked endlessly, according to Hartle, to get the bill 
passed in Congress.207 The introduction of the Identity Theft and Assumption 
Deterrence Act (ITADA) in 1998 became the ultimate reward for their hard work. 
ITADA states that an individual commits identity theft when he or she: 
  

Òknowingly transfers or uses, without lawful authority, a means of 
identification of another person with the intent to commit, or to aid or 
abet, any unlawful activity that constitutes a violation of Federal law, or 
that constitutes a felony under any applicable State or local law.Ó208  

 
During the congressional hearing on the bill, Kyl proclaimed how Ò[w]hile the 
results of identity theft can be very costly for its victims, the law recognizes neither 
the victim nor the crime.Ó209 This remained the main argument in favor of a legal 
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provision to officially criminalize identity theft. The introduction of ITADA 
successfully led to an increase in recognition for identity theft victims from the law 
enforcement community.210 Kurt M. Saunders & Bruce Zucker call the previous 
lack of criminalization of identity theft surprising, especially since Ò[u]nder federal 
law, anyone who obtains, uses, or transfers false identification for the purpose of 
committing a fraudulent act without the consent of the holder of the identification 
commits a felony.Ó211 Yet, up until ITADA no federal statute criminalized the 
assumption of another personÕs identity without the involvement of false 
identification documents.  
 In addition to victim recognition, the law is also an attempt to align the legal 
landscape in the United States with societyÕs advances. In contemporary society, 
false documentation is no longer a necessary condition to commit any type of 
identity theft, let alone financial identity theft. Instead, identification information 
alone became a convenient tool used by perpetrators to commit identity theft. Yet, 
such identification information did not receive protection under original criminal 
law. As Kyl stated, Ò[m]y bill recognizes technological advances by extending 
protection to identification information.Ó212 
 Furthermore, the government also introduced the law to serve as a means of 
deterrence for future acts of identity theft. Perpetrators appeared rather well aware 
of the legal ambiguity of their actions. The phone call received by Hartle provides 
an exemplary indication of how his perpetrator knew about the lack of legal 
repercussions. The introduction of a separate criminal offense, as a result, also 
aimed to increase the risks for perpetrators engaged in identity theft. Deterrence, 
as an argument in defense of criminalization, however, remains a contested topic. 
As Miriam H. Baer notes, Ò[l]awmakers routinely invoke ÔdeterrenceÕ as a reason 
for expanding criminal law, increasing penalties, or promising greater enforcement 
of white collar crimes. Scholars, however, have either downplayed or completely 
dismissed the value of deterrence theory for predicting, much less controlling, 
criminal conduct.Ó213 More specifically with regard to identity theft, Heith Copes 
and Lynne Vieraitis conducted interviews with incarcerated identity thieves in 
which they inquired about risk perception of the prisonersÕ actions.214 Copes and 
Vieraitis conclude that most of the interviewed identity thieves devoted little 
thought to the possibility of getting caught. Those who did take such possibility 
into consideration deemed the actual risk low and the expected punishment to be 
minimal at most.215 Certain interviewees indicated how the classification of 
identity theft as a white collar crime meant the risk of detection remains low and 
the potential punishment far from severe, at most a slap on the wrist.216 As a 
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result, ITADA can be seen as more functional with regard to the victims than as a 
means of deterrence with respect to the perpetrators.217    
 HartleÕs case along with the political assistance of both State and Federal 
representatives developed a policy window for political action. With Tom Smith at 
the State level and Jon Kyl at the Federal level as policy entrepreneurs, identity 
theft became an important topic on WashingtonÕs political agenda. John W. 
Kingdon speaks extensively about the role of policy entrepreneurs in Agendas, 
Alternatives, and Public Policies. In reference to Capitol Hill, he writes Ò[o]ne goal of a 
senator or representative is satisfying constituents. Publicity is essential, and one 
way to get publicity is to push for new policy initiatives.Ó218 Whereas policy 
entrepreneurs played a vital role in the introduction of ITADA, subsequent 
legislation benefited from the development of a different policy window.   

Through the increased political momentum of the events of September 11, 
2001, the United States Congress decided to introduce and subsequently pass 
additional legislation. In 2004, Congress passed the Identity Theft Penalty 
Enhancement Act (ITPEA), which outlines the issue of aggravated identity theft. 
ITPEA states that Ò[w]hoever, during and in relation to any felony violation 
enumerated in subsection (c), knowingly transfers, possesses, or uses, without 
lawful authority, a means of identification of another person shall, in addition to 
the punishment provided for such felony, be sentenced to a term of imprisonment 
of 2 years.Ó219 And that, Ò[w]hoever, during and in relation to any felony violation 
enumerated in section 2332b(g)(5)(B), knowingly transfers, possesses, or uses, 
without lawful authority, a means of identification of another person or a false 
identification document shall, in addition to the punishment provided for such 
felony, be sentenced to a term of imprisonment of 5 years.Ó220 The House of 
Representatives report describes how Ò[a]s international cooperation increases to 
combat terrorism, al-Qaida and other terrorist organizations increasingly turn to 
stolen identities to hide themselves from law enforcement.Ó221  
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In addition to the fight against terrorism, the lack of deterrence capacity with 
respect to identity theft also became an incentive for the development of 
additional legislation. Under existing law, many perpetrators received either little 
or no prison time as a result of their actions. According to the report, such a lack 
of punishment became a tacit encouragement to those arrested to carry on such 
crimes.222 The above discussion on the conclusions of Copes and Vieraitis on 
deterrence with respect to perpetrators of identity theft validates this concern. To 
strengthen its claim, the Report also cites various cases in which perpetrators 
received little or no prison time.223 The Department of Justice, along with other 
government agencies, voiced strong support in favor of the Act. Yet, dissenters 
argued against the introduction of mandatory minimum sentences. During a 
Committee hearing, Scott states Ò[m]andatory minimum sentences not only defeat 
the rational sentencing system that Congress adopted, but make no sense in our 
separation of powers scheme of governance. Moreover, the notion that mandating 
a 2- or 5-year sentence to someone who is willing to risk a 15-year sentence 
already is not likely to add any deterrence.Ó224  

Whereas ITPEA in concept received considerable criticism, its application also 
became an object of controversy. The contentious nature of the Act and its 
application became the topic of a Supreme Court case in 2009. The case concerns 
the unlawful use of social security and alien registration numbers, which, 
unbeknownst to petitioner Flores-Figueroa, belonged to another individual. In 
2000, Ignacio Flores-Figueroa, an illegal immigrant from Mexico, used, without 
lawful authority, a false social security and alien registration number to secure 
employment.225 Flores-Figueroa also used a fabricated date of birth and provided 
his employer with a false alien registration card. Neither the social security nor the 
alien registration number belonged to a real individual. Several years later, in 2006, 
Flores-Figueroa wanted to use his real name and issued a different social security 
and alien registration number to his new employer. Flores-Figueroa provided alien 
registration and social security cards with his real name, but numbers which turned 
out to belong to actual individuals.226 The employer handed the information over 
to the United States Immigration and Customs Enforcement office (ICE). ICE 
subsequently discovered that the numbers and the documents issued by Flores-
Figueroa belonged to others. The discovery led the United States to charge Flores-
Figueroa with two predicate crimes, namely, entering the United States without 
inspection, 8 U.S.C. ¤1325(a), and misusing immigration documents, 18 U.S.C. 
¤1546(a).  

Furthermore, the United States charged him with aggravated identity theft 
through ITPEA.227 Flores-Figueroa requested a judgment of acquittal on the last 
charge, aggravated identity theft. In his motion, Flores-Figueroa claimed the 
government could not provide any evidence to demonstrate that he knew the 
numbers issued belong to real individuals. The government, in return, denied the 
need to prove such knowledge. The District Court, after a bench trial, accepted 
the argument set forth by the government to consequently convict Flores-
Figueroa on the aggravated identity theft charge. Flores-Figueroa appealed, but the 
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Court of Appeals upheld the decision of the District Court.228 The Supreme Court 
accepted the case due to the difference of opinions held among various courts in 
the past on this specific matter. Three court decisions229 upheld the knowledge 
requirement, whereas three others230 decided that the knowledge requirement in 
the Act did not apply to the element Ôof another person.Õ  

The Supreme Court unanimously voted in favor of the petitioner. In the 
CourtÕs opinion, Justice Breyer writes Ò[t]here are strong textual reasons for 
rejecting the GovernmentÕs position. As a matter of ordinary English grammar, it 
seems natural to read the statuteÕs word ÔknowinglyÕ as applying to all the 
subsequently listed elements of the crime.Ó231 The governmentÕs main argument 
had been that the word ÔknowinglyÕ only applied to the verbs in the Statute and 
remained indifferent to the subjectÕs knowledge of the object. Basically, the 
government claimed ÔknowinglyÕ applied to all but the last three words Ôof another 
person.Õ From a grammatical point of view, the Court denied its claim. The Court 
therefore concluded the government needs to prove knowledge on the part of the 
petitioner. This was a requirement which the government failed to fulfil.  

The government refers to another provision, section 2332b(g)(5)(B), within the 
Statute which specifically addresses perpetrators charged with terrorism as the 
predicate crime and goes beyond stating Ôa means of identification of another 
personÕ and also lists Ôor a false identification document.Õ Under this provision, 
Flores-Figueroa would have no claim. But 2332b(g)(5)(B) is not applicable, and 18 
U.S.C. ¤1546(a) does not state anything about false documents. The text is clear 
for the Court; yet, Breyer takes a peek at the legislative history to go beyond the 
language in the Act. At least in one statement in the Report associated with the 
Act, identity theft and identity fraud are used interchangeably. Due to this 
interchangeable use of both terms, Breyer writes Ò[a]nd, in equating fraud and 
theft, Congress might have meant the statute to cover bothÑ at least where the 
fraud takes the form of using an ID that (without the offenderÕs knowledge) 
belongs to someone else.Ó232 This notion, however, is subsequently dismissed 
when Breyer notes how Congress clearly distinguishes Ôthe fraud crimeÕ in 18 
U.S.C. ¤1028 from Ôthe theft crimeÕ in 18 U.S.C. ¤1028a. Accordingly, the 
knowledge requirement stands. This discussion of semantics which is inherent to 
the problem of identity theft (see chapter 2) overshadows the underlying issue of 
its victimization.  

The Statute and its subsequent interpretation in judicial circles also influence 
other policy areas. Matthew T. Hovey claims how the pervasive issue surrounding 
the judiciaryÕs decision on how the interpret ITPEA provides the United States 
Congress with a viable opportunity to implement immigration reforms.233 
Furthermore, Hovey claims how reading the Act in a way which requires the 
government to prove the defendantÕs knowledge of the authenticity of the 
numbers used for identification purposes renders ITPEA Ò...impotent in dealing 
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with the common situation of an illegal immigrant utilizing a random identification 
number or card that actually belongs to a real person.Ó234 While Hovey emphasizes 
the impact of identity theft on its victims, and therefore draws attention to a 
crucial aspect of the crime, he merely uses this element of the problem to further 
an argument against illegal immigration and the inability of Congress, according to 
him, to adequately respond to that problem. This virtually hijacks the core of 
identity theft and shifts the policy debate toward another issue. Such hijacking 
activities are rather typical for identity theft especially in its relation to other public 
policy issues, as becomes evident throughout the rest of the book.  

Janice Kephart also criticizes the decision and proposes statutory language 
fixes in an effort to reverse the political implications of the Supreme Court 
decision. According to Kephart, the decision crippled the longstanding practice of 
prosecutors due to the requirement of proving the defendant knew the 
identification information belonged to another person. Kephart aims to 
demonstrate how the decision of the Supreme Court goes against congressional 
intent. While Kephart recognizes how Ò...nowhere in the House report is the issue 
addressed of whether a defendant has to ÔknowÕ his victim is a real person or notÓ, 
she nevertheless claims Ò...it is clear that the House intended to widen the breadth 
of prosecutorsÕ ability to vigorously pursue identity fraud.Ó235 Kephart draws this 
conclusion based on her interpretation of congressional intent, when she writes 
Ò...it seems relatively clear that a knowledge requirement of the victim was not 
intended, as that reading creates an outcome that inoculates some defendants and 
not others, which is clearly not what Congress was intending when it added man-
datory sentencing guidelines designed to Ôbroaden the reach ofÕ the identity theft 
statute.Ó236 This conclusion, nevertheless, remains based on her interpretation of 
the text rather than an explicit expression made by Congress. Just as Hovey, 
Kephart mainly ties her concern about the decision to the policy issue of 
immigration. She also refers to the victims of identity theft, but the main argument 
expresses a fear about the inability of prosecutors to fully prove their case due to a 
requirement which is difficult to adhere to due to the complexity of proving 
Ôknowledge.Õ  

The connection of illegal immigration returns when Kephart writes, Ò[w]hen 
illegal aliens use third parties to purchase ID documents or information, they 
should not be immune to a charge of aggravated identity theft. Fraudulent ID 
rings earn millions from criminals and illegal aliens whose only purpose in 
obtaining such documents is to misrepresent themselves and further assimilate 
into the United States. While the federal government works on these rings to bring 
them to justice, their clients Ñ  who knowingly buy their products Ñ  should not 
be let off the legal hook because they donÕt ÔknowÕ their victims.Ó237 To reverse the 
political implications of the decision, Kephart suggests the replacement Ôof 
another personÕ with Ôother than his own.Õ This eliminates the duty of the 
government to prove the defendant knew the information belonged to another 
person. Toward the end Kephart strengthens her case when she describes how 
Flores-Figueroa did not argue he did not know the information belonged to 
another person rather that the government was incapable of proving he knew. 
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This is crucial because this hurdle may be a recurring feature for public 
prosecutors in the future, which obviously creates apprehension for some since 
such a requirement renders the legislation less useful than anticipated or desired.  

Even after the introduction of ITADA in 1998 and ITPEA in 2005, certain 
members of Congress continued to pursue identity theft legislation. Senator 
Patrick Leahy and Senator Arlen Specter introduced the Identity Theft 
Enforcement and Restitution Act of 2007 (S. 2168) in the Senate. During the floor 
speeches, Senator Leahy emphasized the need for better protection for American 
consumers. Through the introduced bill, Leahy and Specter primarily aimed to 
provide victims of identity theft with the ability to seek restitution for indirect 
costs incurred as a result of identity theft and especially the reparation of its 
consequences. Furthermore, Leahy and Specter wanted an expansion of the list of 
predicate offenses for aggravated identity theft. The Senators also wanted passing 
counterfeit securities, mail theft, and tax fraud to become predicate crimes. In 
addition, penalties awarded to convicted perpetrators of identity theft needed to 
become more severe and crime appropriate, according to the Senators.  

While the bill passed in the Senate, its House of Representatives version (H.R. 
6060 introduced by Adam Schiff) stranded in Committee. The proposal, however, 
became part of an omnibus bill238 and found its way into law as a result shortly 
after. The Identity Theft Enforcement and Restitution Act of 2008 became part of 
the Former Vice President Protection Act, which President George W. Bush 
signed into law on September 26, 2008. The Act incorporated a selection of its 
original aspects. First, victims now have the ability to receive restitution for 
indirect costs incurred from the perpetrators of the crime. The Act states that an 
offender ÒÉ in the case of an offense under sections 1028(a)(7) or 1028A(a) of 
this title, pay an amount equal to the value of the time reasonably spent by the 
victim in an attempt to remediate the intended or actual harm incurred by the 
victim from the offense.Ó239 Among other things, the Act also issues a directive to 
the United States Sentencing Commission. The Act requests that the Sentencing 
Commission ÒÉ shall review its guidelines and policy statements applicable to 
persons convicted of offenses under sections 1028, 1028A, 1030, 2511, and 2701 
of title 18, United States Code, and any other relevant provisions of law, in order 
to reflect the intent of Congress that such penalties be increased in comparison to 
those currently provided by such guidelines and policy statements.Ó240 Moreover, 
the Act states that Òin determining its guidelines and policy statements on the 
appropriate sentence for the crimes enumerated in subsection (a), the United 
States Sentencing Commission shall consider the extent to which the guidelines 
and policy statements may or may not account for the following factors in order 
to create an effective deterrent to computer crime and the theft or misuse of 
personally identifiable data.Ó 241 The Act outlines an extensive list of factors, which 
allows those who issue the sentence a great sense of liberty to increase the 
penalties for the crime. The likelihood of the inability to associate a factor listed in 
the Act with a specific incident of identity theft appears slim. The expansion of 
predicate offenses with regard to aggravated identity theft, as Leahy and Specter 
desired, however, failed to become part of the Act.            
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3.1.2 The Netherlands 
 
The historical background with regard to the topic of criminalization of identity 
theft in the Netherlands is less extensive and quite different in comparison to the 
United States. The topic of criminalization received attention from the Ministry of 
Justice in 2007 when the Ministry commissioned a study to establish a workable 
definition of identity theft and to examine whether additional legislation was 
needed with respect to identity theft (see section 2.2).242 Based on the analysis of 
many definitions from various sources, the researchers turned to the correlation 
between the definitions and the available instruments of criminal law in the 
Netherlands. The relevant offenses in Dutch criminal law ÒÉconsist of so-called 
Ôfalsehood offencesÕ (such as written falsehoods in documents, fraud with travel 
documents and payment cards), Ôactive and passive fraudÕ, computer crimes, 
human trafficking and smuggling as well as theft, buying and selling stolen goods 
(ÔfencingÕ), embezzlement, general fraud (ÔoplichtingÕ), and money laundering 
offences.Ó243  
 The so-called Ôfalsehood offensesÕ are particularly relevant to identity theft 
when perpetrators falsify documents or alter authentic documents. These 
documents can be quite diverse including payment stubs, birth certificates, or 
other official documents, which are subsequently used to obtain financial benefits. 
Furthermore, criminal law in the Netherlands also specifically criminalizes fraud in 
connection with travel documents (which are official identification documents). 
This criminal offense is particularly relevant, according to the researchers, since 
many perpetrators of identity theft use travel documents as a Ôsource documentÕ to 
continue their operations.244 In the physical world this certainly appears likely, but 
in the digital world its importance becomes less relevant. In particular the 
connection between human trafficking and travel documents relates to this 
criminal offense. More relevant for this research project is the criminal offense 
which describes the falsification of bank and credit cards. This criminal offense 
responds to, for example, skimming activities of perpetrators.  
 Despite the availability of relevant criminal offenses which either respond to 
the first or the second stage of identity theft, the researchers still find particular 
gaps in the Dutch criminal law framework.245 These gaps relate to Ôhorizontal 
fraudÕ246 and in particular to the ability of perpetrators of identity theft to obtain 
services through the use of false or falsified personal data. With regard to specific 
criminalization of identity theft, the researchers emphasize the benefit of clarity 
which accompanies such an offense. Such clarity can increase the willingness to 
report and improve means of registration. This in turn can assist in the 
development of a more accurate picture of the problem and the necessary 
countermeasures, according to the researchers.247  

After the publication of the study, discussions about the potential to introduce 
a separate criminal offense continued. The Ministry of Justice initiated expert 
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meetings in 2007 and 2008 to catalogue the diverse perspectives held by those 
involved. There is no publicly available documentation of these expert meetings 
and there is no genuine clarity on their impact on the decision making process. 
The following year, in 2009, the topic remained on the agenda and became more 
concrete through the delivery of two separate recommendations addressed to the 
Minister of Justice. Both of these recommendations are confidential. Insiders, 
however, were at liberty to disclose on a more abstract level how these 
recommendations described Ôopposing viewpoints.Õ One recommendation 
stemmed in favor of a separate criminal offense, whereas the other opposed it.  

In January 2010, the Minister decided to hold off on the criminalization of 
identity theft.248 The Minister based his decision on the outcome of the WODC 
study cited above and another more policy oriented study conducted by the 
Directorate on Law Maintenance, Order and Crime Fighting (DRC). The WODC 
study, according the interpretation of the Ministry of Justice, did not indicate a 
legal necessity for additional legislation.249 The DRC study provided similar 
conclusions with respect to the lack of necessity of additional legislation from a 
policy oriented perspective.250 Moreover, there is no investigation priority and the 
current availability of legal instruments is deemed sufficient.  

Overall, the Minister of Justice based his decision on the lack of immediate 
cause as reflected by other contextual developments.251 These developments 
include the MinisterÕs goal to amend article 231 of the Dutch Criminal Code 
(Wetboek van Strafrecht, hereafter: DCC) which concerns fraud with travel 
documents. This amendment to the article will expand the coverage of documents 
and as such surpass those previously mentioned in the article. The amendment 
includes all documents which individuals can use as identification documents to 
adhere to the identification obligation as listed in article 1 of the Identification 
Duty Act (Wet op de identificatieplicht). This amendment has as its primary goal to 
criminalize those who issue false or falsified identification documents and also 
those who purposefully use an authentic identification document of another 
person (the so-called look-a-like fraud).  
 With respect to identity theft on the digital highway, the DRC aims to monitor 
identity theft on the Internet. To accomplish this task, the Directorate aims to 
hold various expert meetings throughout 2010 with individuals from law 
enforcement agencies, the public prosecutorÕs office, and the academic arena. The 
Directorate also aims to incorporate the information available from a comparative 
study commissioned by the European Commission, which is being carried out in 
2010. Simultaneously, the Council of Europe also plans to publish a discussion 
nota.  
 The European Commission alluded to criminalization several years ago in 
2007 in its Communication ÔTowards a general policy on the fight against 
cybercrime.Õ252 In its Communication, the European Commission notes how ÒEU 
law enforcement cooperation would be better served were identity theft 
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criminalized in all Member States.Ó253 The issue might be more complex than 
envisioned, however, since views within the European Union appear to be diverse. 
France, for example, rejected the introduction of additional legislation to 
criminalize identity theft.254 Whilst the Minister of Justice in the Netherlands 
appears to be in anticipation of transnational and European developments, these 
may take longer than expected, especially since the discussion at the European 
level seems to have been (temporarily) postponed. The draft of the 18 month 
program issued for the Spanish, Belgian and Hungarian Presidencies do, however, 
refer to the issue of identity theft. The program specifically states Ò[i]dentification 
and recovery of criminal assets and the fight against money laundering will remain 
a key priority. The issue of identity fraud will be given particular attention and in 
this context, initiatives will be launched with regard to the verification of the 
authenticity of identity documents at the European level.Ó255 
 Besides international developments, the Netherlands also passed an 
amendment in 2009 which concerns identity theft related activities. The Lower 
House passed an amendment to the criminalization of fraud in article 326 DCC.256 
The provision previously included fraudulently tricking persons into handing over 
data, but only data Ôwith monetary value in business transactionsÕ, i.e., on the legal 
market. This did not cover passwords, credit-card numbers, etcetera, which cannot 
be traded on the legal market. The amendment eliminated the part Ôwith monetary 
value in business transactions.Õ As a result, it now also criminalizes practices where 
individuals aim to obtain information, whether passwords, pin codes, or other 
valuable information, which in and of itself do not carry a monetary value in 
lawful business transactions. This amendment mainly appears to criminalize social 
engineering practices such as phishing.  
 Overall, the Minister believes how, in addition to the amendments listed 
above, good communication about the applicability of existing legislation can 
contribute to the prevention and suppression of identity theft. The Minister 
therefore recommends the development of a pamphlet which can assist law 
enforcement during the management of identity theft cases and its victims. This 
pamphlet will provide law enforcement with information on the relevant 
legislation in the DCC. The Ministry of Justice shall soon start with the 
development of this pamphlet. To develop a more comprehensive picture of the 
nature and prevalence of identity theft, an aspect which also receives attention 
during the discussions on criminalization, the Minister suggests the introduction of 
identity theft as a subcategory for the registration systems of law enforcement 
agencies.257     
 From an empirical point of view on identity theft, the information on the 
experiences of victims of financial identity theft in the Netherlands is less mature 
than in the United States which makes it more challenging to demonstrate the 
need for additional criminal legislation in light of victim assistance. Nevertheless, 
the limited information which is available indicates problems encountered by 
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victims when they attempt to resolve their problems through approaching law 
enforcement agencies. Maarten Kunst and Jan van Dijk examined the impact of 
financial-economic crimes on various types of victims of fraud, including victims 
of identity theft.258 Based on a focus group, Kunst and van Dijk concluded how 
the victims involved in the study felt as though they had nowhere to go with their 
stories. All victims described how they received the sense that the relevant 
authorities suffered from a lack of knowledge about the topic of identity theft. 
One victim in particular described the process in detail about his attempt to report 
the problem at his local police station. The law enforcement officer at the station 
looked at him and stated: ÒYou cannot file a report. You are not a victim. The 
credit card company is the victim.Ó259 The man pleaded with the officer and 
explained how he needed the report in order to prove his innocence to the credit 
card company. ÒShe became infuriated,Ó he told Kunst, Òyou donÕt even want to 
know how angry she became. But I told her, I am not leaving without a report.Ó260 
Due to the victimÕs persistence, he finally obtained the police report, but his story 
provides an indication of the difficulty victims may face when they attempt to 
approach law enforcement officials in an effort to resolve the problem of identity 
theft.   
 The experiences of other victims also demonstrate the challenges faced by 
victims of identity theft, whether criminal or financial. The introduction of chapter 
1 reflected on the heartbreaking story of Ron Kowsoleea and how the response 
provided to him by law enforcement proved particularly negative.261 Whether the 
criminalization of identity theft can provide assistance to victims of the ÔcrimeÕ is 
not supported by everyone. When asked whether she supported criminalization, 
the legal representative of Kowsoleea responded, Òto answer that question, I need 
to think would that have helped my client and the answer is no. Because 
everything the perpetrator did is already criminalized. And criminalization of 
identity theft once again places the focus on the offender rather than the 
victim.Ó262    
 
3.2 Criminal Law Enforcement 
 
3.2.1 United States 
 
The role of the state as protector in the criminal realm extends beyond the mere 
introduction of substantive legislation to combat financial identity theft. Such 
legislation also needs to find its value in a world outside of Capitol Hill, primarily 
through its implementation by the law enforcement community. Enforcement of 
identity theft legislation presents a variety of challenges, especially as acts of 
identity theft occur in cyberspace. Those most often confronted by victims of the 
crime, State and local law enforcement officials, repeatedly acknowledge these 
challenges. Moreover, local and State law enforcement stress how ÒÉ the nature 
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of identity theft investigations is generally beyond the technical capability and 
jurisdictional authorityÓ263 of lower level departments. Federal involvement is a 
requirement for identity theft cases, which federal agencies recognize. Various 
Federal agencies concern themselves with identity theft investigations, including 
the Department of Justice, the United States Secret Service, the Federal Bureau of 
Investigations, and the United States Postal Service.  
 In March 2010, the United States Department of Justice Office of the 
Inspector General published an audit report on the DepartmentÕs efforts to 
combat identity theft.264 The Deputy Assistant Attorney General demonstrated his 
awareness of the prevalence of identity theft and its status as the fastest growing 
crime in the United States during a congressional hearing.265 Nevertheless, the 
Department of Justice does not maintain an internal identity theft strategy nor 
does the Department hold a person or entity with the responsibility of 
coordinating the identity theft efforts within the Department. More specifically the 
report states, Ò...the DOJÕs approach to addressing identity theft has not been 
coordinated, resulting in identity theft not being treated as a DOJ priority.Ó266 The 
audit report also provides statistical data on the efforts made by the 94 United 
States AttorneysÕ Offices, who serve as the principal litigators and hold the 
responsibility of prosecuting federal criminal cases. The accumulation of statistical 
data on the number of identity theft cases charged and convicted is a result of a 
change in the case management of the Executive Office for United States 
Attorneys (EOUSA) which allowed Federal prosecutors to track identity theft 
cases via a specific subsection. This change occurred in December 2006 and the 
available data might therefore suffer from the time needed to adjust. As the report 
states, Ò...EOUSA officials stated that many USAOs were slow to adapt to this 
change and that, as a result, the more specific reporting category for identity theft 
likely understates the number of identity theft cases for FYs 2007 to 2009 because 
some such cases were likely reported under the broader offense code.Ó267  
  
Table 3.1  
Identity Theft Defendants Charged and Convictions Obtained 
  
 Identity 

Theft 
 Aggravated 

Identity 
Theft 

 Totals  

FY Defendants 
charged 

Convictions 
obtained 

Defendants 
charged 

Convictions 
obtained 

Defendants 
charged 

Convictions 
obtained 

2007 269 103 532 272 744 365 
2008 296 144 620 338 882 467 
2009 239 138 578 296 769 432 

 
The table above demonstrates the number of defendants charged in both 
categories of identity theft, along with convictions obtained. The available data 

                                                
263 Office of the Inspector General (2005). Chapter 4: Summary of the Impact on the Law Enforcement  
Community. Available at:  
http://www.justice.gov/oig/reports/FBI/a0537/chapter4.htm (last accessed July 4, 2010).  
264 Office of the Inspector General (2010). The Department of JusticeÕs Efforts to Combat Identity Theft. Audit 
Report 10-21.  
265 Ibid. 
266 Ibid: 4.  
267 Ibid: 9.  



48     FERTILE GROUNDS      
 

 

appears to depict a state of relative stability with respect to defendants charged 
and convicted. The information collection also appears a bit premature to draw 
reliable conclusions on the meaning of the number of defendant charges and 
convictions. In comparison to the statistics available on victims of identity theft, 
the totals do seem to reflect the complexity involved in the actual enforcement of 
the law due to the challenges invoked by the crime.  
 Perhaps the most important conclusion offered by the audit report is the lack 
of priority granted to the topic of identity theft by the Department of Justice. The 
issue of priority within an agency also deserves attention with respect to the 
Federal Bureau of Investigations (FBI), especially since its priorities experienced a 
crucial transformation after the events of September 11, 2001. The events of 
September 11, 2001 became widely viewed as a systemic intelligence failure of the 
United States Intelligence Community. This intelligence failure required 
organizational changes in the various components of the community, including 
the FBI. As the largest investigative agency, the FBI is responsible for the 
enforcement of more than 200 federal laws.268 Before September 11, the FBI 
combined its national security responsibilities with other concerns such as criminal 
conspiracy, as its top priority. After the attacks, Robert Mueller III, Director of the 
FBI, initiated various changes including a reprioritization process.269 Several 
months later, in May 2002, the FBI published its new list of priorities. 
Counterterrorism and counterintelligence topped the list. The FBI needed to be 
more equipped to combat imminent terrorist threats and to prevent other terrorist 
attacks against the United States. To accomplish its new counterterrorism 
objective, the FBI Director formally transferred more than 500 field agents from 
traditional crime areas to terrorism-related programs. The Director primarily 
transferred these resources from the FBIÕs Criminal Investigative Division (CID), 
which addresses traditional criminal areas such as narcotics trafficking and 
white-collar crime.  
 The third priority of the FBI became the protection of the United States 
against cyber-based attacks and high-technology crimes. A distant third priority, 
according to Brian Krebs.270 For a third place on the priority list, cybercrime 
receives relatively few resources. In its Fiscal Year 2008 Budget Request, the 
Justice Department demanded $258.5 million in funding and approximately 659 
field agents for the Ôthird priority.Õ Out of a total of 11,868 FBI agents nationwide, 
659 comes down to approximately 5.5 per cent. A closer look, however, provides 
even more important indicators about the dedication of agents and funds. The 
ÔInnocent Images National InitiativeÕ receives the involvement of nearly one third 
of the agencyÕs cyber agents. This program is a child pornography initiative which 
aims to catch those who look at or facilitate the production of such pornography. 
Despite the importance of such a program, the remaining resources for other 
types of cybercrime paint a dismal picture. Less than 4 per cent of all field agents 
dedicate their time to the fight against other types of cybercrime. Whether this is a 
direct result of the focus on terrorism is difficult to determine. 
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 After the implementation of the reprioritization process, the Office of the 
Inspector General (OIG) conducted audits to examine the effects, both internal 
and external, of the changes. The decrease in financial crime cases dealt with by 
the FBI is drastic. The FBI handled 17,402 cases in 2000 in comparison to 10,463 
in 2004.271 Other crimes, namely violent crimes, also demonstrate a substantial 
decrease in the number of cases. Identity theft data is less readily available due to 
the lack of registration prior to 2003. Yet, as the OIG notes, ÒÉ identity theft is 
often part of larger fraud schemes and the FBI may have been involved in many 
more identity theft investigations through cases tracked under different 
investigative classifications.Ó272 In general, the actual influence of the 
organizational changes introduced after the events of September 11 remain 
difficult to establish. The Government Accountability Office (GAO) reported in 
2004 how the data proved inconclusive with respect to the effects of the 
reprioritization on the efforts to combat drug, white-collar, and violent crime.273 
 The OIG Audit Report in 2005, on the other hand, concluded how there was a 
significant reduction in the FBIÕs investigative efforts with regard to fraudulent 
activities involving financial institutions.274 In particular, lower dollar cases 
suffered as a result of the reduction. A similar investigative gap exists for 
telemarketing and wire fraud. Prior to its official registration, identity theft cases 
most likely found themselves included in any of the various categories described 
above, such as financial or white-collar crime.  
 Despite the dispute about the actual priority granted to criminal areas outside 
of the national security realm, the FBI managed several moments of success with 
regard to identity theft cases. Since 2003, when official registration began, the FBI 
has been involved in thousands of identity theft cases. Of the 1255 pending cases 
in 2006, the FBI managed to secure 457 indictments and 405 convictions of 
perpetrators of identity theft. Furthermore, the FBI also obtained $156.5 million 
in Restitutions, $4.3 million in Recoveries, and $1.2 million in Fines.275 The 
previously cited audit report of March 2010 describes a more positive reflection of 
the prioritization process within the FBI with respect to identity theft. As the 
report notes, ÒÒ[a]lthough the specific crime of identity theft is not a top FBI 
priority, the FBI frequently addresses identity theft through the Cyber DivisionÕs 
criminal intrusion program, which is currently a top FBI priority. According to a 
senior FBI official, the FBI determined that it must prioritize the use of its 
resources, and he believed that the FBI would have the greatest impact on identity 
theft by primarily addressing the crime through its Cyber Division.Ó276 Not 
everyone within the agency agreed with this approach.277  
 Unfortunately, the FBI no longer collects statistical information on 
investigations and convictions related to identity theft which makes it difficult if 
not impossible to assess its impact and the actual priority granted to the problem 
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by the agency. The audit division of DOJ underscores this complexity and 
expresses its concerns when it writes, Ò[w]e are concerned about the FBIÕs lack of 
identity theft data and mandatory comprehensive assessments on the threat of 
identity theft. Without such data and comprehensive assessments the FBI cannot 
maintain a current understanding of the threat presented by identity theft or 
properly coordinate its approach to a crime that cuts across multiple FBI program 
areas, including counterterrorism, and victimizes millions of Americans each 
year.Ó278 Nevertheless, the Cyber Division managed to conduct its own assessment 
through examining the 1,180 pending computer intrusion investigations between 
FYs 2007 and 2009. Through its examination, the division concluded how 62 per 
cent of the pending cases mentioned above concerned the crime of identity 
theft.279   

The FBI rarely operates alone. As previously noted, the Secret Service also 
holds an important position in the enforcement of identity theft legislation. 
Officially, under 18, U.S.C. Section 1028, the Secret Service is the primary Federal 
agency tasked with the investigations of identity theft cases. In FY 2008, the Secret 
Service arrested over 5,600 suspects of crimes related to identity theft.280 The 
Secret Service maintains 35 Financial Crime Task Forces and 24 Electronic Crime 
Task Forces that investigate identity theft cases, along with various other crimes. 
Since July 2009, there are three new Electronic Crime Task Forces. In the press 
release announcing the additional Task Forces, Secret Service Director Mark 
Sullivan proclaimed Ò[o]ne of the top priorities for the Secret Service continues to 
be combating the computer related crimes perpetrated by domestic and 
international criminals that target the U.S. financial infrastructure.Ó281 SullivanÕs 
statement coincides with the United States Secret Service Strategic Plan (FY 2008-
2013), which lists protecting the nationÕs financial infrastructure by reducing losses 
due to counterfeit currency, financial and electronic crimes and identity theft as its 
primary strategic goal.282  

Besides the FBI and the Secret Service, the United States Postal Inspection 
Service also plays a role in identity theft investigations, especially when 
perpetrators used the postal service to commit their crime. The last update on the 
number of arrests made by the United States Postal Inspection Service with 
respect to identity theft came in 2007. During that year, the Postal Service 
reported 2,071 identity theft arrests.283    
 
3.2.2 The Netherlands  
 
Enforcement of identity theft cases is difficult to assess due to the lack of a 
separate criminal offense in the Netherlands. This section shall therefore review 
the treatment of identity theft in policy documents of the law enforcement 

                                                
278 Ibid: vii.  
279 Ibid: 20.  
280 Finklea, K. M. (2009). Identity Theft: Trends and Issues. Congressional Research Service.  
281 United States Secret Service (2009). U.S. Secret Service Forms Three New Task Forces: Electronic 
crimes partnerships bring together law enforcement, academia and private sector. Press Release, July 
10, 2009. Available at: http://www.secretservice.gov/press/GPA06-09_NewECTFs.pdf (last accessed 
July 4, 2010).  
282 United States Secret Service (n.d.). United States Secret Service Strategic Plan. Available at:  
http://www.secretservice.gov/usss_strategic_plan_2008_2013.pdf (last accessed July 4, 2010).  
283 United States Postal Investigation Services (2007). Annual Report of Investigations of the United States 
Postal Services.  



STATE AS PROTECTOR     51 
 

 

community and also describe activities in other related areas of crime, such as 
cybercrime and financial-economic criminality. The discussion of law enforcement 
priorities provides a valuable indication of the importance granted to identity theft 
in the community. The Ministry of the Interior published the National Police 
Services Agency Priorities for 2008-2011 in 2007.284 These priorities reflect the 
governmentÕs goals with regard to crime in society. Its main goal is to decrease 
crime by 25% in 2010 in comparison to the percentage of crime in 2002. To 
achieve its goal, the government demands a dominant focus on violent crimes, the 
development of safe neighborhoods, juvenile delinquency and youth at risk. In 
contrast to the previously mentioned priorities, the last priority, which is to 
improve both the quality of investigations and the quantity, discusses certain 
relevant areas. The policy document mentions cybercrime along with organized 
and financial crimes. Identity theft displays characteristics which fit in all of these 
categories; yet, identity theft is never specifically mentioned during the description 
of the above types of crime. Instead, in the category cybercrime child pornography 
explicitly receives the highest priority for the national police.285 For organized 
crime, the primary focus appears to be on human trafficking, prostitution, money 
laundering and illegal drug production and trade. The description of financial 
crimes refers to fraud, but fails to specifically identify identity theft as a priority in 
that category. The focus herein is on national priorities and therefore excludes 
potential variations on local levels of the law enforcement community. Important 
to note still is how certain local departments are in pilot programs which intensify 
the fight against financial economic crimes. This intensification which is referred 
to as Ôprogram financial economic crimesÕ is the result of the governmentÕs aim to 
visibly reduce organized crime by the end of 2011.  
 Moreover, the government specifically wants to prevent the threatening link 
between the underground world and the legal or Ôupper world.Õ286 The government 
announced its plan at the end of 2007 and specifically identified human trafficking, 
the infiltration of illegal activities in the real estate sector, and the grand 
production of soft drugs as focus areas of the program. The intensification of the 
investigation of financial economic criminality and the reduction of criminal 
money are also aspects of this umbrella plan. For financial economic crimes, the 
government mentions money laundering, fraud, and corruption. In order to 
establish an effective fight against organized crime, the government emphasizes 
the need for cooperation among the various parties involved in the area of crime 
prevention and repression. The government recognizes how financial economic 
criminality is an umbrella term but all of the crimes which fall within the category 
maintain a dominant financial and business aspect. In the policy plan, the 
government refers to identity theft briefly in the description of fraud in general.287  
 The results of the overarching program which focuses on security through 
prevention provide a promising outlook, according to the government. For the 
area of serious and organized crime, the focus is on the reduction of opportunity 
structures in an effort to produce obstacles for the occurrence of such crimes. 
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Main examples include the successful investigation of real estate fraud and human 
trafficking, along with large soft drug production operations.288  
 More relevant is the intensified cooperative effort between law enforcement 
and the public prosecutorÕs office in the fight against fraud. This cooperation also 
includes the private sector, such as the Dutch Banking Association especially with 
regard to credit card fraud. Together these parties aim to establish societal barriers 
to complicate the efforts of perpetrators to commit various crimes, including 
account takeover of credit cards.289  
 Despite the lack of direct attention granted to identity theft in the most recent 
list of police priorities discussed above, other sources do mention identity theft. A 
headline in 2008 described an intensified approach to identity theft by the Dutch 
police. Wim van Vemde, police superintendent, issued a warning for the potential 
spread of ÔAmerican experiences.Õ Van Vembe recognizes how the United States 
certainly faces more significant numbers and more severe cases of identity theft, 
but he acknowledges how experience teaches the Netherlands that whatever 
happens in the United States ultimately comes our way.290   
 Positive news about investigations and reduction of criminal operations related 
to identity theft provide a representation of this intensified approach. Several years 
ago, in 2007, the Team High Tech Crime (THTC) began its operations as part of 
the National Police Services Agency (KLPD). After only one month, a Dutch 
bank arrived at the doorstep of the THTC with a case. Through a sophisticated 
phishing scam, perpetrators managed to successfully carry out a Man in the Middle 
Attack291 and drain accounts of 200 clients. The bank involved asked the THTC 
team to investigate the case.292 The investigation led to Hong Kong, but traces of 
those behind the operation died soon upon arrival. The THTC managed to 
proceed with the investigation after the incorporation of a particularly innovative 
method. A colleague within the team received a money mule recruitment email. 
Money mules, as shall become more obvious in chapter 7, function as a transfer 
channel for criminal proceeds in an effort to divert and confuse the audit trail. 
Basically, money mules receive the money from the victimÕs account and transfer 
it to an offshore account. For their effort, mules generally receive a small 
percentage of the money. The THTC responded to the recruitment email and as a 
result received the money taken from the accounts of the victims. 
 During the following years, the THTC used previous experiences to expand its 
capacity and knowledge about identity theft operations. Whereas the first year 
predominantly dictated a case based approach which meant the team reacted to 
events rather than initiating proactive measures to reduce crime, the latter years 
demonstrate progress. From case to phenomenon based, the THTC aims to 
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anticipate innovative means used by perpetrators to commit identity theft.293 
THTC specifically targets the top of the criminal pyramid, which represent the 
innovators of methods used to carry out their criminal activities.294     
 Other initiatives also target identity theft operations through an overarching 
approach to cybercrime. The public prosecutorÕs office mentions identity theft 
during its discussion of cybercrime in its Ôperspective on 2010Õ which the office 
published the previous year. The public prosecutorÕs office acknowledges how the 
increased use of information-and communication technology develops a more 
significant opportunity structure for crime to occur. The office mentions identity 
theft as an example of a crime which can occur as a result of such an opportunity 
structure.295 Further along, the public prosecutorÕs office returns to identity theft 
and identifies the problem as part of the Ônew themesÕ which the office shall 
encounter during the upcoming years.  
 The public prosecutorÕs office together with law enforcement commenced a 
program which specifically focused on an intensified approach to cybercrime. As 
part of this program, both parties introduced Ôexperimental gardens.Õ These 
gardens focus on specific areas of cybercrime such as child pornography, fraud on 
the Internet, and ICT as a target of crime. Within these experimental gardens, 
various organizations, including the public prosecutorÕs office, law enforcement, 
municipalities, and private parties, work together and ÔexperimentÕ through the 
usage of new investigation methods which they apply to genuine criminal cases. 
The focus of the gardens extends beyond the mere prosecution of suspects in a 
single case, instead the cooperative effort also aims to develop an understanding 
of the underlying structures which facilitate and subsequently maintain the 
existence of such criminality. This is why gardens work with a Ôbarriermodel.Õ296   
 The interesting aspect of the criminal law enforcement approach presented in 
the Netherlands with respect to cybercrime in general is the incorporation of the 
situational crime prevention framework. This becomes apparent since much of the 
discussion of the initiatives demonstrates the focus on opportunity reduction. As a 
result, criminal law enforcement surpasses the more traditional approach of crime 
fighting through Ôcatching the criminalÕ and also implements means to potentially 
alter the opportunity structure of financial identity theft.   
 
3.2.3 Transnational Enforcement  
 
As noted in the overview above, identity theft and cybercrime demonstrate a 
significant connection in contemporary society. Such a connection means the 
challenges law enforcement units face with respect to cybercrime are also 
applicable to financial identity theft. In particular the transnational challenges 
which complicate the efforts made by law enforcement professionals. The 
investigation of identity theft cases which incorporate digital technology require 
particular expertise along with considerable time and resources. The international 
aspect of the problem in particular complicates the investigation and subsequent 
prosecution of cases. To mitigate these challenges and complicating factors, the 
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Council of Europe introduced several initiatives in the fight against cybercrime. 
After two non-binding recommendations Ð about substantive criminal law in 1989 
and procedural criminal law in 1995 Ð turned out to have insufficient impact on 
national legislation, the Council took the initiative for a binding legal instrument, 
which led to the Convention on Cybercrime of 2001.297 
 The Council of Europe Convention on Cybercrime has three principal aims.298 
The first aim is to harmonize domestic criminal substantive law elements of 
offenses and related provisions in the area of cybercrime. The second aim is to 
provide for domestic criminal procedural law powers necessary for the 
investigation and the subsequent prosecution of such offenses as well as related 
offenses. The third aim is to establish a fast and effective regime of international 
cooperation. The Convention classifies the offenses into five areas of substantive 
criminal law including computer-related offenses such as computer-related forgery 
and computer-related fraud, but also offenses against the confidentiality, integrity 
and availability of computer data and systems, which include illegal access, 
interception, data and system interference, and misuse of devices.299 Other, for 
identity theft less relevant, offenses include child pornography and offenses related 
to the infringement of copyright and related rights. The Convention calls for the 
adoption of legislative and other measures where necessary in order to establish 
the above mentioned offenses as criminal offenses under domestic law. This call is 
a response to the need for criminal law to Ò...keep abreast of these technological 
developments which offer highly sophisticated opportunities for misusing facilities 
of the cyber-space and causing damage to legitimate interests. Given the cross-
border nature of information networks, a concerted international effort is needed 
to deal with such misuse.Ó300   

The collection of evidence is a particularly complex issue for cybercrime in 
general and identity theft conducted via the Internet in particular. This is because 
of forensic problems which accompany the collection of Ôdigital evidence.Õ As the 
United Nations notes in its background paper on measures to combat computer-
related crime, Ò[p]art of the problem in reconstructing an incident involving a 
cybercrime is that much of the evidence is intangible and transient. Rather than 
physical evidence, cybercrime investigations seek out digital traces that are often 
volatile and short-lived.Ó301 Moreover, digital traces usually provide evidence of a 
link between the offense and a computer or IP address, but not necessarily a link 
between the offense and a person behind the computer. Identifying individual 
perpetrators is one of the major challenges for digital investigations. Closely 
related to the difficulty of actually capturing the digital evidence is the need for 
particular resources and expertise. As Deputy Assistant Attorney General Malcolm 
notes, Ò[w]e are clearly no longer in an age where law enforcement agents can 
defeat criminals with a badge, a flashlight, and a gun.Ó302 All of these complexities 
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are magnified due to the cross-jurisdictional nature of cybercrime in general, and 
financial identity theft in particular.  

The Convention therefore provides ÔinstrumentsÕ or at least intends to do so in 
an effort to stimulate cooperation. Article 35 of the Convention establishes the 
24/7 network which requires each party to designate a point of contact which is 
available on a twenty-four hour basis for seven days a week. Such a network is 
designed to ensure immediate assistance for investigations or proceedings with 
regard to criminal offenses related to computer systems and data, or for such 
assistance in connection to the collection of evidence of a criminal offense, in 
electronic form. The Convention specifies the type of assistance to include the 
facilitation of technical advice and the preservation of data pursuant to Articles 29 
and 30.   

Furthermore, the 24/7 network can also provide assistance with the collection 
of evidence and through providing legal information, and through locating 
suspects. Due to the volatile nature of digital evidence along with the challenges 
associated with the investigation of cross-border crimes, the network is an 
essential feature of the overall transnational approach to cybercrime. The drafters 
of the Convention therefore considered the network to be one of the most 
important means for an effective response to the challenges encountered by law 
enforcement as a result of cybercrime. Moreover, the drafters based their decision 
for the network on the demonstrated effectiveness of a previously functioning 
network.303    

The Convention also requires parties to adopt legislation which facilitates the 
investigation of cybercrime cases. Such facilitation is intended to occur through 
the expedition, preservation, and production of electronic evidence.304 Other 
means of investigation facilitation can occur through the application of search and 
seizure law to data stored on computer systems, the authorization for law 
enforcement agencies for real-time collection of traffic data, and the interception 
of content data.305  

The provisions set forth in the Convention provide valuable assistance, 
especially through the 24/7 network and investigative powers for mutual 
assistance, but challenges remain. These challenges partly occur due to the 
existence of data havens. As Jeremy N. Geltzer writes, Ò[a] data haven provides a 
safe harbor beyond the reach of any governmentÕs jurisdiction, and offers its users 
maximum security and minimal regulation.Ó306 Important countries with respect to 
cybercrime such as Russia and China have not signed or ratified the Convention. 
This demonstrates the limited applicability of the Convention to those countries 
who have demonstrated their commitment to the problem through their 
ratification.307 Susan W. Brenner notes how the pace of ratification is surprisingly 
low which complicates the assessment of its impact for the fight against 
cybercrime. As Brenner states, Ò[t]he prime movers behind the Convention have 
ignored it for three years; ratification and implementation are obviously not a high 
priority for these countries. Their inaction is puzzling and somewhat unsettling. It 
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may be, as the conference speaker suggested, that the Convention is falling prey to 
its own ambitionsÑ that the nature and extent of the effort required to implement 
it is discouraging countries from ratifying it.Ó308 The success of the Convention 
rests on the ratification of the document by countries around the world. For such 
ratification is imperative, as Brenner notes, otherwise the ÔhavenÕ scenario remains 
unaddressed.309         
 
3.3 Data Protection Legislation 
 
In The Digital Person, Daniel J. Solove describes how Ò[t]he underlying cause of 
identity theft is an architecture that makes us vulnerable to such crimes and unable 
to adequately repair the damage. This architecture is not created by identity 
thieves; rather, it is exploited by them. It is an architecture of vulnerability, one 
where personal information is not protected with adequate security, where identity 
thieves have easy access to data and the ability to use it in detrimental ways.Ó310 
Solove emphasizes and demonstrates the importance of data protection, or the 
lack thereof, in light of the facilitation of identity theft. Through his description of 
the architecture of vulnerability, he reveals how the treatment of personal 
information by both the public and the private sector merit attention due to their 
connection with the facilitation of identity theft. Perpetrators of identity theft need 
personal information of potential victims to carry out their activities en route to 
financial profits. Such information is often maintained by various organizations in 
both the public and the private sector and therefore attractive for perpetrators. 
The access to such information is largely dependent on the protection offered by 
the state through its role as protector. As the Identity Theft Task Force 
acknowledged in its strategic plan, Ò[i]dentity theft depends on access to consumer 
data. Reducing the opportunities for thieves to get the data is critical to fighting 
the crime. Government, the business community, and consumers have roles to 
play in protecting data.Ó311    
 
3.3.1 United States 
 
The concept of privacy is far more commonly used than the notion of data 
protection in the United States. Every day speech along with relevant legislation 
refers to privacy rather than data protection. Privacy in a broad sense, however, 
also encompasses informational privacy, which is the functional equivalent of data 
protection. The common perception credits the legal origin of privacy, or rather 
the right to privacy, to its Ôfounding fathersÕ Samuel Warren and Louis Dembitz 
Brandeis. More than a century ago, in 1890, Warren and Brandeis published ÔThe 
Right to PrivacyÕ in Harvard Law Review. The piece continues to receive much 
admiration for its landmark contribution to the privacy debate. Benjamin E. 
Bratman, for example, notes how Ò[i]n the more than 110 years since its 
publication, Brandeis and WarrenÕs article has attained what some might call 
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legendary status. It has been widely recognized by scholars and judges, past and 
present, as the seminal force in the development of a Ôright to privacyÕ in American 
law.Ó312  
 Warren and Brandeis commence their plea through the description of the 
actions of journalists, especially photojournalists, who were, according to the 
authors, overstepping the apparent boundaries of propriety and decency. More 
specifically, the authors indicate how Ò[r]ecent inventions and business methods 
call attention to the next step which must be taken for the protection of the 
person, and for securing to the individual...the right Ôto be let alone.ÕÓ313 This Ônext 
stepÕ represents a logical continuance in the expansion of the scope of legal rights 
of individuals to have full protection in person and in property. Warren and 
Brandeis trace the evolution of these legal rights in order to determine Ò...whether 
the existing law affords a principle which can properly be invoked to protect the 
privacy of the individual; and, if it does, what the nature and extent of such 
protection is.Ó314 To demonstrate how existing law affords such a principle, 
Warren and Brandeis draw analogies to the law of slander and of libel, the law of 
(intellectual) property and the law of trade secrets. Robert Ellis Smith describes 
how the analogies drawn by Warren and Brandeis allowed them to develop the 
right to privacy. Smith summarizes: Ò[i]f the common law of slander and of libel 
provide damages for injury to oneÕs reputation, why not a remedy for damage to 
oneÕs feelings even if what was said or published is true? If one can control 
publication of oneÕs intellectual property through copyright and other restrictions 
in the law, why not a right to control publication of oneÕs other intimacies? If 
organizations can protect trade secrets, why canÕt individuals protect personal 
secrets?...If the law of other countries recognizes the right to privacy, why not the 
United States?Ó315  
 The persuasive power of Warren and Brandeis altered the privacy landscape in 
the United States. Nevertheless, Alan F. Westin provides a different sound and 
states Ò...the notion put forward by legal commentators from Brandeis down to 
the presentÑ that privacy was somehow a ÔmodernÕ legal right which began to take 
form only in the late nineteenth centuryÑ is simply bad history and bad law. Pre-
Civil War America had a thorough and effective set of rules with which to protect 
individual and group privacy from the means of compulsory disclosure and 
physical surveillance known in that era.Ó316 At the same time, Westin clearly states 
how Ò[t]his discussion is not intended to minimize the value of the Warren-
Brandeis approach between 1890 and 1950 as a path-breaking contribution to 
modern conceptions of privacy as a legal right of the individual.Ó317 Westin 
especially notes how the Ôcommon-law movementÕ led by Warren and Brandeis 
assisted in the analysis of the importance of privacy in American society, the 
proper claims of personal privacy, and the assessment of the importance of the 
right to privacy in competition with other social interests. Through this 
contribution, Warren and Brandeis assisted in the establishment of legal sensitivity 
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to privacy as an independent interest, rather than a dependent adjunct of property 
or liberty.   
 Warren and Brandeis influential work is most valuable in privacy-related 
discussions; yet, on a more abstract level, their line of legal reasoning also 
illustrates the need for government officials, whether policy makers or those in the 
judiciary branch, to accept and subsequently promote the inherent fluidity of law. 
Such fluidity is crucial in light of changes and additional demands introduced into 
society, which lead to novel challenges. This became particularly evident during 
the second half of the twentieth century. During that era, the introduction of and 
subsequent use of the computer along with its increased storage capacity 
presented a new privacy chapter with its accompanying challenges. In 1965, the 
House of Representatives Committee on Government Operations created a 
special subcommittee to investigate the invasion of privacy.318 The special 
subcommittee held a variety of hearings throughout the following years.319 In a 
similar vein, the Senate Committee on the Judiciary activated its Subcommittee on 
Administrative Practice and Procedure to hold numerous hearings on the Invasion 
of Privacy. From hearings about the more general invasion of privacy, the various 
subcommittees began more specific investigations into the role of the computer in 
relation to privacy and the potential for invasions.320  
 Around the same time, Westin published his Privacy and Freedom, which, 
according to James B. Rule et al., ÒÉshaped virtually all current thinking about 
privacy as a public issue.Ó321 Westin describes how privacyÕs rise to the top of the 
political agenda is a result of political officials Ò[r]eaching to each other from 
opposite ends of the American political spectrum, conservatives and liberals 
united in alarmed reaction at Ôcomputerized Big Brother.ÕÓ322 Whereas he credits 
the common-law movement initiated by Warren and Brandeis, he also recognizes 
how Ò[t]he seed was there, but in this era the warmth of public support to nurture 
it was lacking.Ó323 The importance of WestinÕs contribution rests in his eloquent 
description of privacy and its place in the United States, both in the past as well as 
in the present. In his final chapter, he describes Ò[t]he explorations of surveillance 
technology and techniques, public reactions to these pressures, the functions that 
privacy serves for individuals and society, and the concept of privacy in American 
lawÑ all these have been attempts to acquire a firm understanding of privacy in 
contemporary America. With such a basic understanding, the hard problems of 
balance and choice can be met; without such knowledge, both the public and the 
legal specialists might be tempted to seek simplistic formulas which will neither 
control intrusive technology nor set a proper balance of privacy.Ó324 Through the 
understanding set forth by Westin, he develops criteria which assist weighing 
conflicting interests. The development of these criteria allows privacy to receive its 
proper weight when conflicting interests require the establishment of a balance.  
 In addition to WestinÕs groundbreaking contribution and the many 
Congressional hearings came a report ÔRecords, Computers, and the Rights of 
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Citizens.Õ325 Due to the growing concern about the potential consequences 
resulting from the uncontrolled application of computer and telecommunications 
technology to collect, store, and use data about individual citizens,  former 
Secretary of Health, Education, and Welfare (HEW), Elliot L. Richardson 
established Ôthe SecretaryÕs Advisory Committee on Automated Personal Data 
Systems.Õ326 The Advisory Committee received the task to analyze and make 
recommendations about Ò[h]armful consequences that may result from using 
automated personal data systems; Safeguards that might protect against potentially 
harmful consequences; Measures that might afford redress for any harmful 
consequences; Policy and practice relating to the issuance and use of Social 
Security numbers.Ó327 The CommitteeÕs insights with regard to the last task will 
receive considerable attention in section 4.2.1. With respect to the other tasks the 
Advisory Committee concludes, Ò[u]nder current law, a personÕs privacy is poorly 
protected against arbitrary or abusive record-keeping practices. For this reason, as 
well as due to the need to establish standards of record-keeping practice 
appropriate to the computer age, the report recommends the enactment of a 
Federal ÔCode of Fair Information PracticeÕ for all automated personal data 
systems.Ó328 This Code is based on the following five principles: 
 

!  There must be no personal data record keeping systems whose very 
existence is secret.  

!  There must be a way for an individual to find out what information 
about him is in a record and how it is used.  

!  There must be a way for an individual to prevent information about him 
that was obtained for one purpose from being used or made available for 
other purposes without his consent.  

!  There must be a way for an individual to correct or amend a record of 
identifiable information about him.  

!  Any organization creating, maintaining, using, or disseminating records 
of identifiable personal data must assure the reliability of the data for 
their intended use and must take precautions to prevent misuse of the 
data. 

 
Particularly due to its uncanny ability to illustrate the dangers along with the most 
promising safeguards, the HEW Report maintains an important place in the 
history of information privacy in the United States. The HEW Report alone, 
however, may never have generated as much attention if its publication had not 
occurred around the same time as a crucial political event. Rule describes how 
Ò[t]he Watergate drama, with its many twists and subplots, did perhaps more than 
anything else to force official treatment of personal data into the arena of public 
controversy.Ó329 Colin Bennett coincides with this perspective and also emphasizes 
how the Watergate crisis provided the necessary climate to open a policy window 
for the privacy issue. Bennet states, Ò[t]he many and various cases of political 
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bribery, corruption, malpractice, intrusiveness, and abuse of personal data that are 
captured by the emotive term ÔWatergateÕ gave the privacy advocates the perfect 
horror story.Ó330 Whereas the HEW Report described the potential harmful 
consequences, Watergate managed to provide the powerful illustration to Ôback up 
the story.Õ The subsequent legislative action and especially the rate at which the 
legislation passed both the Senate and the House of Representatives became a 
direct result of the political momentum going on in Washington. The enactment 
of the Privacy Act of 1974 is, according to Bennett, Ò...part of a wider effort to 
open up the executive establishment and cleanse the government of the murky 
and conspirational influences of the Nixon White House.Ó331 Ironically, former 
President Richard Nixon, perhaps in an attempt to conduct necessary damage 
control, held a radio address on February 23, 1974, about the American right to 
privacy.332 In his address, Nixon says: 
 

 ÒAt no time in the past has our Government known so much about so 
many of its individual citizens. This new knowledge brings with it an 
awesome potential for harm as well as goodÑ and an equally awesome 
responsibility on those who have that knowledge. Though well-
intentioned, Government bureaucracies seem to thrive on collecting 
additional information. That information is now stored in over 7,000 
Government computers. Collection of new information will always be 
necessary. But there must also be reasonable limits on what is collected 
and how it is used.Ó333   

 
Further along, he acknowledges the harmful consequences, when he states: 
 

 ÒIn some instances, the information itself is inaccurate and has resulted 
in the withholding of credit or jobs from deserving individuals. In other 
cases, obsolete information has been used, such as arrest records which 
have not been updated to show that the charges made against an 
individual were subsequently dropped or the person found innocent. In 
many cases, the citizen is not even aware of what information is held on 
record, and if he wants to find out, he either has nowhere to turn or else 
he does not know where to turn.Ó334  

Nearly four decades later, NixonÕs words still hold value. The situation he depicts 
contains frightening similarities with the consequences experienced by victims of 
financial identity theft. His radio address, coincidentally, was not the first time 
Nixon came to defend the right to privacy. As a private attorney in 1966, before 
his presidency, Nixon appeared in the United States Supreme Court. In Time, Inc. 
v. Hill, Nixon represented the Hill family against Life magazine. Based on his 
personal conviction and agreement with Warren and Brandeis, about the Ôright to 

                                                
330 Bennett, C. J. (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the United States. 
Ithica, NY: Cornell University Press: 71.  
331 Ibid: 72.  
332 Nixon, R. (1974). Radio Address about the American Right of Privacy. Available at: 
http://www.presidency.ucsb.edu/ws/index.php?pid=4364 (last accessed July 12, 2010).  
333 Ibid.  
334 Ibid.  



STATE AS PROTECTOR     61 
 

 

be let aloneÕ, Nixon decided to represent Hill.335 Time, Inc. won the case in the 
end. And Nixon appeared devastated. His behavior in public, however, was in 
stark contrast with his actions behind the scenes. Rachel Brady describes how 
during the years in the White House, Ò...Nixon learned a great deal from the way 
Johnson treated personal privacy. Amongst other things, he adopted JohnsonÕs 
use of the FBI and other investigatory agencies to further his political ends while 
publicly behaving like a crusader for personal privacy protection. To the public, 
still recoiling from Johnson and the FBI, Nixon was a champion of personal 
privacy protection.Ó336 Nevertheless, in an indirect way, NixonÕs actions ultimately 
led to an increase in privacy legislation. As previously noted, the Privacy Act of 
1974 passed rapidly after Watergate. The Act incorporates many of the 
recommendations made by the HEW Report. Its focus is exclusively on personal 
information maintained by the public sector. The Act is Ò...the only omnibus act 
that protects informational privacy.Ó 337 
 The Privacy Act of 1974338 remains the most important piece of legislation 
with regard to information privacy for the public sector.339 The Privacy Act states, 
among other things, how Ò[n]o agency shall disclose any record which is contained 
in a system of records by any means of communication to any person, or to 
another agency, except pursuant to a written request by, or with the prior written 
consent of, the individual to whom the record pertains.Ó340 The Act makes several 
exceptions to this requirement.341 Robert Gellman writes Ò[i]n some ways, the 
Privacy Act was a tremendously influential piece of legislation. It was the worldÕs 
first attempt to apply the principles of fair information practices...This does not 
mean the Privacy Act was a success at home. There is a big difference between 
adopting good policies and implementing them well. A review of the act under the 
framework of fair information practices illustrates the statutory and administrative 
shortcomings.Ó342  
 Additional legislation with regard to information privacy for the public sector 
is more specific and therefore maintains limited applicability. Main examples 
include the Family Educational Rights and Privacy Act (FERPA) of 1974 which 
establishes and regulates the conditions under which educational agencies may 
disclose information about their students to others with or without the prior 
consent of the individual343, and the Health Insurance Portability and 
Accountability Act (HIPPA) of 1996, which regulates the protection of 
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individually identifiable health information in the health care sector and establishes 
penalties for wrongful disclosure of such information.344 
 In addition to data protection for educational and health records, the 
government also established the DriverÕs Privacy Protection Act of 1994345 
(DPPA) which prohibits the release or use of personal information by any State 
Department of Motor Vehicles (or any officer, employee, or contractor thereof) 
about an individual obtained by the Department through a motor vehicle record. 
The background story which led to the introduction of the DPPA is particularly 
imperative for the demonstration of the reactive nature of data protection in the 
United States. The main event leading up to the DPPA was the death of actress 
Rebecca Schaeffer in 1989.346 An obsessed fan hired a private investigator to 
discover SchaefferÕs private address. The investigator managed to obtain 
SchaefferÕs address from the California Department of Motor Vehicles. The fan 
subsequently used the address to stalk and kill Schaeffer. Still, several years later, 
during a Senate Hearing on the Identity Theft Assumption and Deterrence Act in 
1998, Special Agent Mari Riley described how the Washington Post issued a series of 
articles in March 1998 in which the Post elaborated on how various State and local 
government agencies released personal information to marketers, database 
managers, and other interested parties. The Post furthermore reported how 
numerous Department of Motor Vehicle Agencies provided personal information 
in the form of mailing lists. Interested parties paid a fee to request the DMV to 
conduct a customized search of driverÕs license and car registration records, which 
generally contain detailed personal data including unlisted addresses and medical 
conditions. One state agency earned approximately $12.9 million in revenue in 
exchange for motor vehicle agency generated mailing list information, according 
to the Post.347  
 For the private sector, the United States Congress introduced legislation in 
1970 through the Fair Credit Reporting Act (FCRA), which promotes the 
accuracy, fairness, and privacy of information in the files of consumer reporting 
agencies (see chapter 5). Other initiatives intended to protect personal information 
from individuals within the private sector include the Cable Communications 
Policy Act (CPPA) of 1984, which intends to protect the personal information of 
clients of cable service providers.348 The CPPA requires cable service providers to 
inform their clients about the nature and the uses of the information collected 
about them. Disclosure of personal viewing habits of clients is prohibited through 
the CPPA, but disclosure about clients is permitted when such disclosure is 
ÒÉnecessary to render, or conduct a legitimate business activity related to, a cable 
service or other service provided by the cable operator to the subscriber.Ó349  
 Four years later, the United States Congress passed the Video Privacy 
Protection Act (VPPA) of 1988. This initiative was a response to reporters who 
managed to obtain the videocassette rental data of Supreme Court Justice 
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Nominee Robert Bork.350 The VPPA therefore prohibits the disclosure of titles of 
videocassettes which people have either bought or rented from videotape service 
providers. Whereas the content of the VPPA is largely irrelevant to the issue of 
financial identity theft, its background story is interesting to mention due to its 
expression of the Ôreactive natureÕ of privacy policy in the United States.  
 For financial identity theft, the most relevant legal instruments with respect to 
data protection are the previously mentioned FCRA of 1970, the Fair and 
Accurate Credit Transactions Act (FACTA) of 2003 and the Gramm-Leach-Bliley 
Act (GLBA) of 1999. FACTA demands the truncation of credit card and debit 
card account numbers. FACTA specifically states how Ò...no person that accepts 
credit cards or debit cards for the transaction of business shall print more than the 
last 5 digits of the card number or the expiration date upon any receipt provided 
to the cardholder at the point of the sale or transaction.Ó351 This part of FACTA 
applies to merchants and is an important amendment in light of dumpster diving, 
a method used by perpetrators to obtain sensitive information to commit identity 
theft. The GLBA includes provisions established to protect the personal financial 
information of consumers maintained by financial institutions.352        
 Overall, the privacy framework established in the United States receives both 
support and criticism. Selected sources support the available framework present in 
the United States with regard to information privacy, or rather data protection. 
Jonathan M. Winer testified how Ò[u]nlike the EUÕs lax enforcement of its privacy 
directive, the U.S. systematically enforces its privacy laws. The U.S. also has a high 
level of self-regulation. U.S. regulators have issued detailed regulations governing 
privacy in the financial services sector, and they examined financial institutions for 
compliance with U.S. privacy laws.Ó353 Primarily based on a 2001 study conducted 
by Consumers International, Winer claims how Ò[o]ur system protects privacy in 
practice better than the EU system...We have a system in this country of 
regulation and enforcement that is very aggressive. You go over to the EU they 
have got soft guidelines, and they have got much less enforcement. They donÕt 
have regulations for the most part.Ó354  
 Other arguments set forth by those in support of the privacy framework in the 
United States center around the importance of the market. Shaun A. Sparks claims 
how ÔInternet consumersÕ in the United States receive similar protection to 
consumers in the European Union. Sparks furthermore states how the approach 
in the United States Ò...allows for the unfettered development of online business 
models...Ó355 The importance of such development is used in support of self-
regulation. Sparks writes how Ò[t]he argument for self-regulation is not an 
argument against all regulation; it is an argument that online businesses should 
have the freedom to expand the boundaries of a dynamic new medium without 
artificial limitations.Ó356 This argument in favor of self-regulation is familiar to the 
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United States and returns in chapter 5 during the discussion of the introduction of 
Internet banking. Other important proponents of the available framework include 
Thomas M. Lenard and Paul H. Rubin.357 
 Other sources, on the other hand, criticize the information privacy framework 
in the United States. Fred H. Cate summarizes the framework in the United States 
as follows, Ò[t]he protection for information privacy in the United States is 
disjointed, inconsistent, and limited by conflicting interests. There is no explicit 
constitutional guarantee of a right to privacy in the United States.Ó358 Furthermore, 
he states that Ò[t]he U.S. privacy principles are silent on the enforcement of 
privacy rights against data collectors and processors, and the constitutional 
commitment to a government of limited powers, particularly when expression is 
involved, poses a substantial obstacle to the creation of a government privacy 
authority.Ó359 The European approach taken instead receives more favorable 
reviews when authors draw a comparison between both the United States and the 
European Union. Joel R. Reidenberg notes, Ò[w]hile there is a consensus among 
democratic states that information privacy is a critical element of civil society, the 
United States has, in recent years, left the protection of privacy to markets rather 
than law. In contrast, Europe treats privacy as a political imperative anchored in 
fundamental human rights. European democracies approach information privacy 
from the perspective of social protection.Ó360  
 With regard to self-regulation, Jonathan P. Cody claims how such an approach 
received ample time to prove its effectiveness on the Internet. After three years, 
Cody claims, self-regulatory mechanisms have failed to catch on in the online 
environment. Unlike Sparks, Cody considers the approach in the United States to 
be void of the core principles expressed in the European Union.361 Taken as a 
whole, Colin Bennett succinctly captures the failure of the information privacy 
framework in the United States when he writes, Ò[t]he approach to making privacy 
policy in the United States is reactive rather than anticipatory, incremental rather 
than comprehensive, and fragmented rather than coherent. There may be a lot of 
laws, but there is not much protection.Ó362 The reactive character of the approach 
with respect to privacy policy is certainly demonstrated through the introduction 
of the DPPA and the VPPA, and to some extent the manner through which the 
Privacy Act came about after Watergate and its political implications. The lack of a 
comprehensive approach to privacy policy appears to be the result of American 
fear for excessive government intervention in private activities and a dislike for 
broad industry regulations, according to Reidenberg.363 
 Another important criticism raised against the privacy framework in the 
United States is the Third Party Doctrine, which is an important limit of the 
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Fourth Amendment right to unreasonable search and seizures. Once information 
is relinquished to a third party, such information no longer receives the protection 
of the Fourth Amendment rights. As a result, any information provided to third 
parties, whether banks or Internet Service Providers, is available to the 
government.  
 The Third Party Doctrine is a source of support and criticism. Solove provides 
an alternative proposal for the Third Party Doctrine which requires law 
enforcement to obtain probable cause in order to obtain access to information 
held by third parties.364 Another alternative comes from Christopher Slobogin 
who argues in favor of a proportionality principle.365 Slobogin criticizes the 
alternative introduced by Solove due to its ÔoverinclusiveÕ nature, since Solove fails 
to distinguish between the types of information held by third parties and as such 
the proposal requires law enforcement to have probable cause for all information 
before they can gain access. The proportionality principle introduced and 
defended by Slobogin distinguishes between various categories of information. 
These include organizational vs. personal, private vs. public, and content vs. 
catalogic records.366    
 According to Stephen E. Henderson, the Third Party Doctrine is not the 
universal constitutional rule in the United States. Henderson notes how eleven 
States reject the Third Party Doctrine and provide some Fourth Amendment 
protections to information held by third parties.367  Henderson provides a more 
nuanced approach to the Third Party Doctrine and identifies various factors which 
he considers relevant to the decision of whether law enforcement ought to have 
access to the information. The first factor is the purpose of disclosure. Henderson 
writes how if the disclosure is necessary for societal participation, then such 
disclosure weighs in favor of restricted access to the information by law 
enforcement officials.368 The second and third factors focus on the personal 
nature and the amount of the information respectively.  
 Whereas Solove, Slobogin, and Henderson all aim to develop an alternative to 
the practice of the Third Party Doctrine in contemporary society, Orin S. Kerr 
defends the Third Party Doctrine. Generally, Kerr states how those whom have 
attacked the Third Party Doctrine have failed to observe its benefits. And these 
critics have also in turn overestimated the weaknesses of the Doctrine. More 
specifically, Kerr writes how Ò[t]he third-party doctrine serves two important roles: 
blocking substitution effects that upset the technological neutrality of Fourth 
Amendment law and furthering clarity of Fourth Amendment rules.Ó369   
 The criticism against the sectoral approach used in the United States does not 
automatically lead to support for a comprehensive federal omnibus privacy law, 
such as the European Union maintains. Paul M. Schwartz describes the possible 
negative effect of the introduction of a federal omnibus information privacy law in 
the United States. Throughout the years, individual States Ò...have been especially 
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important laboratories for innovations in information privacy law.Ó370 As 
laboratories States have played a pivotal role in the evolution of information 
privacy law, particularly due to the ability of the various States to identify a need 
for legislation early on. Furthermore, States have demonstrated innovative 
approaches to challenges posed by societal changes, according to Schwartz, and 
through the varying nature of approaches States have also allowed for 
simultaneous experimentation which leads to a more insightful look on the most 
promising types of information privacy law. The emphasis of the argument set 
forth by Schwartz is on the relation between the Federal nature of the United 
States and its implications for legislation. A Federal omnibus privacy law may 
negatively impact the benefits of individual state action due to the issue of 
preemption. The innovative character of individual state action often increases the 
level and quality of consumer protection. Preemption then trumps the stateÕs 
ability to offer heightened consumer protection and to experiment with more 
innovative approaches than available at the Federal level.  
 Another concern expressed by Schwartz is the potential that the Federal 
government is unlikely to revisit the statute to amend certain aspects. This could 
pose a problem because of the continuously evolving landscape of information 
privacy. Especially as societal developments introduce new risks and challenges for 
consumers.  
 Patricia L. Bellia partially criticizes the argument set forth by Schwartz. In her 
contribution to the debate, she writes Ò[s]trong preemption is unproblematic if the 
resulting regulation strikes the right privacy balance; the real concern is that federal 
law will be broadly preemptive and will under regulate.Ó371 While Bellia shares this 
apprehension, she claims it is not a concern of federalism or comprehensive 
federal legislation. ÒI am not confident that we can credit state experimentation 
with privacy successes or that we can blame federalization for its failures.Ó372   
 
3.3.2 The Netherlands  
 
On the other side of the ocean, the privacy and data protection debate began 
during the sixties. The initial debate mainly took place outside of the public eye. A 
television show about the Second World War accompanied by various 
publications describing the role of the near perfect record-keeping activities used 
to isolate and subsequently eradicate the Jewish population slowly began to 
illustrate potential problems.373 The government nevertheless maintained a 
positive outlook on the possibility of automated record-keeping and yearned for 
the most efficient usage of such tools. To accomplish its mission, the Minister of 
the Interior initiated a research committee to investigate the redesign and 
automation of public record keeping. In particular, the government expressed 
interest in the possibility and desirability of the usage of other methods and tools 
to conduct record-keeping.374 The government also desired to discover, through 
the Committee, how to most efficiently guide the communication of information 
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between the information provider and the agencies receiving the information. 
Several years after its installation, in 1968, the Committee Simons published its 
report and provided several recommendations.  
 In its report, the Committee claims how it would be a testament to bad policy 
if the government were to fail to fully profit from the benefits offered through 
modern electronic machines for administrative purposes.375 Furthermore, the 
Committee emphasizes the increased benefit of massive information collection 
and storage, and uses this idea as a lead into its recommendation for the 
establishment of a central database.376 Such centralized data collection, storage and 
processing requires a tool to facilitate its usage and efficiency. The Committee 
therefore introduces an administrative number which assists the codification of 
the information maintained by the central database. This was to also facilitate the 
information exchange between the information providers and the recipients. And 
makes information easier to store and find. The usability of the number is most 
extensive when all government agencies along with a selected group of private 
sector organizations are allowed to use the number.  
 Throughout the discussions of its recommendations, the Committee 
continuously emphasizes the efficiency and convenience benefits attached to the 
introduction of a central database and an accompanying administration number 
for citizens. The security aspect is mentioned more as an afterthought than as an 
essential element of the system. The Committee identifies the sensitive nature of 
the information maintained in the database and claims the government maintains 
the responsibility to ensure the safety of the information and to prevent access to 
third parties.  
 After the publication of its findings and recommendations, the government 
called upon another committee to follow up on the research conducted by the 
Committee Simons. The follow up was to investigate the desirability of the 
introduction and broad implementation of a general administrative number.377 The 
Committee Westerhout expressed its support for the introduction and subsequent 
implementation of a general administrative number for all citizens in the 
Netherlands.  
 Parallel to these committee developments began the preparations for the 
census of 1971. The preparation of the 1971 Dutch census, which occurred during 
the summer of 1970, became the instigator for the subsequent public outrage. 
Through reports from a more critical media, the public became interested and a 
sense of unrest commenced. As a result, the period leading up to the 1971 census 
became one of awareness raising, both among the public as well as the media.378 
The census discussion placed the topic of privacy firmly on the map. According to 
Frank Kuitenbrouwer, Ò[o]ur country lost its innocence on Sunday 28 February 
1971 when precisely at midnight the official start sign of the fourteenth general 
population census (since 1829) rang.Ó379 The census inspired an enormous number 
of action groups who engaged in protests. Kuitenbrouwer notes how it is not as 
surprising as it may initially appear that the statistical research caused such public 
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outrage and unrest. Statistical research can lead to statements about certain groups 
of people which means individuals within those groups can experience the 
consequences of such conclusions. While the individual may enter anonymously, 
the results become personal.380  
 Due to the protests which incorporated doom scenarios as portrayed in 
George OrwellÕs 1984 along with KafkaÕs The Trial, emotions or rather emotion-
filled speech dominated the debate.381 Public officials welcomed this Ôemotional 
characterÕ because they claimed how rational reasoning was absent from the 
discussion since emotions played such a vital role. Furthermore, the examples used 
during the discussions of the contested developments and their associated dangers 
mainly came from the United States. The government front subsequently managed 
to easily dismiss these examples as Ôhorror stories from the United States.Õ382 In 
addition, the debate surrounding the incorporation and subsequent usage of 
personal identification numbers often included references to the personal 
identification card used during the Second World War. Public officials perceived 
and labeled this reference yet again as emotional.  
 Still, the interest of the public created sufficient political pressure and 
momentum to force the political arena to investigate the potential for dangers 
associated with the automation of personal record-keeping. On 16 March, 1972, 
the Minister of Justice introduced the State Committee Koopmans. During the 
induction of the Committee, the Minister of Justice described how only recently 
the potential for invasions of privacy through the use of the computer came to 
light. In particular, the ability to combine various sources of personal information 
along with the opportunity to access such personal information from a distance 
are risks which remained unknown until the early seventies, according to the 
Minister.383 The potential dangers formed the primary reason for the 
establishment of the Committee and its assignment to conduct background 
research. The Minister furthermore notes how the potential dangers associated 
with accumulating, storing and processing personal information should be 
analyzed both with regard to the public as well as the private sector. The mere 
possession, according to the Minister, of information about others can provide 
individuals or agencies with the power to significantly influence the lives of others. 
The government gave the Committee Koopmans considerable freedom to 
elaborate upon the assignment as the Committee saw fit for the occasion. Despite 
the freedom, the government emphasized the need to examine the dangers 
associated with automated registration systems. In its final report, the Committee 
acknowledges the desirability for additional legislation with regard to the 
protection of personal information in automated systems.384 
 Parallel to the discussion on proposing legislation to develop a data protection 
framework, the government introduced an amendment to the Dutch Constitution 
on February 17, 1988 which officially recognized the right to privacy.385 This 
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amendment came years after the peak of the political debate on privacy. This peak 
occurred during the mid-seventies when the Prime Minister described the right to 
privacy as an essential condition for a humanitarian existence and as a 
fundamental principle of the rule of law.386  This description of privacy therefore 
required its incorporation into the constitution in an effort to demonstrate its 
fundamental importance to the State and its citizens.  
 After years of political discussion and research, the government introduced the 
Wet persoonsregistraties (WPR) or the Dutch Data Protection Act, which came into 
effect on July 1, 1989. This extended time frame between the publication of the 
conclusions of the Committee Koopmans and the actual introduction of 
legislation with respect to data protection is partly the result of alternative 
methods of data protection implementation. The Netherlands used most of the 
seventies and the eighties to experiment with self-regulation and sectoral 
legislation. The Bureau for Credit Registration and the direct marketing sector 
developed codes of conduct in 1965 and 1975 respectively in the absence of 
government regulation for data collection and processing. In addition, banks, 
insurance corporations, and publishers also maintained codes of conducts to guide 
their data protection efforts. Peter Blok describes how these two decades can be 
observed as an experiment of American implementation mechanisms in a Dutch 
context.387 The existence of sectoral laws, before the introduction of the WPR, 
demonstrates how the Netherlands did have a range of applicable laws which 
regulated a number of important data registration systems.388  
 Despite the experimentation, the actual development of an overarching data 
protection act occurred slower than anticipated. This delay occurred despite the 
proclamation of the Minister of Justice about how the design of a data protection 
act received the highest priority within the Department.389 As Blok notes, the 
legislative process clearly did not demonstrate the same pace as the technological 
developments. Pressure from outside sources, such as developments within the 
Council of Europe, increased the necessity for the introduction of a data 
protection act. The initial design of the data protection act proved remarkably 
similar to the recommendations made by the Committee Koopmans, which led to 
an increased level of irritation about the delay of the design.390 The initial design of 
the data protection act did not distinguish between the public and the private 
sector and primarily focused on automated personal data registration. Various 
sources voiced their criticism about the bill.391  
 The second attempt introduced by the Minister of Justice on July 25, 1985 
provided a radically different bill. Despite the differences, the bill maintained the 
original ideas of the Committee Koopmans. The bill maintained the character of 
an omnibus law and introduced a central supervisory organ. The revised bill did 
distinguish between the public and the private sector. The bill still proved 
applicable to both sectors, but obligated the public sector to implement a 
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framework of self-regulation whereas the bill merely encouraged the private sector 
to implement self-regulatory mechanisms.     
 Party as a result of developments at the European level, the WPR became the 
object of extensive evaluation. The Ministry of Justice initiated two evaluations. 
The first focused on the effectiveness of the law and paid particular attention to 
the incorporated system of self-regulation within the Act.392 The second 
evaluation shed a different light on the WPR through its social scientific analysis 
of the law.393 Both research evaluations published particularly negative conclusions 
about the effectiveness of the WPR.  
 The legal evaluation concluded how there is a lack of compliance with the 
administrative mandates anchored in the law. Especially the mandate to notify the 
central supervisory organ of data registration activities is approached and observed 
as Òa one-time obligation of a purely administrative manner.Ó394 Many ignore the 
mandate and fail to notify the Registration Chamber altogether. The initial period 
of implementation demonstrates a quantitative peak of notifications. According to 
Overkleeft-Verburg, Ò[t]he curve of notification shows that observance of the 
obligation of notification was concentrated in the first phase of the 
implementation of the WPR, the period from January 1st 1990 to July 1st 
1991.Ó395 Soon thereafter, notifications from the private sector quickly dropped, 
whereas for the public sector the decline proved more subtle and gradual.  
 Besides the quantitative neglect, the quality of the notifications also failed to 
meet the standards as identified by the WPR. Overkleeft-Verburg calls the overall 
results with respect to notification and self-regulation disappointing. ÒIt is ignored 
by many, or only taken as a token of obligation. Even an active enforcement 
policy by the Registration Chamber cannot be expected to change this 
radically.Ó396      
 The social scientific evaluation captured the essence of the WPR when the 
authors write, Ò[a] law for outsiders and a law for insiders: this is how the DPA 
can be characterised. During its five-year existence, this act has generally eluded 
the attention of those it was intended for: the data subjects. Outsiders are those 
who in every day terms have to work with a rules system that is complicated, 
difficult to access and substantially only usable in a limited way. Therefore, it 
remains an act for outsiders.Ó397 The main aim, according to the authors, especially 
in light of societal developments, ought to be to make the ÔoutsiderÕ an ÔinsiderÕ 
with respect to the protection of personal data and the protection of autonomy 
and identity.   
 The sequel to the WPR, Wet bescherming persoonsgegevens (Wbp), came about in 
part as a result of the negative evaluations. The government acknowledged the 
inadequacies of the WPR and also realized the need for change. The other main 
development which compelled the government to initiate new legislation was the 
introduction of the Directive 95/46/EC of the European Union. Just as 
developments with respect to data protection, or information privacy, occurred in 
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the Netherlands and the United States, other governmental organs also observed 
changes in society and responded accordingly. The Directive 95/46/EC is a 
product of these observations and concerns. David Smith states how Ò[t]he EU 
Data Protection Directive is designed to harmonize European laws and to remove 
barriers to the flow of information within Europe. It essentially takes the Council 
of Europe Convention further, makes it a mandatory requirement, and modifies it 
in relation to EU member states.Ó398 Smith refers to the Council of Europe 
Convention which finds its roots in the early 1970s as the Council of Europe 
recognized the need to Òestablish a framework of specific principles and norms to 
prevent unfair collection and processing of personal data.Ó399 This conclusion 
came as a result of the rapid changes with regard to electronic data processing and 
the introduction of extensive data banks during the 1960s. During the early 1970s, 
the Council adopted Resolutions (73) 22 and 74 (29), which are viewed as the first 
building blocks of the current supranational data protection regime. These 
resolutions introduced principles for the protection of personal data in automated 
data banks both in the private and the public sector.400  
 The CouncilÕs main aim for the resolutions was to inspire national legislation 
of a similar fashion. Through the development process of the resolutions, 
however, the Council came to realize how thorough data protection could only be 
effective through the inclusion of both national and international legislation and 
enforcement. In 1972, the Conference of European Ministers of Justice concurred 
with the CouncilÕs conclusion. After several years of negotiation, the Council 
presented the Convention for the Protection of Individuals with regard to 
Automatic Processing of Personal Data in 1981. Several years later, in 1990, the 
European Commission wrote Ò[t]he increasingly frequent recourse to the 
processing of personal data in every sphere of economic and social activity and the 
new data-exchange requirements linked to the strengthening of European 
integration necessitate the introduction in the Community of measures to ensure 
the protection of individuals in relation to the processing of personal data and to 
enhance the security of information processing in the context, notably, of the 
development of open telecommunications networks.Ó401 The need for a separate 
Directive within the European Union therefore became apparent. Especially since 
the Commission also received calls from the European Parliament to take action 
through a proposal for a directive to harmonize laws across the Member States 
since 1976.402 Some years after 1976, the Commission recognized the need for 
data protection across all Member States in the European Union. As such the 
Commission encouraged all Member States to ratify the Council of Europe 
Convention, for the Protection of Individuals with regard to Automatic 
Processing of Personal Data 1981, before the end of 1982.403   
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The Commission, however, also acknowledged the need to go one step beyond 
recommending Member States to ratify the CouncilÕs Convention. As the 
Commission stated in 1990, Ò[t]he diversity of national approaches and the lack of 
a system of protection at the Community level are and obstacle to completion of 
the internal market.Ó404 Especially during a time when the cross-border flow of 
data became more important for businesses, research bodies and the cooperation 
of various authorities in the Member States it was essential to ensure the 
protection of the fundamental right of all EU citizens to privacy. The Strasbourg 
Council of 8 and 9 December 1989 also emphasized the primary need to ensure 
the protection of individuals in personalized data banks as part of the promotion 
of the movement of people and products. The growing pressure assisted in the 
introduction of the ultimate product which came about in 1995 through the 
Directive 95/46/EC. The Member States received the mandate to implement the 
Directive at the national level within three years after its introduction.  
 The Dutch government failed to meet its deadline in October 1998. Instead, 
the government only presented the first draft of the bill in February 1998.405 The 
bill received fierce criticism from various stakeholders, especially since they all 
held different, and at times, conflicting interests.406 Due to the complications 
associated with the criticism, the Minister decided in November 1998 to introduce 
substantial changes to the bill. These changes once again led to criticism from 
unhappy stakeholders which forced the government to spend the following year in 
search of a compromise.407 Certain changes needed to be reversed as a result of 
objections posed by the Lower House. Perhaps in an effort to meet the needs of 
many stakeholders, the government developed a complicated piece of legislation, 
which made its unpopularity soar.408  
 The Wbp came into force on September 1, 2001. The Wbp differs from its 
predecessor in a number of respects. The most prominent difference appears to 
be that the legislative focus extends beyond the mere registration of personal data 
to include any and all ways of dealing with personal data such as collecting, 
organizing, adjusting, changing, spreading, processing, and destroying personal 
information.409 This expansion is a direct response to societal developments and 
demands with regard to the handling of personal information. Especially since the 
mere registration of such information was no longer the central aspect of personal 
information and its protection.410 Other differences include the elimination of the 
distinction of personal data protection in the public and the private sector.  
 The main elements, on the other hand, of the Wbp coincide with its 
predecessor and the ideas discussed by the Committee Koopmans. The Wbp 
introduces several open standards with regard to data protection which require 
individual organizations to introduce specific self-regulation. Due to the 
elimination of the distinction between the sectors, the standards became even 
broader than in the WPR. The law guarantees the right to all data subjects to view 
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and correct their personal information. And data subjects can also resist the 
processing of personal data in the realm of direct marketing.   
 Since Article 80 of the Wbp calls for an evaluation, the Minister of Justice 
commissioned a dual evaluation in 2007.411 The first evaluation was to discover 
the ÔbottlenecksÕ of the Wbp based on a literature study. The second evaluation, 
on the other hand, was to focus on a more empirical analysis of the law based on 
field research. The literature study which focused on the bottlenecks provided the 
following conclusions.412 The first bottleneck is the lack of clarity provided by the 
law itself. This is because such unclarity complicates compliance and might 
obstruct technological developments. This conclusion is not shared by all authors 
of the evaluation since others support the ÔbroadÕ character of the law and as such 
view the preservation of such broadness as imperative. The omnibus nature of the 
law, according to the authors, leads to challenges related to the complexity of 
interpretation and a lack of flexibility. Despite these challenges, the omnibus 
nature of the law is still preferred over a sectoral approach.413   
 The second evaluation, which maintained a more empirical character, came 
about in September 2008.414 The results indicated how the implementation of the 
legislation was yet to be fully realized. The image developed as a result of the 
research conducted demonstrated how the law was not really alive in legal 
practice.415 The open standards required time to be more specifically defined. 
Furthermore, because of the different challenges encountered in various sectors, 
specification of standards required jurisprudence and context specific knowledge. 
The evaluation states how the Wbp is a young piece of legislation. Yet, the team 
also recognizes the existence of its predecessor, which means its youth is hardly an 
argument in support of its disappointing implementation. The mere existence of 
open standards as a core element of the WBP is in itself not a problem or a 
stumbling block. Such an existence becomes problematic when the development 
of specific norms and codes of conduct fails to occur in the various relevant 
branches.416 At the time of the evaluation, approximately half of the relevant 
organizations had established a privacy code; as such, the other half had not.  
 The role of the Data Protection Authority (DPA) received mixed reviews.417 
Whereas some expressed their contentment with regard to the work of the DPA, 
in particular the publications, others desired more from the agency. Those who 
wanted more action from the DPA specifically wanted the agency to play a larger 
role in compliance assistance, information delivery, and advice. There appears to 
be a significant demand for assistance with regard to the interpretation and 
explanation of the law. 
 In January 2008, the deputy Minister of Justice along with the Minister of the 
Interior installed the Committee Brouwer-Korf in order to assess the possibilities 
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for a faster and more responsible method of data exchange among various parties 
including aid workers, crime fighters and prevention workers.418 The Committee 
Brouwer-Korf speaks of an intensification of the governmentÕs battle with respect 
to small and large forms of criminality. The worldwide fight against terrorism 
functions as a driver for legislation where the collective security forms the primary 
objective. Others, including citizens and the private sector, also appear to 
demonstrate a growing demand for a more active state to establish a secure society 
and to eradicate unsafe situations. Privacy and security have become opposite 
concepts during the intensification of the governmentÕs role as protector in its 
fight against all forms of criminality. The Committee describes a situation 
throughout which privacy and security are used as catch-all phrases without the 
necessary specification of what either concept implies throughout the debate. The 
concept of security appears to be claimed by those who wish to protect society 
from all potential risks, including terrorism, crime, and abuse of personal data.419 
Privacy, on the other hand, appears to be defended by those who aim to secure 
the democratic values required for a society to thrive.420  
 The most accurate reflection of the debate set forth by the Committee is their 
description of the one sided usage of both concepts. Such a one sided depiction of 
privacy and security leads to a situation where the concepts become enemies 
rather than cooperative partners in a complex society.421 Discussions speak either 
of security or privacy rather than presenting a more overarching approach which 
encompasses both aspects. This is problematic in light of the position of collective 
security as a top priority for public policy.422 The Committee eloquently describes 
how Ò[t]he depiction of security therefore occurs in absolute terms whereas 
privacy remains relative and therefore adjustable to the other interests at stake in 
society. Law enforcement along with various politicians focus on the less positive 
aspect of privacy which generally hinders certain actions they wish to take. Such 
less positive aspects are, however, the cost of liberty. To treat privacy or data 
protection as a conditional right opens the door to abuse.Ó423  
 The Committee acknowledges the lack of attention granted to the need to 
strike a meaningful balance between privacy and security. More recently, the idea 
of striking a balance has demanded more attention from the political arena 
through the publication of academic research.424 The segregated debate about 
privacy and security fails to stimulate an understanding or realization about how 
the right to privacy in itself is a form of security, albeit individual security.   
 All of the various developments through the past decades have increased the 
tension between privacy and security. The Committee sets forth six general criteria 
which ought to be applied to situations where a balance must be found between 
security and privacy. These six criteria include: 
 
1 Transparancy, unlessÉ 
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2 Select before you collect Ð the main aim of this condition introduced by 
the Committee is to minimize data collection down to the bare necessity. 
The Committee also pleads for a risk assessment before data is collected 
and stored by officials. 

3 In case necessary for security purposes, you must share Ð If it is clear 
individuals are in danger or at risk of being endangered, and the sharing 
of personal information can reduce the danger or its accompanying risk, 
then relevant officials must share personal information.  

4 Ensure integrity of data, systems, and the handling of users Ð During the 
development of systems, privacy-related risks must be taken into 
consideration during the early stages.  

5 Provide education and facilitation Ð Best and good practices must be 
available for those out in the field. 

6 Ensure compliance and internal supervision. 
 
In its reaction to the report presented by the Committee Brouwer-Korf, the 
government recognizes the limited effectiveness of the current legal framework 
available. The government therefore presents several proposals to approach the 
ÔcausesÕ of the problem.425 These proposals are diverse and include both legal and 
incentive related policy. This is, according to the government, a first step toward a 
new approach in its effort to protect the privacy of the citizens of the 
Netherlands. To carry out these proposals, the government plans to install a 
Ôprogram organizationÕ which shall include representatives of all relevant parties. 
Furthermore, the government intends to introduce amendments to the current 
data protection law, which shall include the recommendations set forth by the 
Committee Brouwer-Korf, the evaluation report of the data protection law, and 
input received by other parties such as the DPA. 
 During the parliamentary debate in response to the reaction offered by the 
government, certain members of the Lower House referred to critical aspects of 
the reaction. Alexander Pechtold reflected on the select before you collect 
recommendation set forth by the Committee. He describes how various 
intelligence agencies are nearly drowning in the information they collect and there 
is a low Ôgold to garbage ratioÕ as the Americans say.426 Pechtold states how in 
response to the recommendation the government claims it only collects 
information which is absolutely necessary to accomplish an objective. This 
reaction, according to Pechtold, lacks self-criticism especially in light of the 
collection of SWIFT and PNR data.  
 This remark is of vital importance for the overall approach to and treatment of 
data protection, including data collection, processing, and storage by government 
agencies. As the above demonstrates, the primary focus, when the computer came 
into the picture, was on the capabilities of automated systems to improve record 
keeping activities. The potential vulnerabilities only received attention as a result 
of public pressure. Moreover, the tension between collective and individual 
security, or privacy, is evident, especially in light of the continuous pressure put on 
data protection requirements and the near obsession expressed by government 
agencies to collect and store personal information.  
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3.4 Data Security Breach Legislation 
 
3.4.1 United States 
 
Changes in the privacy and data protection landscape inevitably led to a search for 
additional means of protection. The general story traces the historical background 
of data security breach notification initiatives in the United States back to 2002, 
when hackers gained access to the State of CaliforniaÕs government payroll 
database, which contained sensitive personal information of over 250,000 state 
employees.427 The members of the California legislature were among the 
employees whose personal information was exposed through the data security 
breach. According to Benjamin Wright the onset for the notification requirement 
occurred because Ò[m]any employees, including the legislators, felt the California 
government was too slow to notify them about the burglary.Ó428 As a result, the 
State of California passed two separate initiatives in 2002. First, the California 
Security Breach Information Act429 which requires any company which stores 
customer data electronically to notify its California customers of a security breach 
to the companyÕs computer system when the company knows or has reason to 
believe that unencrypted information about customers has been disclosed. The 
second law, commonly known as the California Financial Information Privacy 
Act,430 establishes new limits on the ability of financial institutions to share 
nonpublic personal information about their customers with affiliates and third 
parties.  
 The actual story, as told by California State Senator Joseph Simitian, 
demonstrates the strange confluence between politics and news media. In his own 
words, Simitian writes how ÒAssembly Bill 700, the security breach notification 
legislationÉis the law today only because of a spelling error, an afterthought, an 
unrelated concern with digital signatures, a page three news story, the rule of 
germaneness, the intellectual quirks of a lame-duck Senator, the personal 
experiences of 120 State legislators, and another bill altogether, Assembly Bill 
2297.Ó431  The California Security Breach Information Act became the first of its 
kind and paved the way for many successors. These successors began after the 
media extensively reported on a data security breach at ChoicePoint in 2005 (see 
chapter 7). Consumers in California received notifications of the incident because 
of the statutory obligation imposed as a result of the California Security Breach 
Information Act, however the company refused to notify residents of other States 
which created the controvery that led to the spread of breach notification 
obligations.  
 Throughout the years, the number of States introducing data security breach 
notification requirements continued to grow. As of December 9, 2009, 45 States, 
the District of Columbia, Puerto Rico and the Virgin Islands have enacted 
legislation requiring notification of security breaches involving personal 
information. Proposals for legislation at the Federal level of government are 
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presently under consideration. On December 8, 2009 H.R. 2221 the Data 
Accountability and Trust Act passed in the House of Representatives. The Act 
requires the Federal Trade Commission to promulgate regulations which require 
each person engaged in interstate commerce that owns or possesses electronic 
data containing personal information to establish security policies and 
procedures.432 Furthermore, the Act also authorizes the FTC to require a standard 
method or methods for destroying obsolete non-electronic data, and to require 
information brokers to submit their security policies to the FTC in conjunction 
with a security breach notification or after a request issued by the FTC. Moreover, 
the Act requires the FTC to conduct or require an audit of security practices of 
information brokers when a breach occurs which the broker must issue a 
notification of. The Act also authorizes additional audits after a breach. With 
respect to information brokers, the Act requires them to ÒÉ(1) establish 
procedures to verify the accuracy of information that identifies individuals; (2) 
provide to individuals whose personal information it maintains a means to review 
it; (3) place notice on the Internet instructing individuals how to request access to 
such information; and (4) correct inaccurate information.Ó433 Other aspects of the 
Act prescribe procedures for notification to the FTC and affected individuals of 
information security breaches, and set forth special notification requirements for 
breaches.434 If the Data Accountability and Trust Act also manages to successfully 
pass in the United States Senate, then its provisions shall preempt all State 
legislation with regard to data security breach notification. 
 Other Federal attempts with regard to data security breach notification 
occurred several years ago in 2005 when the FFIEC agencies issued their 
Interagency Guidelines on Response Programs for Unauthorized Access to 
Customer Information and Customer Notice. Satish M. Kini and James T. Shreve 
describe how, Ò[i]n brief, the Security Guidelines required banks to adopt 
comprehensive, risk-based information security programs designed to ensure the 
confidentiality of customer information, to protect against anticipated threats to 
such information, and to protect against unauthorized access to or use of such 
information that could result in substantial harm or inconvenience to 
customers.Ó435 This approach differs from the Californian approach, according to 
Schwartz and Edward J. Janger, since the guidelines set forth an idea where the 
breach letter ought to be send out to the applicable public when the likelihood of 
harm is significant.436 This demonstrates the diversity in approaches with regard to 
data security breach notification.  
 Schwartz and Janger identify three different models. These include the model 
one which refers to statutes such as the Californian Security Breach Information 
Act. In model one, the threshold for notification is low. And the notification letter 
send to the victim must indicate the source of the breach. Schwartz and Janger 
describe model one as a pure notification model since a coordination structure 
which oversees the notifications is absent. The second model identified by 
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Schwartz and Janger is the paradigm followed by the Interagency Guidelines. This 
model provides for greater flexibility for organizations through a two-tier 
approach. The first tier concerns notification to the oversight agency of the 
financial institution. Such notification maintains the same low threshold as model 
one. The difference between both models rests with the threshold introduced for 
consumer notification. This threshold is higher for the interagency guidelines, as 
noted above. The third model is a response to and as such an alternative for the 
approach introduced through the interagency guidelines. The Chicago Federal 
Reserve Board (FRB) suggested the idea of an intermediary third party in response 
to the issued guidelines. Such a trusted third party is to coordinate the response 
after a security breach and also alleviate the disincentive of disclosure. Schwartz 
and Janger note how Ò[t]his third model highlights the fact that breach notification 
serves both an ex ante and an ex post function.Ó437  
 The spread of data security breach notification initiatives across the United 
States demonstrates their popularity as a means to provide for additional 
protection of consumers. This popularity stems from a selection of arguments set 
forth by proponents about the benefits and the necessity of such notification. 
These arguments in favor of notification focus on both consumers and the 
organizations which maintain their personal information. With respect to 
consumers, proponents reason how notification provides them with the necessary 
knowledge to take action in an effort to reduce the risk of identity theft.438  
 With respect to the organizations, the requirement to notify provides them 
with an incentive to prevent the occurrence of data security breaches through 
increased information security. This is because theoretically organizations want to 
prevent the potential reputation damage which might come about after sending 
the required notification. Such anticipated improved information security 
subsequently leads to a reduced opportunity for perpetrators of financial identity 
theft to access personal information. As Lilia Rode states, Ò[t]he duty to notify 
consumers about security breach inflicts tremendous costs on businesses. These 
costs inevitably induce behavioral changes that result in more sound privacy 
policies and improved data-security safeguardsÑ thereby reducing identity 
theft.Ó439 The Government Accountability Office (GAO) also notes in a more 
hesitant manner how Ò[r]equiring consumer notification of data breaches may 
encourage better data security practices and help deter or mitigate harm from 
identity theft.Ó440   

Another argument made in favor of a statutory obligation to provide 
notification of a data security breach is the ability to collect data on security 
breaches in an effort to develop a more coherent picture about the events 
themselves.441 This includes both quantitative information, such as data on the 
prevalence of security breaches, but also qualitative data about the background of 
the breach and the vulnerabilities which led to its occurrence. This argument is 
less prevalent in the literature, but deserves attention especially since such 
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information about breaches can provide assistance in the examination of areas of 
improvement with respect to information security.   

Just as data security breach notification initiatives receive support, such 
initiatives also become the source of ample opposition. This opposition is posed 
both against the general idea of notification but also against the particulars of 
certain approaches, such as the threshold of notification maintained by the legal 
framework. The effectiveness of notification in light of consumer protection and 
empowerment is called into question. Thomas M. Lenard and Paul H. Rubin write 
ÒÉin the best of circumstances, notification means that consumers might be able 
to respond more quickly to identity theft, not to avoid it altogether.Ó442 This 
conclusion is based on the inability of consumers to prevent or otherwise reduce 
the occurrence of financial identity theft once perpetrators manage to access the 
necessary personal information. As a result, the best case scenario is earlier 
detection in an effort to reduce the consequences of identity theft. This is 
nevertheless recognized by other sources and used to support notification rather 
than oppose its existence. Lenard and RubinÕs opposition is still relevant due to 
the statements made by others.443  

Elizabeth L. Garner expresses other concerns about the effective nature of 
notification for consumers.  Garner states how Ò[b]reach notifications have the 
potential to be the next credit card junk mailÑ the piece of mail received two to 
three times a week, which is ripped up immediately upon receipt with no attention 
paid to its contents.Ó444 Michael G. Oxley expresses similar worries when he states, 
Ò[o]ne of my concerns in this regard is that given the dramatic rise in recent 
reports on data breaches, there will be a headlong rush toward notification in 
every instance. When no evidence surfaces to indicate that their information has 
been misused, consumers may begin to ignore these notices as just that many 
more pieces of unsolicited junk mail.Ó445 This hypothetical disregard by consumers 
also calls into question another argument set forth in defense of notification, 
which is the incentive provided for organizations to improve their information 
security practices. If consumers disregard the notification, organizations no longer 
fear reputational damage or potential loss of clients as a result of such notification. 
 The validity of arguments made both in favor of and against notification 
depends on empirical assessments of the influence of notification requirements on 
the incidence rate of identity theft. Sasha Romanosky et al. concluded how the 
adoption of data security breach notification initiatives demonstrates a marginal 
effect of just fewer than 2% on the rate of identity theft cases.446 Despite this 
marginal effect, the authors emphasize the other benefits associated with data 
security breach initiatives, such as reducing the average victimÕs losses and 
improving an organizationÕs security and operational practices. Other remarks 
made by Romanosky et al. refer to the obstacles faced to carry out their analysis. 
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These obstacles include the inability to obtain high-quality information on the 
incidence rate of identity theft from sources such as the financial service 
providers, a concern which others support.447 The connection between data 
security breaches and actual incidents of identity theft remains an area of 
uncertainty, which also complicates the ability to measure the effectiveness of 
interventions such as data security breach notifications. The GAO aimed to 
determine the causal relationship between data security breaches and incidents of 
identity theft and concluded how Ò[c]omprehensive information on the outcomes 
of data breaches is not available. Several cases have been identified in which a data 
breach appears to have resulted in identity theft, but available data and 
information from law enforcement and industry association representatives 
indicated that most breaches have not resulted in detected incidents of identity 
theft.Ó448 More specifically, the GAO states how of the 24 large security breaches 
investigated only 4 turned out to have resulted in incidents of identity theft.449  

ID Analytics, in turn, also conducted a study several years ago in 2007 and 
came to a number of key findings.450 According to ID Analytics, smaller breaches 
maintain a higher rate of misuse than larger breaches. Moreover, the actual misuse 
of personal information ranged from one in 200 identities for breaches of fewer 
than 5,000 individuals to a misuse rate of less than one in 10,000 identities for 
breaches of more than 100,000 individuals. Those using the obtained personal 
information demonstrate a high rate of turnaround. Fraudsters generally used a 
single identity for no more than two weeks before moving on to the next identity.  

Javelin Research & Strategy also published a report on the connection between 
identity theft and data security breaches. Hailed as Òthe first ever nationally 
representative report that shows the true known relationship between data 
breaches and actual occurrences of identity theftÓ, Javelin described how only a 
small percentage of data breaches led to actual incidents of identity theft. Through 
its results, Javelin determined the publicity granted to the breaches to be 
counterproductive as such publicity misdirect consumers about the ÔcausesÕ of 
identity theft. Overall, James Van Dyke notes how Ò[g]overnments and 
corporations must ensure that their data breach ÔcuresÕ do not cause more 
problems than the breach.Ó451 Oddly enough, Javelin published another study 
several years later which concluded how Ò [i]f a consumer gets a data breach 
notification letter, they are four times more likely to suffer identity theft within the 
next year.Ó452 Perhaps there is a greater connection between data breaches and 
identity theft than Javelin desired to acknowledge previously. Javelin uses its 
results to demonstrate how notified consumers fail to take appropriate action to 
Ôprevent and protectÕ themselves from identity theft. This conclusion seems 
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shortsighted since the options for consumers to protect themselves are limited and 
severely decreased after a data breach (see chapter 6). 
 
3.4.2 The Netherlands 
 
The introduction of a data security breach notification mechanism in the 
Netherlands came about mainly through the influence of developments in other 
countries, especially the United States, but also through developments at the 
European level. The first call for the introduction of a data security breach 
notification framework came in 2005 by representatives of the Socialist and the 
Labor Party. This call came during the evaluation process of the law on computer 
crime. The discussion as a result of this proposal for a data security breach 
notification initiative stranded as it never went beyond the stage of discussing 
arguments in favor of and against its introduction. The government parties, the 
Minister of Justice, along with the consumers union expressed views against the 
introduction of a notification requirement. The Minister of Justice believed self-
regulation within the private sector proved sufficient.  
 Several years later, as officials at the European level already found themselves 
in the midst of a debate on the issue, the discussion also returned on the political 
agenda in the Netherlands. During the general meeting of the Lower House on 
the protection of vital infrastructures held on April 3, 2008, the Labor party 
proposed the idea of a notification requirement for large corporations.453 Other 
events which stimulated the discussion and call for the introduction of a 
notification requirement include the airing of an episode of Zembla454 in November 
2008, where officials of the public prosecutorÕs office along with those from the 
DPA emphasized the need for such an initiative in the Netherlands. Through the 
airing of the episode, the issue began to receive more attention from the media 
and to a lesser extent from the public. On January 25, 2010, Bits of Freedom 
issued a position paper in favor of data security breach notification legislation.455 
The organization bases its position on the following points: the increase of storage 
of personal data in databases, the correlated increase of risks associated with 
potential leaks of such data, and the potential consequences of such data leaks for 
those involved. Therefore, those involved ought to have the right to be notified of 
such a leak. Bits of Freedom considers all parties to be responsible for notification 
when they suffer a leak. These notifications ought to go to the ÔvictimsÕ as well as 
to an independent government agency.456  
 In order to develop a more comprehensive background on the topic, the 
Minister of the Interior promised the Lower House an exploratory study on the 
issue of data security breach notification mechanisms. Through an international 
quickscan, the study457 provides a coherent and concise overview of the arguments 
made in favor of as well as in opposition to the introduction of a notification 
requirement. Especially the arguments listed against the notification requirement 
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deserve a brief moment of attention. Apparently, certain opponents use, or 
perhaps abuse, the financial crisis as an argument against the notification 
requirement. Since the financial crisis, according to these opponents, has already 
caused considerable damage to the trust consumers hold with regard to the 
financial sector, the introduction of a notification requirement shall only lead to a 
further decrease of trust in the sector. Closely related is the argument made against 
notification requirements by organizations who express the preference to keep 
information about the occurrence of a security breach indoors. This preference is 
in response to the fear of potential reputation damage. Both of these arguments 
focus on the potential damage such a notification can cause to the image of the 
company and the trust of consumers in such an organization.  
 As the researchers conclude, the notification requirement primarily appears to 
be used as a means to stimulate organizations to improve their information 
security practices, which hypothetically occurs due to the earlier mentioned fear of 
reputational damage. Furthermore, the researchers conclude, based on responses 
received from interviewees, how a notification requirement ought to apply to both 
the public and the private sector. But the interviewed experts noted how 
notification is not an appropriate instrument for consumers to reverse the 
potentially negative consequences of data loss.458 In addition, the actual 
supervision and enforcement of such a notification framework is of crucial 
importance for the effectiveness of the requirement. Closely related, the 
researchers also emphasize how the supervisory organs or individuals must 
possess the necessary resources and liberty to carry out their mandate. Due to the 
availability of alternatives, there is not necessarily a need nor a desire for the 
introduction of a new separate organ to supervise and enforce the notification 
requirement. The researchers also conclude how respondents to their questions 
emphasized the favorable nature of harmonized European legislation with regard 
to notification requirements.  
 Other important features which surfaced as a result of the interviews 
conducted in the Netherlands are the need for a more comprehensive approach to 
the problem, which means that in addition to a notification requirement the 
government must also introduce other instruments or improve existing 
instruments. These include a fraud register much like CIFAS has in the United 
Kingdom, along with additional investigate capacity for the police with regard to 
hackers, and additional capacity for OPTA.459 Other additional initiatives 
suggested by the respondents include the introduction of a whistle-blower policy 
or the obligation of an internal privacy officer for organizations.  
 The legislative development process in the Netherlands is strongly influenced 
by the anticipation of parallel developments at the European level. Ross Anderson 
et al. set forth a recommendation for the European Union to adopt a 
comprehensive security-breach notification law. Within their study, Anderson et al. 
aimed to determine which information security issues should be dealt with at the 
Member State level and which issues require the involvement of the European 
Union, either through harmonization or coordination. According to Anderson et 
al., Ò[t]here has long been a shortage of hard data about information security 
failures, as many of the available statistics are not only poor but are collected by 
parties such as security vendors or law enforcement agencies that have a vested 
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interest in under- or over-reporting.Ó460 Furthermore, Anderson et al. describe how 
Ò[c]ompanies are hesitant to discuss their weaknesses with competitors even 
though a coordinated view of attacks could prompt faster mitigation to everyoneÕs 
benefit.Ó461 Comprehensive security-breach notification could provide assistance 
with respect to this problem, according to Anderson et al. The authors refer to the 
situation in the United States, where security-breach notification has been an 
instrument since 2003.  
 The issue of notification after a breach had already been proposed in 2006 
during the review of the EU regulatory framework for electronic communications 
networks and services.462 Since the proposal was set forth within the specific 
context of Directive 2001/58/EC, its applicability proved limited to telecom and 
Internet Service Providers. As Anderson et al. note, the proposal ÒÉwould require 
notification to be made where a network security breach was responsible for the 
disclosure of personal data. This is a very narrow definitionÉand will only deal 
with a small fraction of cases that a California-style law would cover.Ó463  
 The proposal for a notification requirement also received significant support 
from the European Data Protection Supervisor (EDPS). The EDPS believes that 
security-breach notification maintains various significant benefits. In its opinion, 
the EDPS writes how such notification Ò...reinforces the accountability of 
organizations, is a factor that drives companies to implement stringent security 
measures and it permits the identification of the most reliable technologies 
towards protecting information. Furthermore, it allows the affected individuals the 
opportunity to take steps to protect themselves from identify theft or other misuse 
of their personal information.Ó464  
 Despite the general support for a comprehensive security-breach notification, 
political disagreements occurred between the various institutions. The main 
disagreement revolves around the actors the obligation ought to apply to. The 
EDPS along with the Article 29 Working Party members requested the 
notification requirement to apply to a wider range of actors, including online 
banks and other service providers. During its first reading, the European 
Parliament also supported such a broadening, but in the end the mandatory 
notification remained rather restrictive. A Directive was passed which inserted in 
Article 2(h) and 4(3) of the ePrivacy Directive ÒÉa mandatory notification of 
personal data breaches by providers of electronic communications services and 
networks.Ó465 And claims, Ò[i]t is an important step towards enhanced security and 
privacy protection, although at this stage it remains limited to the electronic 
communications sector.Ó466 Furthermore, Ò[t]he Commission takes note of the will 
of the European Parliament that an obligation to notify personal data breaches 

                                                
460 Anderson et al. (2008): 3.!
461 Ibid: 18.  
462 European Commission (2007b). Report on the outcome of the Review of the EU regulatory framework for 
 electronic communications networks and services in accordance with Directive 2002/21/EC and Summary of the 2007 
Reform Proposals.  
463 Anderson et al. (2008): 24.  
464 European Data Protection Supervisor (2008). Opinion of the European Data Protection Supervisor on the 
Proposal for a Directive of the European Parliament and of the Council amending, among others, Directive 
2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic communications 
sector (Directive on privacy and electronic communications): C 181/3. 
465 European Commission (2009). Declaration on data breach notification. Annex to Directive 
2009/136/EC.   
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should not be limited to the electronic communications sector but also apply to 
entities such as providers of information society services. Such an approach would 
be fully aligned with the overall public policy goal of enhancing the protection of 
EU citizensÕ personal data, and their ability to take action in the event of such data 
being compromised.Ó467 This extension, however, remains to be seen.  
 The ultimate legislative proposal in the Netherlands incorporates two separate 
data security breach notification requirements.468 The first concerns breaches of 
personal information. This notification requirement shall be hosted by OPTA. 
The second type of breach which requires notification concerns security and 
network integrity breaches. This type of notification is the responsibility of the 
Ministry of Economic Affairs. The legislative proposal envisions a single central 
point which receives both categories of notifications. This notification center is to 
function as a mailbox and as such is not to interfere or otherwise interact with the 
content of the complaints.469 The notification center shall then forward the 
complaint to the responsible agency, which can be either the Ministry of 
Economic Affairs or OPTA, or both depending on the nature of the complaint.  
 On June 7, 2010, the DPA responded to the legislative proposal, which is a 
proposed amendment to the Telecommunications Act. In its response, the DPA 
stated how the introduction of a single notification center is not in line with the 
decision of the European Court of Justice which requires authorities with 
supervisory tasks to be able to carry out these tasks in an independent 
atmosphere.470 The DPA envisions potential complications because of the 
intricate connection between breach of security and network integrity with the 
compromise of personal information. The detachment of both can also lead to 
inefficiency and unnecessary administrative burdens.  
 Other arguments or points of criticism raised against the legislative proposal 
are the restriction of the proposal to the telecommunications sector, whereas the 
DPA continues to advocate a broad notification requirement which includes all 
companies and government agencies. The DPA specifically refers to the usage of 
the instrument of notification as a means to prevent identity theft and as such 
describes how the restricted nature of the proposal therefore also restricts its 
effectiveness in that area. This is nearly the same criticism as raised at the 
European level, and is valid for the restriction to the telecommunication sector 
handicaps the potential effectiveness of the countermeasure.       
 
3.5 Consumer Complaint Center 

 
3.5.1 United States 
 
When the Federal government criminalized identity theft in 1998, the government 
also introduced the mandate to introduce a consumer complaint center, which was 
to be stationed at the Federal Trade Commission. The data collected by the 
consumer complaint center was briefly discussed in chapter 1. The consumer 
complaint center serves a dual function through its accumulation of data on the 
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prevalence and trends of identity theft next to its function as a source of 
information for (potential) victims of identity theft. Through both of these 
functions, the consumer complaint center aims to add to the body of knowledge 
and assist consumers in their efforts to resolve the problems associated with 
identity theft.   
 
3.5.2 The Netherlands 
 
The introduction of a consumer complaint center in the Netherlands as part of the 
public sector occurred in a vastly different manner in comparison to the United 
States. Discussions about the introduction of a consumer complaint center began 
in 2006, when a working group within the Ministry of Justice supported the idea. 
Actual implementation of the idea was seemingly pressed into the background, 
until a few years later in 2008 when the Ministry of the Interior and the Minister of 
Justice issued a joined press release about the introduction of a complaint center. 
This center was to be a pilot before a permanent center was to be introduced. This 
pilot complaint center commenced its activities in January 2009. Due to the lack of 
extensive human capacity, the existence of the complaint center was kept out of 
the spotlight. Even so, the pilot study managed to capture important information 
through a total of 241 complaints about identity theft or at least a suspicion 
thereof.471 In the preface to the report of the study, it is stated how the 
consequences for victims of identity theft are significant. And that these victims 
are in dire need of government assistance in an effort to correct the errors which 
roam around various databases which have contaminated their good name. This 
assistance can most appropriately come from the central complaint center who 
must then also maintain sufficient power to ensure a level of effectiveness. For the 
complaint center is dependent on the other parties in the overall identification 
chain, namely law enforcement officials, municipalities, ministries, and others, to 
cooperate with the center to contain the problem of the victim to a minimum. 
Other relevant information obtained via the pilot study is the method used to 
conduct identity theft. Most complaints retraced the source of information used 
for the incident of identity theft back to open sources, whereas other main 
categories include phishing, hacking, or another type of cybercrime. The report 
fails to provide more details on its definition of open sources.472   
 In 2010, the pilot became a permanent complaint center. The 
government also installed a chain director, which is an official who receives the 
complaints and tries to contact partners in the identification chain to investigate 
the case.473 When consumers first call the complaint center they reach Postbus 
51.474 This is to filter out the questions and only allow the more complicated cases 
to be transferred through to the chain director. The complaint center requires the 
consumers to have reported the incident to the police before they call the 
center.475 After receiving the complaints, the chain director subsequently contacts 
chain partners in an effort to potentially investigate the case. 
 

                                                
471 Centraal Meldpunt Identiteitsfraude (2010). Jaarrapportage 2009. 
472 Ibid.  
473 Interview Centraal Meldpunt Identiteitsfraude, March 29, 2010, Amstelveen.  
474 Postbus 51 is Dutch government agency which serves as the central point of contact for citizens 
with questions addressed to the national government.   
475 Interview Centraal Meldpunt Identiteitsfraude, March 29, 2010, Amstelveen. 
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3.6 Cooperative Efforts 
 
3.6.1 United States 

 
On May 10, 2006, President George W. Bush issued Executive Order 13402 to 
Ôstrengthen federal efforts to protect against identity theft.Õ476 Section 2 of the 
Executive Order established the Identity Theft Task Force,477 which was to, 
among other things, ÒÉprepare and submit in writing to the President within 180 
days after the date of this order a coordinated strategic plan to further improve the 
effectiveness and efficiency of the Federal GovernmentÕs activities in the areas of 
identity theft awareness, prevention, detection, and prosecution.Ó478 Nearly a year 
later, on April 11, 2007, the Task Force published its strategic plan. In its 
publication, the Task Force underscores the complexity of the crime, and the 
challenge identity theft presents to contemporary society. Through an overview of 
the problem, the Task Force focuses its strategic plan on improvements in four 
key areas. These include data protection, opportunity reduction, victim assistance, 
and deterrence.479 With regard to the first key area identified, the Task Force 
introduces the following recommendations for data security in the public sector: 
 

¥ Decrease the unnecessary use of Social Security Numbers in the public 
sector through the development of alternatives strategies for identity 
management; 

¥ Educate federal agencies on how to protect data;  
¥ Monitor their compliance with existing guidance; 
¥ Ensure effective, risk-based responses to data breaches suffered by federal 

agencies. 
 

For data security in the private sector, the Task Force recommends the 
establishment of national standards for private sector data protection requirements 
and breach notification requirements. Furthermore, the Task Force also 
recommends to better educate the private sector on data safeguarding practices 
and to initiate investigations of data security violations. Other recommendations 
include the introduction of a multi-year public awareness campaign by the private 
sector. Unlike for the public sector, the Task Force does not recommend a 
decrease in unnecessary use of SSNs in the private sector and instead recommends 
the development of a comprehensive record on private sector use of SSNs.  

For the second key area, the reduction of opportunities, the Task Force 
recommends to hold workshops on authentication. These workshops are to 
engage academics, industry, entrepreneurs, and government experts on developing 
                                                
476 Executive Order 13402 - Strengthening Federal Efforts To Protect Against Identity Theft (2006).  
477 Members of the Task Force include: the Attorney General, who serves as Chairman of the Task 
Force, the Chairman of the Federal Trade Commission, who serves as Co-Chairman of the Task Force, 
the Secretary of the Treasury, the Secretary of Commerce, the Secretary of Health and Human 
Services, the Secretary of Veterans Affairs, the Secretary of Homeland Security, the Director of the 
Office of Management and Budget, the Commissioner of Social Security, the Chairman of the Board of 
Governors of the Federal Reserve System, the Chairperson of the Board of Directors of the Federal 
Deposit Insurance Corporation, the Comptroller of the Currency, the Director of the Office of Thrift 
Supervision, the Chairman of the National Credit Union Administration Board, and the Postmaster 
General.  
478 Executive Order 13402 (2006): 3.  
479 Identity Theft Task Force (2007). Combating Identity Theft: A Strategic Plan: 4. 
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and promoting better ways to authenticate identities. The Task Force issues the 
recommendation in light of its belief in Ò[e]fforts to facilitate the development of 
better ways to authenticate consumers without burdening consumers or 
businessesÑ for example, multi-factor authentication or layered securityÑ would 
go a long way toward preventing criminals from profiting from identity theft.Ó480 

Recommendations to improve victim assistance during their recovery of the 
crime include specialized training for first responders and others who offer direct 
assistance to victims of identity theft. More specifically, the Task Force 
recommends the government to train law enforcement officers, provide 
educational materials to first responders to use when approached by a victim, and 
develop and distribute an identity theft victim bill of rights. Moreover, the Task 
Force also recommends amendments to statutory law in order to ensure the 
monetary compensation of time spent on the recovery of the crime by the victim. 
The Task Force also recommends assessments on the efficacy of available tools 
for victims of identity theft, such as credit freeze initiatives along with the 
remedies offered through FACTA.  

The last key area for improvement relates to the deterrence of future acts of 
identity theft through increased prosecution and punishment of offenders. Due to 
the increased sophistication of perpetrators of identity theft, the Task Force 
recommends the establishment of a National Identity Theft Law Enforcement 
Center. Other recommendations include enhanced information exchange between 
law enforcement agencies and the private sector along with the development of 
universal identity theft report form. With respect to coordination with foreign law 
enforcement, the Task Force recommends the United States to encourage other 
countries to adopt domestic legislation which specifically criminalizes identity 
theft. Just as the United States should encourage other countries to accede to the 
Council of Europe Convention on Cybercrime as a means to facilitate 
investigation and prosecution of perpetrators of identity theft. Finally, the Task 
Force also recommends increased prosecution of offenders of identity theft. To 
accomplish such an increase, the Task Force specifically recommends the 
designation of an identity theft coordinator for each United States AttorneyÕs 
Office to develop a specific identity theft program for each district. Moreover, the 
Task Force recommends an evaluation of monetary thresholds for prosecution 
along with an encouragement of state prosecution of cases of identity theft. The 
Task Force also makes recommendations with respect to ÔgapsÕ in criminal 
statutes. In particular, the Task Force lists the following aspects: 

 
¥ Amend the identity theft and aggravated identity theft statutes to ensure 

that identity thieves who misappropriate information belonging to 
corporations and organizations can be prosecuted 

¥ Add new crimes to the list of predicate offenses for aggravated identity 
theft offenses 

¥ Amend the statute that criminalizes the theft of electronic data by 
eliminating the current requirement that the information must have been 
stolen through interstate communications 

¥ Penalize creators and distributors of malicious spyware and keyloggers 

                                                
480 Ibid: 6. 
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¥ Amend the cyber-extortion statute to cover additional, alternate types of 
cyber-extortion.481  

 
Overall, the Task Force states ÒÉthat all of the recommendations in this strategic 
planÑ from these broad policy changes to the small stepsÑ are necessary to wage 
a more effective fight against identity theft and reduce its incidence and damage. 
Some recommendations can be implemented relatively quickly; others will take 
time and the sustained cooperation of government entities and the private 
sector.Ó482 

In September 2008, the PresidentÕs Task Force published a follow up report to 
assess the implementation of its previously produced strategic plan.483 In its 
conclusion, the Task Force appears optimistic. ÒThe efforts of the Task Force 
over the past year to implement the PlanÕs recommendations have underscored 
the need for a comprehensive and coordinated response from both the public and 
private sectors. These efforts have already made a difference and will continue to 
do so in the coming years.Ó484 

The concrete implementation of a recommendation set forth by the Task 
Force occurred through the introduction of the Identity Theft Enforcement and 
Restitution Act of 2008 (see section 3.1). This Act implemented the Task ForceÕs 
recommendation to allow victims to receive compensation for their time needed 
to recover from actual or attempted acts of identity theft through criminal 
statutes.485 Furthermore, Ò[t]hrough the Identity Theft Enforcement and 
Restitution Act of 2008 (Title II of P.L. 110-326), Congress, among other things, 
eliminated provisions in the U.S. Code requiring the illegal conduct to involve 
interstate or foreign communication, eliminated provisions requiring that damage 
to a victimÕs computer amass to $5,000, and expanded the definition of cyber-
extortion.Ó486  
 Selected other issues remain as of yet unaddressed, Finklea notes how, 
ÒCongress has not yet addressed the Task Force recommendation to expand the 
identity theft and aggravated identity theft statutes to apply to corporations and 
organizations as well as to individuals, nor has it addressed the recommendation to 
expand the list of predicate offenses for aggravated identity theft.Ó487  
 
3.6.2  The Netherlands 
 
On May 15, 2008 the Ministry of Justice along with the Ministry of the Interior 
officially introduced the program Versterking Identiteitsketen in de Publieke Sector 
(VIPS), which is a program initiated to strengthen identification in the public 
sector. The program works on a combination of initiatives in an effort to prevent 
and counter identity theft along with identity mistakes in the public sector. 
Through an expert meeting held on November 4, 2009, the program formulated 
four goals.488 These include: 

                                                
481 Ibid: 9.  
482 Ibid.  
483 Identity Theft Task Force (2008). The PresidentÕs Identity Theft Task Force Report.  
484 Ibid: viii 
485 Finklea, K. M. (2010). Identity Theft: Trends and Issues. Congressional Research Service: 5.  
486 Ibid: 6.  
487 Ibid.   
488 Programma VIPS (2010). Programmaplan 2010 Ð medio 2011. Unpublished document.  



STATE AS PROTECTOR     89 
 

 

1. Government agencies must improve their acknowledgement of risks and 
incidents of fraud and other mistakes in relation to identities, and they 
must respond in a better way. This requires better registration of 
incidents, but also an increased sense of urgency among government 
agencies, including investigation services. Furthermore, VIPS emphasizes 
the need for clarity about how to respond when incidents of identity 
theft occur. 

2. Registrations and systems which maintain identification information 
must be reliable. The quality of data stored on source systems such as the 
Gemeentelijke Basis Administratie (GBA), or Municipal Personal Records 
Database can be improved along with the exchange of information 
between involved parties. Other areas of improvement include the 
information security of the systems in order to prevent attacks from 
outside. This can occur through the use of privacy enhancing 
technologies, where technology actually enables the improvement of 
information security rather than increase the risk of information 
exposure. 

3. Victims must be able to resolve incidents of fraud or mistakes associated 
with their identities in a simpler manner. The government must support 
victims in their efforts to prevent and reverse mistakes with or incidents 
of fraud related to the victimsÕ identities. Moreover, citizens must obtain 
more certainty that the government makes a sincere effort to prevent 
repeat victimization.  

4. Citizens must become more aware of the risks of fraud and mistakes 
related to their identities and the actions which they can take to reduce 
the risks of such incidents.  

 
These goals are listed according to the prioritization level of the goal, where 
logically the first goal maintains the highest level of priority. On December 1, 
2009, the Steering Committee officially endorsed the goals as set forth by the 
expert meeting. Furthermore, the Steering Committee noted while the private 
sector currently falls outside of the scope of the program, businesses also maintain 
a viable role in the authentication and verification of individuals and their 
identities. As such a call for the private sector to become involved in the 
programÕs efforts seems appropriate according to the Steering Committee.  
 VIPS receives indirect support to accomplish its goals via other projects which 
aim to achieve similar results. To accomplish the various goals, VIPS supervises 
thirteen activities. For financial identity theft, the most relevant activities include: 
 

1. Central Consumer Complaint Center 
2. Tackling Abuse with Identification documents 
3. Vision on Biometrics 
4. Consultation of separate criminal offense for identity theft 
5. Digital Identities 
6. Fundamental research into the identification chain in the public sector 

 
These goals and activities provide a comprehensive approach to the challenge of 
financial identity theft. Several activities are discussed elsewhere, such as the 
central consumer complaint center and the discussion about the introduction of a 
separate criminal provision for identity theft. The added value of VIPS therefore is 
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the anticipated ability of the program to coordinate and facilitate cooperation 
among the various public sector agencies engaged in the fight against financial 
identity theft.  
 
3.7 Computer Emergency Response Teams 
 
3.7.1  United States 
 
The United States introduced its computer emergency response team in 2003 as 
the operational arm of the National Cyber Security Division (NCSD) at the 
Department of Homeland Security (DHS). The DHS established NCSD to serve 
as the Federal governmentÕs cornerstone for cyber security coordination and 
preparedness, including implementation of the National Strategy to Secure 
Cyberspace. Within the National Strategy, the government remarks how Ò[i]n 
general, the private sector is best equipped and structured to respond to an 
evolving cyber threat. There are specific instances, however, where federal 
government response is most appropriate and justified.Ó489 The US-CERT called 
upon the experience and expertise developed by CERT CC, which has been 
around since 1988. Both of these organizations therefore work in close 
cooperation. The US-CERT ÒÉis charged with providing response support and 
defense against cyber attacks for the Federal Civil Executive Branch (.gov) and 
information sharing and collaboration with state and local government, industry 
and international partners.Ó490 In 2006, US-CERT began to issue quarterly trends 
and analysis reports to provide a summary and examination of the incident reports 
received by the organization. The US-CERT aimed to increase awareness about 
information security issues and to also reflect on emerging threats. Later on, these 
quarterly reports turned into monthly activity summaries, which the US-CERT 
publishes on its homepage.   
 In addition, US-CERT manages the National Cyber Alert System, which is the 
ÒÉfirst cohesive national cyber security system for identifying, analyzing, and 
prioritizing emerging vulnerabilities and threats.Ó491 This system transmits 
computer security updates and warning information to all citizens, and as such 
provides everyone ÒÉwith free, timely, actionable information to better secure 
their computer systems.Ó492 
 
3.7.2 The Netherlands 
 
The Ministry of the Interior introduced the Government Computer Emergency 
Response Team (GOVCERT) in 2002, after the publication of a study in two 
years earlier about the vulnerabilities of the Internet.493 Its main objective is to 
support the government, including all levels of government, in the prevention and 
the treatment of ICT-related security incidents.494 On a yearly basis, GOVCERT 
                                                
489 Department of Homeland Security (2003). The National Strategy to Secure Cyberspace: ix.  
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takes care of more than 150 incidents. To accomplish this objective, GOVCERT 
plays a vital role in the coordination through its position as central emergency 
point when an ICT-related security incident occurs. These include computer 
viruses, hacking, and the exploitation of other vulnerabilities in applications and 
software.  
 Furthermore, GOVCERT also serves as a source of information through its 
awareness materials and its yearly international symposium. In particular through 
the symposium, GOVCERT facilitates the exchange of information and 
knowledge which aims to benefit both the Dutch government and others across 
the world. Overall, GOVCERT plays a dual function within the role of the state as 
protector. The first is the protection offered by GOVCERT through its incident 
response system, and the second is GOVCERTÕs ability to deliver state of the art 
awareness about the most advanced type of threats. The latter function is 
especially crucial with respect to financial identity theft, since the realm of public 
policy needs such a source of information in an effort to determine how to 
respond to the problem. 
 
3.8 Conclusion 
 
This chapter distinguishes itself from the following chapters due to its focus on 
the means of protection exercised by the state to reduce or ideally prevent the 
facilitation and the occurrence of financial identity theft. Its placement is therefore 
perhaps slightly counterintuitive since much of what is discussed within this 
chapter returns in the remaining chapters, especially the relevancy of data 
protection and data security breach notification legislation along with the 
conclusions drawn by the Identity Theft Task Force and its Dutch counterpart. 
Even so, this chapter provides important insights into the response offered to the 
problem by the state as protector. Overall, the versatile nature of financial identity 
theft is reflected in the diversity of applicable instruments used by the state in its 
function as protector. This is also in part due to the connection between identity 
theft and other ÔthreatsÕ to society, such as terrorism and money laundering.  
 To combat the problem, the government in the United States first turned to 
the area of criminal law which insufficiently covered identity theft as a criminal 
offense. The background to the introduction demonstrates the importance of 
policy entrepreneurs to build a strong case in favor of additional legislation. 
Simultaneously, the historical background of the United States within the area of 
criminal law also exposes the use, or perhaps abuse, of identity theft as a means to 
impact other issues of public policy, namely illegal immigration and terrorism. In 
this sense, identity theft is hijacked in order to serve other policy objectives. Or 
perhaps supporters merely try to kill two birds with one stone.  

The government in the Netherlands distinguished itself from the United States 
through its alternative approach, but remains in anticipation of European 
developments which may lead to the implementation of a separate criminal 
offense after all. Interesting to note is how the government in the Netherlands 
plans to amend article 231 of the Criminal Code which concerns fraud with travel 
documents. In the letter which announces the anticipated amendment, the 
Ministry of Justice mentions look-a-like fraud, which is generally used by those 

                                                                                                        
surfaced which allowed the CERT to transform into GOVCERT which provides its services to all 
agencies within the government, regardless of the level.  
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trying to gain illegal entry into the Netherlands. This amendment demonstrates the 
priority granted to look-a-like fraud and its connection to illegal immigration.   

Despite the benefits for law enforcement officials and victims of identity theft, 
additional criminal legislation nevertheless maintains its limitations through the 
challenges which arise as a result of its enforcement. Financial identity theft, in 
particular when perpetrators conduct the crime via means of digital technology, is 
difficult to investigate and subsequently prosecute. Its investigation is also time 
and resource intensive. As Pontell and Geis note, Ò[t]he Ôband aid, thumb-in-the-
dykeÕ approaches that have characterized the American response to identity fraud 
are likely to embolden perpetrators who have an excellent chance to escape 
detection because of the limited capacity of enforcement agencies to respond to 
their crimes.Ó495 The deterrence aspect of criminal legislation also appears limited, 
especially with regard to perpetrators of financial identity theft, many of which 
must be keenly aware of the relatively low likelihood of being caught by law 
enforcement. As a means of protection, therefore, criminal law is limited. Even so, 
the incorporation of a situational crime prevention perspective in the Netherlands 
through the usage of experimental gardens in an effort to unravel and 
subsequently reduce the opportunity structure for cybercrime proves promising. 
For such an approach surpasses the traditional crime fighting objective of law 
enforcement.  

Still, the criminal arena does not generally attend to the Ôarchitecture of 
vulnerabilityÕ as Solove notes, when he writes Ò[t]he traditional legal view of 
identity theft fails to address this architecture, for it focuses on identity theft as a 
series of discrete instances of crime rather than as a larger problem about the way 
our personal information is handled.Ó496 Other sources also criticize the focus on 
criminal legislation as a means to combat identity theft.497 Certain authors have 
therefore suggested the emphasis ought to be on prevention rather than 
detection.498 

This leads to the importance of data protection and its connection to the 
facilitation of financial identity theft. The challenge of data protection increased 
through the use of computers as the historical backdrop in both the United States 
and the Netherlands illustrates. The difference in approach in both countries 
continues to be a topic of discussion, especially in light of arguments which favor 
the approach taken in the European Union. Even so, both the United States and 
the Netherlands are reaching out to other instruments such as data security breach 
notifications. The mere introduction of such a notification framework indicates 
the inability of current data protection regimes to safeguard personal information. 
This conclusion is strengthened through the emphasis placed on the use of such a 
notification system to provide incentives for the private sector to improve its 
information security practices. The introduction of data security breach 
notification proved to be inherently reactive to incidents which demonstrates how 
personal information is vulnerable to access by those with malicious intent.  
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F. Bovenkerk & M. Levi (eds.) The Organized Crime Community: Essays in Honor of Alan A. Block. New 
York: Springer: 54.   
496 Solove (2004): 115.  
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The conclusions and recommendations of the Identity Theft Task Force and its 
Dutch counterpart strengthen the image of diversity and subsequent complexity of 
the problem. Both of these initiatives play a vital role in the development of a 
comprehensive framework of state action in response to identity theft. This 
precisely because they manage to take stock of the vulnerabilities and as such are 
in a position to issue and implement recommendations for improvement. The 
exposition of vulnerabilities is imperative to understand how the state as protector 
can reduce the facilitation of incidents of financial identity theft.  



 
 

 



 

 

4  State as Provider 
 
 
Besides its function as protector of the people, the state also maintains a function 
as provider, at least since the early modern state (early 19th century). As provider, 
the state is responsible for the establishment of an identification infrastructure to 
serve as a framework for the provision of (social) services, but also to administer 
other aspects of daily life such as taxes, healthcare, education, employment of 
citizens, and others. Paul Schwartz captures the intricate connection between the 
service administration and its need for personal information.499 As Schwartz 
writes, Ò[t]he state gathers information because distribution of social services is 
impossible without detailed information on the citizen as client, customer, or 
simply person to be controlled.Ó500 Moreover, the identification infrastructure 
established by the state also becomes the framework used in, for example, the 
financial services sector. This makes the identification infrastructure important for 
both the public and the private sector. This chapter provides an overview of the 
main components of the identification infrastructure in both the United States and 
the Netherlands. The main components include identification information, 
ÔidentificationÕ numbers, identification documents, and instruments used for 
electronic identification or authentication.  
 
4.1  Identification information  
 
The accumulation of information, especially identification information, by the 
state is hardly new. As Colin Bennett notes, Ò[r]ecord keeping on individuals is as 
old as civilization itself. Historical research has traced the notion of a system of 
personal records back to most of the ancient civilizations of the Far and the Near 
East, Central and South America, and the Mediterranean. With few exceptions, 
however, such as William the ConquerorÕs renowned Domesday Book, the 
collection and keeping of personal records were localized and unsystematic.Ó501 
Despite its historical origins, record keeping activities of states changed 
significantly several decades ago as technological advances developed innovative 
opportunities for the maintenance of personal records. Moreover, Bennett 
describes how an increase in information collected from and about citizens 
occurred due to an increase in the number and complexity of policies to be carried 
out by the state.502 Simultaneously, the nature of the information collected for 
record keeping also experienced a transformation. Many of these changes, 
especially the technological advances, led to the introduction of information 
privacy or data protection initiatives as became evident in section 3.3. This section 
aims to shed a light on the actual information maintained by the state and its 
various agencies.   

                                                
499 Schwartz, P. (1992). Data Processing and Government Administration: The Failure of the American  
Legal Response to the Computer. Hastings Law Journal, Vol. 43: 1329. 
500 Ibid: 1332.  
501 Bennett, C. J. (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the United States.  
Ithica, NY: Cornell University Press: 18.  
502 Ibid.  
















































































































































































































































































































































































































