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Aims and Scope

Technology and Regulation (TechReg) is an international journal of law, 
technology and society, with an interdisciplinary identity. TechReg provides 
an online platform for disseminating original research on the legal and 
regulatory challenges posed by existing and emerging technologies (and 
their applications) including, but by no means limited to, the Internet 
and digital technology, artificial intelligence and machine learning, 
robotics, neurotechnology, nanotechnology, biotechnology, energy and 
climate change technology, and health and food technology. We conceive 
of regulation broadly to encompass ways of dealing with, ordering and 
understanding technologies and their consequences, such as through 
legal regulation, competition, social norms and standards, and technology 
design (or in Lessig’s terms: law, market, norms and architecture). We 
aim to address critical and sometimes controversial questions such as: 
How do new technologies shape society both positively and negatively? 
Should technology development be steered towards societal goals, and if 
so, which goals and how? What are the benefits and dangers of regulating 
human behaviour through technology? What is the most appropriate 
response to technological innovation, in general or in particular cases? It 
is in this sense that TechReg is intrinsically interdisciplinary: we believe that 
legal and regulatory debates on technology are inextricable from societal, 
political and economic concerns, and that therefore technology regulation 
requires a multidisciplinary, integrated approach. Through a combination of 
monodisciplinary, multidisciplinary and interdisciplinary articles, the journal 
aims to contribute to an integrated vision of law, technology and society. We 
invite original, well-researched and methodologically rigorous submissions 
from academics and practitioners, including policy makers, on a wide range 
of research areas such as privacy and data protection, security, surveillance, 
cybercrime, intellectual property, innovation, competition, governance, risk, 
ethics, media and data studies, and others. 

TechReg is double-blind peer-reviewed and completely open access for both 
authors and readers. TechReg does not charge article processing fees.
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The ethics of big data and AI have become the object of much public debate. 
Technology firms around the world have set up ethics committees and review 
processes, which differ widely in their organisation and practice. In this paper we 
interrogate these processes and the rhetoric of firm-level data ethics. Using inter-
views with industry, activists and scholars and observation of public discussions, 
we ask how firms conceptualise the purposes and functions of data ethics, and 
how this relates to core business priorities. We find considerable variation between 
firms in the way they use ethics. We compare strategies and rhetoric to understand 
how commercial data ethics is constructed, its political and strategic dimensions, 
and its relationship to data ethics more broadly.  

Constructing 
Commercial Data Ethics

Linnet Taylor* and Lina Dencik**

Linnet Taylor and Lina Dencik, Constructing commercial data ethics 
Technology and Regulation, 2020, 1-10 • https://doi.org/10.26116/techreg.2020.001 • ISSN: 2666-139X

a business environment. This paper aims to interrogate its starting 
points, its moral stance on data technologies and, most importantly, 
what kind of work its proponents and stakeholders see it as doing in 
relation to the technology sector.   

The research for this paper was conducted over the period 2014-
2019. The methods used consisted of institutional ethnography 
and elite interviews1 at technology firms including mobile network 
operators and data analytics consultancies, observation and follow-up 
interviews conducted by participating in data ethics and govern-
ance events where we participated in discussions with a range of 
groups. These included academic computer science and data science 
researchers, specialists in NGOs and international organisations 
conducting data analytics, and commercial data analytics specialists 
within firms. We also followed policy discussions over this period 
through meetings and reports. Finally, we conducted participant 
observation at various events on the ethics of AI and data analytics in 
the UK, the Netherlands, Germany and hosted by international organ-
isations such as the World Economic Forum and the United Nations. 

In order to further inform our findings, we conducted a series of eight 
interviews comprising three leaders of civil society organisations 
working on technology and rights, an ethicist, two corporate employ-
ees leading data ethics programs, and one independent member of a 
corporate ethics committee. These interviews focused on the specific 
issues we planned to focus on in this paper. It is therefore both these 

1 This paper draws on qualitative research conducted during a Marie Curie 
postdoctoral fellowship at the University of Amsterdam on big data in 
the development and humanitarian sectors, and during the ‘Global Data 
Justice’ ERC project at the University of Tilburg. Together these projects 
involved 200 formal and informal interviews with users and managers of 
big data resources, as well as observation in firms dealing with big data in 
different sectors. Some of the interviews were also conducted as part of the 
OSF-funded project ‘Toward Democratic Auditing: Civic Participation in the 
Scoring Society’.

1. Introduction
The rapid ascent of big data and AI as objects of attention in public 
debate over the last decade has created acute visibility and demand 
for both data and AI ethics. Firms engaged in the data economy have 
had to engage in discussions on ethics that at first took them largely 
by surprise, and have experienced a steep learning curve as they have 
been forced to define a moral stance on civil and political rights, 
freedom of speech, privacy, autonomy, and to justify their research 
and operational choices beyond concerns of shareholder value. The 
applied ethics of data and, more recently, AI have been central to how 
firms have addressed this challenge, bringing the ethics of technology 
out of the academy and into the corporate world through consulting, 
advisory boards and the formation of tools, guidelines and assess-
ment services by third parties on an entrepreneurial basis.

This extraction of applied ethics from its origins in academia and its 
insertion into the high-stakes, high-velocity field of commercial tech-
nology development has resulted in a new commercially stimulated 
data ethics with its own objectives and rhetoric. This commercial eth-
ics aims to shape social expectations of both data technologies and 
of the firms that create and deploy them: it is an instrumental ethics 
that aims to have tangible political and economic effects. In order to 
understand these effects, one starting point is to analyse data ethics 
as a discourse, separating out the rhetoric and practices involved 
in commercial data ethics and exploring them as strategic tools in 

*  Tilburg Institute for Law, Technology, and Society (TILT), Tilburg Universi-
ty, the Netherlands.

** School of Journalism, Media and Cultrural Studies, Cardiff University, UK. 
 This paper was written with the support of the Horizon 2020 program of 

the European Union, ERC Starting Grant no. 757247 (Linnet Taylor) and 
ERC Starting Grant no. 759903 (Lina Dencik). We thank our interviewees 
for their contributions, and also two anonymous reviewers for their advice.
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This article argues that the AdTech market has undermined the fundamental right 
to privacy in the European Union and that current legislative and fundamental 
rights protections in the EU have been unsuccessful in restraining these privacy 
harms. The article further argues that these privacy consequences have imported 
additional reductions in individual autonomy and have the capacity to harm the 
Rule of Law.

The Impacts of AdTech on 
Privacy Rights and the Rule of 
Law

Róisín Áine Costello*

Róisín Áine Costello, The Impacts of AdTech on Privacy Rights and the Rule of Law, 
Technology and Regulation, 2020, 11–23 • https://doi.org/10.26116/techreg.2020.002 • ISSN: 2666-139X

The negative privacy impacts which flow from the large-scale col-
lection of personal data in the AdTech market are also harmful to 
individual autonomy - and cumulatively harmful to the Rule of Law 
through the diminution of individual liberty and the associated partic-
ipatory capacity of individuals to engage in the democratic process. In 
this respect the article argues that the right to privacy is an essential 
component of the substantive or ‘thick’ conception of the Rule of Law 
endorsed by the Union in as much as it acts as an effective restraint 
on State overreach and secures a constitutionally mandated zone of 
individual autonomy. 

The article argues that the legislative measures taken by the Euro-
pean Union to combat the development of the AdTech market, while 
motivated by the ostensible aim of securing fundamental rights, have 
in fact created a hierarchy in which data protection as a market-ori-
entated right has been elevated above the socially oriented right of 
privacy. 

As part of this development, the contractual practices which enable 
the AdTech landscape have proliferated largely unopposed on the 
understanding, only recently challenged, that they satisfy the thresh-
old notice and information requirements required by data protection. 
Meanwhile, there has been a marked failure to engage in a substan-
tive manner with the normative harms to individual privacy which 
may subsist alongside the satisfaction of a market orientated vision of 
data protection. 

The article begins, in section two, with an explanation of the opera-
tion of the AdTech market and its impacts on individuals’ lives before 
moving in section three to examine the legal landscape in which 
AdTech operates. Section four then examines how AdTech fits within 
the legal framework based on Article 8 CFR before moving, in section 
five, to examine how the right to privacy is impacted by the current 
legal and practical schema. Finally, in section six, the article expands 
its examination to consider how AdTech implicates negative harms 

“Although we feel unknown ignored
As unrecorded blanks

Take heart! Our vital selves are stored
In giant data banks” 1

1

1.  Introduction
Sarah Igo has speculated that the collision, or collusion, between 
the disclosure of personal data and the technological capacity to 
capture, analyse, and harness this data will be the defining feature of 
the twenty first century privacy landscape. While this tension between 
what can be known and what should be concealed is an enduring one, 
individuals’ ability to exercise control over the boundaries of their 
private experience has, in the last decade, receded rather than being 
augmented by technological advances.2 

This article argues that the online AdTech market, as currently con-
stituted, has been central to this recession, and has undermined the 
fundamental right to privacy as it is protected in the European Union.3 
In particular, the article establishes that online markets for personal 
data are specifically orientated to enable large scale collection of 
personal data in circumstances where individuals have a limited 
understanding of the ways in which that information will be used, and 
offers no functional choice to consumers in seeking to access goods 
or services which do not operate such data collection practices. 

1  Felicia Lamport, ‘Deprivacy’ Look Magazine (1970).
2  Sarah E Igo, The Known Citizen: A History of Privacy in Modern America 

(Harvard University Press 2018), 353.
3  Regulation (EU) 2016/679 (henceforth GDPR).

* Trinity College Dublin, School of Law.
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Data governance is a phenomenon that brings many interests and considerations 
together. This editorial argues that active involvement of various stakeholders is 
vital to advance discussions about how to create value from data as a means to 
stimulate societal progress. Without adequate checks and balances, each stake-
holder group on its own will not have sufficient incentives to do its utmost to 
achieve this common goal. Policymakers and regulators need to be stimulated to 
look beyond short-term results to ensure that the design of their initiatives is fit for 
purpose. Industry players have to be transparent about their practices to prevent 
strategic behaviour that may harm society. And researchers must inform their 
findings with real-world evidence and proper terminology.  
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tection (at least in the context of EU law) also pursues an objective of 
market integration and thereby stimulates the free flow of personal 
data, other considerations beyond data protection need to be taken 
into account as well in order to design adequate governance models 
for data. This is not a straightforward exercise, because there is a myr-
iad of legal, economic, technical, and social interests to be reconciled.

Questions about how to regulate data become increasingly complex 
as datasets typically consist of several types of information (personal, 
non-personal, machine-generated, organizational, public sector infor-
mation) over which multiple parties hold overlapping entitlements 
(data protection and consumer rights of individuals, intellectual 
property rights of firms as well as confidentiality obligations between 
parties). The coexistence of such entitlements raises conceptual ques-
tions about how various forms of control over data (legal, contractual, 
technical) can be exercised in parallel and what governance structures 
should be designed to fully exploit the potential of data across the 
economy.3 Because legislators are now preparing to take concrete 
measures to stimulate data-driven innovation,4 this is a crucial 
moment to inform policymaking in the area.

Such a discussion connecting different strands of thought sur-
rounding data governance was the objective of a workshop held at 
Tilburg University in November 2019 that I co-organized with Martin 

tion ‘A European strategy for data’, COM(2020) 66 final, 19 February 2020, 
1, 4.

3 The question of how to deal with parallel entitlements to the same data 
formed the core of the research project ‘Conceptualizing Shared Control 
Over Data’ as funded by Microsoft. Next to the workshop on which this ed-
itorial reports, the project also involved a call for Microsoft fellows in 2019. 
Selected candidates obtained funding to visit TILT and join the project for a 
number of months.

4 In its February 2020 Communication ‘A European strategy for data’, the 
European Commission announced its intention to adopt a proposal for a 
‘Data Act’ by 2021, as discussed below in section 4.

1. Setting the scene
It is striking how little is known about effective governance structures 
for data considering the intensity of discussions about the impor-
tance of data as a currency, input or asset.1 From a legal perspective, 
debates are still dominated by data protection law – a regime mostly 
motivated by the need to offer protection against the risks that the 
processing of personal data entails for the privacy of individuals. 
Apart from risks, the use of data can provide enormous benefits to 
consumers, businesses as well as society at large. Data forms a basis 
for innovative products and services, enables businesses to make 
their production processes more efficient and can boost economic 
growth as well as serve societal interests such as through personal-
ized healthcare and improved energy efficiency.2 Although data pro-

1 Beyond the many policy documents published by EU institutions as refer-
enced throughout this editorial, see for instance World Economic Forum, 
‘Data-Driven Development: Pathways for Progress’, January 2015, available 
at http://reports.weforum.org/data-driven-development/ and OECD, 
‘Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for 
Data Re-use across Societies’, November 2019, available at https://www.
oecd-ilibrary.org/science-and-technology/enhancing-access-to-and-shar-
ing-of-data_276aaca8-en

2 The European Commission has argued that “Data-driven innovation will 
bring enormous benefits for citizens, for example through improved per-
sonalised medicine, new mobility and through its contribution to the Euro-
pean Green Deal” and has expressed its intention of creating an attractive 
policy environment for data “so that, by 2030, the EU’s share of the data 
economy – data stored, processed and put to valuable use in Europe – at 
least corresponds to its economic weight”. See Commission Communica-
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* Inge Graef is assistant professor at Tilburg University, with affiliations 
to the Tilburg Institute for Law, Technology, and Society (TILT) and the 
Tilburg Law and Economics Center (TILEC). The workshop on which 
this editorial reports took place in the framework of the research project 
‘Conceptualizing Shared Control Over Data’ that received funding from 
Microsoft. I would like to thank Martin Husovec for his comments on an 
earlier version of this piece.

Special issue: Governing Data as a Resource



25 Paving the Way Forward for Data Governance: a Story of Checks and Balances TechReg 2020
�� ���������������������������
��������������
���	��������������������������� ������������

�����������������������������
�������
�	��������������
�����
�������������������������������������
����������
�����������
�����
������������
�����������������������������������������������������
���������
����������
�
������������������������
������������
�������
���������
������������������
 ����
����� ���������������
 �������������
�
������������
����������������������
��������������������������
��������������������������������������������
�����������������������
������������
�����

������������������
�������������������������
�����������������������
�
����������������������������������������
������������
�
���
���������

����������
�
�������
���������������
����������������
��
����
�
����
��������������������������������������
������������
������ ����������
�
�����
���������������
�����������
������
������
��
��������������
�
������������������ ������
���
����
�����������
���������������
�������
����������
��›����
�������� ���������������������������������������
�������������
�������
�������������������������
������������
��������
��������
������
�����
������������������������������������������������
����
���������
��������������
����������
������������� ���
������
��������
����������������
�
����������������������������������������
������������
������
����������
���������������������������������� �

����
������
��������
������������ ��
�����
����
��� ��
�����������
�����›����������
��������
�����������������������������������
�����������
�������
���� ��������������������������������
����������
�����������
��
������������������������

��� 
�����
�	������������������
�����
��������
������������������
��������
����������������
������������
����
���������������
�
����
���������
���������������������
������
�����������������������������
������� ������
��
�������������������
�
���������
������
�
�������
�����
���������������
���������������
��������
���������������
������
�
�����
��������������� ����
����
���������
���������
���������� ��������������������
��������������������
������
���������
����������������������
����������
��������
���������
��� �����
�
���
�� ���������������
��������
������������
�����������������
�����
����
�������������������
���������
��������
�������������������������
��
�������
�����������
�������������
������������������
�
��������������
���������������������
����������
����
����������������
������
���
��
��
����������
����� ���������
��������
�����������
������
�����
����������
���������������
������
������
��›��������
��������
�
������������
���
�
������
��������������������
�������
���������������
�������������������������� ��������������
��������

�������������
�������
��
��
������������������������
��
���������������
���������������
�������������
�������
�����������
�����������������������
���������
�
�����
��
�������������������������������������������������
������
����
������
�����������������������������������������
������
����������
��
���� ������
���
������������������������������
�����������
������������
������� �������������������������������
�������������������������
�����
������������

����������������������
��
������������
�
������������������������
�����
��������������������������
�������������
� ���������������
�������������������������
�������������������������
�
���������������
����������������������������
��
��������
��������
��������
����
�

�� ���������
������
������
��������
�����������
���������
��
� �
��	�����������
�� ������
���
������

�� �������
����������
��
�������
�� �����������������
��������
�������������������
����������
��������
������

������������������������������
���
������������
��������
����������
�� 	�������	�����
 ����������������������
�
�������������������������������

������������

������
������������� �������
������������������������ ��
����������
���� ������
������������������������������
��
������������������
���
���
�����
�
��������������������
�������������
��������� �����
������������������������
���������������������������
�
��������������
���������������
���
�������
�����������������
�����
���������������
��
��
����������������
���������
����������
�����������������
�����������
��
�
����������������
��������������
����������
���
����
���
��
�������
���������
����������
������������������
���������������
�����������
�������������������������������������
�
����
�����

������������������
���������������������������������
�������������
���������
������
�����
����
��������������������������������
�������
�����������
����������
����������������
������������������������
���������������������������������
������������
����������
���������
������������������������������
��������������
���������
������������
�������������
����������������������������������
���������������
��
���������
�������
���������������
���������������
����������
������
�������
���������������
����������
�����������
������
��������
�������������
��������������������������������������������������������
��������������������������������
�������������������
��
����������
���������
�����������������
��

������
������
���
�����������������
�����
����
��������������
���
�����������������������
��������������
������������
����������������
���
�����������
���������������������
������������������������������������� ������������
�����
�������������
�
��������
�������������
���������
���
�
�������
����
�
������������
��������
������
��������� �������������������������������������
�������
����
������������������������������
����
����������������
������������
�
�������������������
�
�������������������������
�
������������
�
�
�����
���
���

›
�������������������
��
���
���������������������������
����
�
�������������������������������
�������������������������������
������
������������
�������������������������������������������
����
�������
�
�����
����
��
�
������
��������������
��������������������
�����
���������
��
������������������
�
������
�����������
���
����������
���
����������
���������
�������
�������
�������������������
������
�������
���������
���
����������������������������������
���������
��
�
�������
�
�
������
���������
������������������
����������������
�
��������������������������������
����������
���������������� ���������
�����������������
������ ���������������������������
���������������
���
���
����������������������������������

›
��
����
�
�����������
������������������
��������������������
�����
�
������
��������������������
���������

������
��
�������
�
�����
����������������
����
��������������
������
������
��›�
�������
��������
�����������������������
������������������������
�

�� ���������
������
������
�����������������
��������
������������ �
��	�������������
�� ����›�����������
�����������
��
������� �������

��� �������
����������
��
��������
������
�������
��� �������
����������
��
����� ����� ����
��� �������
����������
��
������ ��� ����
��� �
�������� �������������������	����
�������� ��������������������������

�����
�›�����������������������
���������
��
¡���
��������������¢����
�
���¢�
������
��������������
�����������������������

������
������������
��
��������
���	��
�����������������
���������������
�������������� �����
	���£�����
��������
�������� �����
����������
���������
�������⁄������
�
������
�������
��������¢�
������
���������
������������������������
����
���������������
�	������
���������

��� ���������
����������¥�������������������
���������
���
������������
����
������¢��������������
����������������������������������
�
������
��������
�
������������
��
��
�ƒ����§����¤���¥���

��� �������
����������
��
���������
����
����
�
������
��������������
�
���������
��������������
������
������
��������
�����������
������
���
��
� ���	�����������
�� ������
���
������

��� ����� ��������������������
�������������



26 Paving the Way Forward for Data Governance: a Story of Checks and Balances TechReg 2020
�� ���������������������������
��������������
���	��������������������������� ������������

��������������������������
�
�����������
���
���	��
������������������
�����������������
������������������������
��������������������������
������������������������������������������������
����	���������������
�������������������
������
���������������������������������
����
��
�����������������������
�������������������
����������������������
�
������������������������������� ���›
���������
��
��������������
������
��������������������������������
���������������	����
�����
��
����������������������� ���
������
���������
����
�������������������
���������������
���������������›������������ 
����������›�������������
���
���������������������������������������
����������
����� 
�����
������������������������������������������
�����������	����������
�������������›����������������������
�������������� 
�����
�������������
��������������������������������������������������
�
��
���� �����������
�����������������
������������
�������
�����������������	������������
�������������
��������
����������������������������� �������������
�

���������������������������������������
���
�����������
����������
�
��
����������������������������
�������������������	�

����
��������������
������������������� �›�����
����������������
��
����������
���� 
������������������������������������� 
�����������������
�������������������������������
��
����������� ����������� ��
�����
����
����
�
��������������
�	��������� �����
������������������� �›������
�������������������
��
����������������������������
���������������
���������
����������������������� ���������������������������������
�
���������
�
������
���������������������������������� ����
�������
��������������������
����������������
����������
��� ������������ �����

������������������
�� �	���›
���������
�����������
����������

������
���������������
����
���������������������������
���� 
�������������������
������
����������������������
�
���������������
�
��������������������
�������
����������������������������
������
���������������������
��
����������������� �›����	��
��������

��������������������� ���������
����
���������������������
��������������������������
��
�������������
�������������� �����������
�
������������
�������������������	�� �����
�
������
�����������������������������������
�������������
�������
����
�
�����������������	

���������� �����
�������
���� ��
���
����������������������������
�������
������ 
�������������������������������
���������������������
�����
����� �����������������	���������������������
����������
������
���
������������
��������������
���
�������������������������������������
���
��
��������
����������
��
�������������������������
������
��
���������������
���������������������� 	��������� ���������������
��
������������������
��
 
�������������������
�����������������
�����������
������������������
�����������
�����������	������������ 
����
���������
������ 
����������������
������������������������
�����������������������
�����������������
�� �������������������������������
����
�
�����������
�����������������������������������	����
������������������������������
���
���� ������������������
�������� 
�������������
����
����
�
�
���������������������������������
�������������������
������
����������
����
���������������������������������������������� ����������������
���
�������������������������	�

��� ����ƘǧǇǎΥκκŘŀǘŀǘǊŀƴǎŦŜǊǇǊƻƧŜŎǘΦŘŜǾκΦ
��� �������������������������� ��������������������›��������������
�������›
����

�����������������������������������������������������������������
ƘǧǇǎΥκκŀōƻǳǘΦŧΦŎƻƳκƴŜǿǎκнлмфκмнκŘŀǘŀπǇƻǊǘŀōƛƭƛǘȅπǇƘƻǘƻπǘǊŀƴǎŦŜǊπǘƻƻƭκΦ

��� wŜƎǳƭŀǝƻƴ ό9¦ύ нлмсκстф ƻŦ нт !ǇǊƛƭ нлмс ƻƴ ǘƘŜ ǇǊƻǘŜŎǝƻƴ ƻŦ ƴŀǘǳǊŀƭ 
ǇŜǊǎƻƴǎ ǿƛǘƘ ǊŜƎŀǊŘ ǘƻ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŀƴŘ ƻƴ ǘƘŜ ŦǊŜŜ 
ƳƻǾŜƳŜƴǘ ƻŦ ǎǳŎƘ Řŀǘŀ ŀƴŘ ǊŜǇŜŀƭƛƴƎ 5ƛǊŜŎǝǾŜ фрκпсκ9/ όD5twύ ώнлмсϐ hW 
[ммфκмΦ

���!ǊǝŎƭŜ нф ²ƻǊƪƛƴƎ tŀǊǘȅΣ DǳƛŘŜƭƛƴŜǎ ƻƴ ǘƘŜ ǊƛƎƘǘ ǘƻ Řŀǘŀ ǇƻǊǘŀōƛƭƛǘȅΣ р !ǇǊƛƭ 
нлмтΣ ²t нпн ǊŜǾΦлмΣ фπмлΦ

��� ����
���������������������������������������������� 
�
�������������
�������������������������������  �����������������������������	

�
����������������������
�����������������������������
������
���
���� �
��������������������	����
��� �����������������������
�������������
���
��������
������������������������ ����
������������������������
������ �������������������
��������������������������������������������
����
������������������
����������������������
���� �����
�������������
�
����������
�����������������
��
�������������������������������
����	���
������������������������
������������������������������������������
�������������
������� ����
���������������������� 
�� ��
�������� �
���������������������������������������
��
����
������������������� �
����������������
����� �������¡������
��������������� ����
��������
�����
����������������������������������
����
����������������������������
�� ��������������	�¢������������
��������������������
����������������
����������������
����������������������
���
����������������	��
������
���� ������������������
��������������������������������������������
������������������������
������������
���
����������������������
���������������������������������������������
��������������	���

�
����
������ ������� �������������
���������������������������������
������������ �������
��
������������������������
�����������������������
������������� � ����������� �����
����
���
���������� �
����������
�������
��
�������������
��� ��
������������������
���������
�������������	�
�
���������������
��
�������
���������
��������������	

��� ����������������
���
������������������������������������������������ �����
���� ���
�����������
��
������������	��
��������������
���������������� ������
���� 
������
���
������������������������������
����
����
����
���
���������
������ ��
�������
���������
�������������������������������
���������� 
�������������������������
���	�����
����������������
�����
��������
����������������������	��
������������
����
������������

���������������������������������
��������
����� ���������� ��������
�
��������������������������������
����
�����
��� ������
�������������
�
�����������������	�›����
������������
��������������
������������
����
����������������
����������������� � ���������������������
�������
���������� ��� ����� �������� �� �����������������������������������
��������
�������������������������
�����������������������������
�������
����	��
�������������������������
����������������������������
������ 
������������������
�����������������
�����������������
����
��
�������������������
��������������	

������������� ������������
������� ��
�����
�������� ��������������
���� ����
��������
��������������� ��
��������������� �����������
����������������������������������������
���������
����
���
������
	�������������������������
��������������������������������	����
��
����������������
������� ������������
�������������������������
���������
���������������
�������
��
�������������� ����������������
�������������������������������������������������������������������
���������������������������	������������� �
����
���
����� ������
����������������������
�����
���������
������
���
�
������������
�����
�������������
���
�
����������� ��������������� ��������	��
��
 
�
�
�����������
�������������������� ������������
�������������
����
�
������������������������������� �������������
�������
����� ������
��
������������ ������������������������������ ����������
�����������
��
�������
���������������������������������
������� ����������������
����������� ����������������������
�������������
��
����������������	�

������
��������
����������������������
����������������������������
��
���������������� ��������������������������������¢���������������

��� �
�������������������������	
�¢� �
�������������������������	
��� ���������������£��
����������������	
����������������������� ��� ���������������������������
���� ����������

�������������������������������������������������������������	







28 Paving the Way Forward for Data Governance: a Story of Checks and Balances TechReg 2020

04



Technology 
Regulationan

d

madison@pitt.edu

governance, institu-
tions, data, commons, 
knowledge commons, 
groups, things, objects, 
resources, communi-
ties, collectives

This article describes the challenges of data governance in terms of the broader 
framework of knowledge commons governance, an institutional approach to gov-
erning shared knowledge, information, and data resources. Knowledge commons 
governance highlights the potential for effective community- and collective-based 
governance of knowledge resources.  The article focuses on key concepts within 
the knowledge commons framework rather than on specific law and public pol-
icy questions, directing the attention of researchers and policymakers to critical 
inquiry regarding relevant social groups and relevant data “things.” Both concepts 
are key tools for effective data governance.  

Tools for Data Governance

Michael J. Madison*

Michael J. Madison, Tools for Data Governance, 
Technology and Regulation, 2020, 29–43 • https://doi.org/10.26116/techreg.2020.004 • ISSN: 2666-139X

In part the aim of the article is to provide a basic toolkit that is not 
tethered to immediate needs and that is adaptable and evolutionary 
in appropriate ways, as data governance questions challenge us to 
extend our imaginations. Some of this challenge is old. Along with 
researchers and industry, regulators and ethicists long ago began to 
confront the speed, breadth, and scale of the raw computing power 
now available at comparatively modest expense, so-called Big Data, 
and the rise of disciplines combined under the title “data science.” 
Law and regulation have grappled with widely-deployed artificial intel-
ligence (AI) systems, which feed on massive supplies of data. 

What is new, and what calls for newly-flexible modes of thinking and 
practicing, is the apparent demise of human comprehensibility at 
the center of technology design and deployment. Computing speed, 
scale, and autonomous execution of networked computer systems 
today operate in ways that effectively embody the absence of meaning-
ful limits on the humans’ capacity to discern patterns in data and to draw 
inferences from them. 

That concern is linked to virtually every area of human endeavor and 
more. Data undergirds both the “Internet of Things,” material objects 
and environmental contexts in which networked sensors and actua-
tors are embedded, and the “Internet of Bodies,” in which connected 
devices are attached to or ingested by human beings.1 The influences 
of data are seen in a growing number of techno-social systems, from 
manufacturing to health to politics.2 One can imagine our data-satu-
rated environment as a three-sided blend of the conceptual contri-

1 Andrea M Matwyshyn, ‘The Internet of Bodies’ (2019) 61 William and Mary 
Law Review 77.

2 Julie E Cohen, Between Truth and Power: The Legal Constructions of Infor-
mational Capitalism (Oxford University Press 2019); Brett M Frischmann 
and Evan Selinger, Re-Engineering Humanity (Cambridge University Press 
2018).

1. Introduction
Law offers no single or simple answer to the problems and oppor-
tunities afforded by data. For data scientists, commercial entities, 
and policymakers which may ask, “how should data be generated, or 
stored, or transferred, or used?,” this article offers a short set of basic 
tools to use in developing suitable possibilities for governance and 
ethical practice.  This is neither a detailed list of prescriptions nor an 
inventory or checklist of remedies for current controversies.  Instead, 
the article offers two essential tools for imagining how to advance 
effective data governance. One consists of identifying and describ-
ing relevant social groups in which governance frameworks may 
be embedded. Two consists of identifying and describing relevant 
resources, or things, whose form and flow will contribute substan-
tially to the welfare effects of the relevant data governance systems.

In part the aim of the article is to broaden relevant perspectives. Pre-
paring the article followed a prompt to consider governing and regu-
lating “data markets” relative to innovation, growth, and societal pro-
gress. That premise risks cutting off the inquiry prematurely. Markets, 
including regulated markets, are often too simplistic as descriptions 
of relevant problems or solutions, given what is almost self-evidently 
a complex challenge. State or government control or supply, as the 
usual alternatives to market regulation of problematic social phenom-
ena, are likewise often too simplistic. Understanding data requires a 
broader view, adding the concept of commons governance to these 
two, in which “commons” embraces data sharing in some collectively 
managed or governed context. Data are almost always significant or 
valuable because they are shared. 

* Michael J. Madison is Professor of Law at the University of Pittsburgh 
School of Law. This paper was presented at the workshop ‘Governing 

 Data as a Resource’ organized at Tilburg University in November 2019.

Special issue: Governing Data as a Resource
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Data governance for data sharing is becoming an important issue in the rapidly evolving 
data economy and society. In the smart cities’ context, data sharing may be particularly 
important, but is also complicated by a diverse array of interests in data collected, as well 
as significant privacy and public interest considerations. This paper examines the data 
governance body proposed by Sidewalk Labs as part of its Master Innovation Develop-
ment Plan for a smart city development on port lands in Toronto, Canada. Using Sidewalk 
Lab’s Urban Data Trust as a use case, this paper identifies some of the challenges in 
designing an effective and appropriate data governance structure for data sharing, and 
analyzes the normative issues underlying these challenges. In this example, issues of data 
ownership and control are contested from the outset. The proposed model also raises 
interesting issues about the role and relevance of the public sector in managing the public 
interest; and the need to design data governance from the ground up. While the paper 
focuses on a particular use case, the goal is to distil useful knowledge about the design 
and implementation of data governance structures.  

Designing Data Governance 
for Data Sharing: Lessons from 
Sidewalk Toronto

Teresa Scassa*

Teresa Scassa, Designing Data Governance for Data Sharing: Lessons from Sidewalk Toronto, 
Technology and Regulation, 2020, 44–56 •  https://doi.org/10.26116/techreg.2020.005 • ISSN: 2666-139X

efit from, or to not be harmed by, data in which they have an interest.

This paper considers data governance for data sharing through the 
lens of the data governance scheme proposed by Sidewalk Labs as 
part of its Master Innovation Development Plan (MIDP)3 for a ‘smart 
city’ development on the waterfront of Toronto, Canada. Recogniz-
ing the diverse interests in the data that might be collected in the 
development, the MIDP called for the creation of an Urban Data Trust 
(UDT) as a data governance body to address both the collection and 
the sharing of the novel category of ‘urban data’. Data governance 
bodies, whether labelled data trusts or otherwise, have generated con-
siderable interest as a means of facilitating data sharing while accom-
modating different interests in data. This paper uses the example of 
urban data and the UDT to illustrate some of the challenges that are 
central to data governance for data sharing. 

This paper begins with a discussion of the concept of data gov-
ernance for data sharing. Recognizing both the importance of and 
the unique characteristics of data in a digital society, it draws upon 
Frischmann, Madison and Strandburg’s proposal for a framework for 
governance that seems well suited to the smart cities context. They 
define the ‘knowledge commons’ as “the institutionalized community 
governance of the sharing, and, in some cases, creation, of informa-
tion, science, knowledge, data, and other types of intellectual and cul-
tural resources”.4 Their framework recognizes that the goal is not just 
to store data securely, but rather to share it to build new knowledge 
and tools in service of a common goal or in accordance with shared 
values. The first part of this paper explores the ‘knowledge commons’ 
as an organizing framework for data governance and links it to the 

3 Sidewalk Labs, ‘Master Innovation Development Plan’ (Sidewalk Labs, 
June 2019) https://quaysideto.ca/sidewalk-labs-proposal-master-innova-
tion-and-development-plan accessed 27 April 2020 [MIDP].

4 Brett M. Frischmann, Michael J. Madison, and Katherine J. Strandburg, 
Governing Knowledge Commons (OUP 2014) 3.

1. Introduction

Data is prized as a resource for technological innovation and eco-
nomic development. Private and public sector companies, research-
ers, and civil society actors all seek to control and to access data, 
and governments increasingly seek to facilitate access. Data sharing 
may be between a few self-selected actors, or on a broad scale, with 
much in between.1 Sharing is more complex where data sets include 
personal information or human behavioral data. These categories of 
data can significantly impact individuals and communities, raising 
important questions about privacy, dignity, autonomy, discrimination, 
expression and association.2 The increased demand for data sharing 
creates a concurrent demand for data governance that can address 
competing claims to rights and interests in the governed data. These 
are not so much ‘ownership’ claims, although some may be framed in 
those terms. Rather, they are claims by groups and individuals to ben-

1 A diversity of sharing arrangements can fit within the concept of a ‘data 
trust’. See: Jack Hardinges, ‘What is a Data Trust?’ (Open Data Institute, 10 
July 2018) https://theodi.org/article/what-is-a-data-trust accessed 27 April 
2020.

2 Although the widespread collection of personal data is most often associ-
ated with individual privacy, some scholars raise concerns about other pri-
vacy harms to both individuals and communities. See, e.g., Linnet Taylor, 
Luciano Floridi and Bart van der Sloot, ‘Introduction: A New Perspective 
on Privacy’ in Linnet Taylor, Luciano Floridi, and Bart van der Sloot (eds) 
Group Privacy (Springer 2017). 

 Teresa Scassa is the Canada Research Chair in Information Law and Policy 
at the University of Ottawa. An earlier version of this paper was presented at 
the workshop ‘Governing Data as a Resource’ organized at Tilburg University 
in November 2019. I am grateful to the thoughtful feedback received from 
many participants, and particularly to the comments of my paper’s discus-
sant, Michael Madison, and the anonymous peer reviewers. Thanks also to 
Pamela Robinson for her comments on an earlier draft and to my research 
assistant Tunca Bolca. Although I am a member of Waterfront Toronto’s 
Digital Strategy Advisory Panel, my comments in this paper are my own and 
do not represent the views of that panel or of Waterfront Toronto.
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The paper aims to contribute to the discussion on how to regulate and govern data as 
an economic asset. It critically discusses the ‘data flow paradigm’, defined here as the 
regulatory focus on data (transactions) with the purpose to enhance data exchange by 
establishing data markets. Based on the examples of the electricity and the automotive 
sectors with respect to data governance, the paper finds that the data flow paradigm alone 
is too narrow. This paradigm seems to bear the idea that there should be well-operating 
data markets, possibly by the operation of the law, and that such markets alone would 
deliver the grand policy expectations, such as ‘AI’ or ‘data-driven innovations’. Yet, fos-
tering data exchange is not an end in itself and should be regarded with respect to the 
sectoral objectives and constraints. As the study of the examples shows, the quest for 
appropriate mechanisms to govern data often leads to rediscovering old concepts, such as 
(data) commons or (data) platform. Finally, the paper discusses future possible regulatory 
intervention.

Beyond the data flow paradigm: 
governing data requires to look 
beyond data

Charlotte Ducuing*

Charlotte Ducuing, Beyond the data flow paradigm: governing data requires to look beyond data, 
Technology and Regulation, 2020, 57–64 • https://doi.org/10.26116/techreg.2020.006 • ISSN: 2666-139X

sectors, in order to fairly govern data as a resource. Against this 
background, the fourth section draws critical lessons with respect to 
the data flow paradigm. While this paradigm can be characterised as 
horizontal, in the sense of being general and context-agnostic, the 
determination of the fitness of data governance mechanisms appears 
to be highly contextual, both in terms of objectives and constraints. 
This being said, the fifth and last section concludes by opening 
avenues for further research. Although essentially contextual, many 
lessons can indeed be drawn from the analysis of data governance 
mechanisms in specific sectors, in order to better understand the 
factors influencing positively or negatively their fitness. The data flow 
paradigm is mainly a regulatory one. By showing its limitations, the 
paper also aims to contribute to opening avenues for further regula-
tory initiatives to regulate data as a resource. 

2 Owning or sharing: the data flow paradigm
In order to define what is called here the ‘data flow paradigm’, the 
section presents, in turn, two of its sides, namely the creation of an 
ownership(-like) rights on data and, second, the enactment of data 
access or data sharing obligations. The data flow paradigm may obvi-
ously also encompass other regulatory measures.

The creation of ownership(-like) rights on data has been contem-
plated, in the Communication from the European Commission 
‘Building a European data economy’, with the purposes to bring legal 
certainty as for entitlements on data and to empower parties provid-
ing or, respectively, producing data.1 The aim was to “improve[…] the 
operation of data markets by transforming data into merchandisable 
private goods in much the same way as do intellectual property rights 

1 European Commission, Communication ‘Building a European data econ-
omy’, COM/2017/09 final, 10.1.2017 and the accompanying Commission 
Staff Working Document ‘On the free flow of data and emerging issues of 
the European data economy’, SWD/2017/02 final. 

1. Introduction
The paper submits that the ‘data flow paradigm’, defined here as the 
regulatory focus on data (transactions) with the purpose to enhance 
data exchange by establishing data markets, is too narrow to govern 
data as an economic resource. The data flow paradigm is particularly 
exemplified, at the European Union (‘EU’) level, by the regulatory 
attempts to create ownership(-like) rights on data or, conversely, to 
impose data sharing obligations, as considered in the Communica-
tion from the European Commission ‘Building the European data 
economy’ of 2017. 

Based on two sectoral examples in the electricity and automotive 
industries, the paper discusses limitations suffered by the data flow 
paradigm. As a matter of fact, the regulatory options discussed to 
govern data as an economic resource in both sectors are already 
much broader in scope and diversified. Although sometimes implic-
itly and/or disguised in technical considerations, the governance of 
data in both cases is discussed in terms of institutional arrangements 
between the stakeholders. They resemble well-known governance 
mechanisms, such as ‘commoning’ practices on the one hand and 
the creation of a monopolist (platform) operator on the other hand. 
One can observe a growing interest in scholarship and amongst 
policy makers to adapt these older governance mechanisms by appre-
hending data as a resource. This can be seen in the recently published 
‘European Data Strategy’ from the European Commission. 

The paper starts with a characterisation of the ‘data flow paradigm’. 
Then the two following sections outline, in turn, the data govern-
ance mechanisms discussed in the electricity and in the automotive 

Special issue: Governing Data as a Resource
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Data intermediaries may foster data reuse, thus facilitating efficiency and innova-
tion. However, research on the subject suffers from terminological inconsistency 
and vagueness, making it difficult to convey to policymakers when data govern-
ance succeeds and when data sharing requires regulatory intervention. The paper 
describes what distinguishes data intermediaries from other data governance 
models. Building on research on intellectual property governance, we identify two 
distinct types of data intermediaries, data clearinghouses and data pools. We also 
discover several governance models that are specific to data and not present in the 
context of intellectual property. We conclude that the use of more refined termi-
nology to describe data intermediaries will facilitate more accurate research and 
informed policy-making on data reuse.   

Defining Data Intermediaries

Alina Wernick*, Christopher Olk** and Max von Grafenstein***

Alina Wernick, Christopher Olk, and Max von Grafenstein, Defining Data Intermediaries – A Clearer View through the Lens of Intellectual 
Property Governance, Technology and Regulation, 2020, 65–77 • https://doi.org/10.26116/techreg.2020.007 • ISSN: 2666-139X

holders’ incentives to share it with others. There may be a number of 
reasons why motivation to share data is lacking. 

These motivations may be divided into two categories: a) interest to 
maintain competitive advantage in the market and b) obstacles aris-
ing from operating in a particular context, such as transaction costs. 
As an example of the former, economic agents may be reluctant to 
share data with others out of fear of losing a competitive advantage 
derived from the data.3 Risk aversion with respect to breaching rele-
vant legislation, such as data protection and intellectual property law,4 
as well as imperfect information on whether the reuse could pose a 
competitive threat may hence discourage sharing. The data holder 
may also overestimate the data’s value due to an endowment effect.5 
In terms of business strategy, if the appropriability and criticality of 
a resource are perceived as too high and its substitutability as low, 
firms tend not to cooperate with other players even if the potential 
benefit from cooperation is very large.6 Furthermore, there are several 

3 In some situations, data may also qualify as a trade secret. See Josef Drexl, 
Reto Hilty, Luc Desaunettes, Franziska Greiner, Daria Kim, Heiko Richter, 
Gintare Surblyte, and Klaus Wiedemann, ‘Data Ownership and Access to 
Data-Position Statement of the Max Planck Institute for Innovation and 
Competition of 16 August 2016 on the Current European Debate’ (2016) 
Max Planck Institute for Innovation and Competition Research Paper No 16-
10, 6 https://ssrn.com/abstract=2833165 accessed 28 June 2019.

4 Max von Grafenstein, Alina Wernick and Christopher Olk, ‘Data Govern-
ance: Enhancing Innovation and Protecting Against Its Risks’ (2019) 54 
Intereconomics 228, 228–232; Heiko Richter and Peter R Slowinski, ‘The 
Data Sharing Economy: On the Emergence of New Intermediaries’ (2019) 
50 IIC 4, 7 fn 15.

5 Daniel Kahneman, Jack N Knetsch and Richard Thaler, ‘Anomalies: The 
Endowment Effect, Loss Aversion, and Status Quo Bias’ (1991) 5 J Econ 
Perspectives 193, 195; Angela G Winegar and Cass R Sunstein, ‘How Much 
Is Data Privacy Worth? A Preliminary Investigation’ (2019) 42 Journal of 
Consumer Policy 425, 425–440.

6 Anne-Sophie Fernandez and Paul Chiambaretto, ‘Managing tensions relat-
ed to information in coopetition’ (2016) Indust Mar Mgmt 53.

1.      Introduction

1.1  Siloed data
Data is becoming increasingly important for innovation in contempo-
rary industries. Despite its status as an intermediate, non-rival good 
with the ability to create strong spillover effects,1 it is often siloed. 
The insufficient reuse of data is likely to adversely impact economic 
efficiency and innovation, and it may lead to wasteful, duplicative 
investments into the reproduction of data.2 

In some contexts, the obstacles to data sharing are legal (and fre-
quently justified). These constraints may arise from data protection 
law or the protection of intellectual property rights and trade secrets. 
However, while data is not subject to property rights, the data holder 
may still exclude others from using it. In most cases, the constraints 
to data reuse stem from the factual control of data and the data 

1 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being (OECD 
Publishing 2015) 38, 177, 180.

2 Josef Drexl, ‘Legal Challenges of the Changing Role of Personal and 
Non-Personal Data in the Data Economy’ (2018) Max Planck Institute for 
Innovation & Competition Research Paper No 18-23,17 https://ssrn.com/
abstract=3274519 accessed 28 June 2019; Nestor Duch-Brown, Bertin Mar-
tens and Frank Mueller-Langer, ‘The economics of ownership, access and 
trade in digital data’ (2017) JRC Digital Economy Working Paper 2017-01, 
46-47 https://ec.europa.eu/jrc/sites/jrcsh/files/jrc104756.pdf accessed 13 
February 2020.

A Clearer View through the Lens of 
Intellectual Property Governance
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This article critiques key proposals of the United Kingdom’s “Online Harms” 
White Paper; in particular, the proposal for new digital regulator and the impo-
sition of a “duty of care” on platforms. While acknowledging that a duty of care, 
backed up by sanctions works well in some environments, we argue is not appro-
priate for policing the White Paper’s identified harms as it could result in the block-
ing of legal, subjectively harmful content. Furthermore, the proposed regulator 
lacks the necessary independence and could be subjected to political interference. 
We conclude that the imposition of a duty of care will result in an unacceptable 
chilling effect on free expression, resulting in a draconian regulatory environment 
for platforms, with users’ digital rights adversely affected.

Content Not Available

Mark Leiser* & Edina Harbinja**

Mark Leiser & Edina Harbinja, Content Not Available - Why the United Kingdom’s Proposal For a “Package of Platform Safety Measures” Will 
Harm Free Speech, Technology and Regulation, 2019, 78–90 • https://doi.org/10.26116/techreg.2020.008 • ISSN: 2666-139X

to operate”6 or attaching personal liability to directors7). Rather than 
using the courts or other legitimate democratic institutions, plat-
forms are obliged to determine and assess the harmfulness of user 
behavior before-and-after content is generated by users. The “duty of 
care” and the imposition of liability will change platforms and social 
media from a safe space for exercising fundamental speech rights to 
one where the state forces platforms to regulate content and decide 
what actions could be harmful. 

However, the White Paper’s “world-leading package of safety meas-
ures”8 leaves important terms undefined, empowering politicians of 
the day to force platforms to respond to harms where there is little 
evidence to support its dangers. Based on a statutory duty of care 
to prevent users from harm, platforms will be forced to monitor, 
moderate, and remove user-generated content under the threat of 
“substantial fines”.9  As tight compliance deadlines strongly incentiv-
ize online service providers to comply with complaints swiftly, there 
is ample evidence from takedown regimes that platforms err on the 
side of caution, regardless of the actual merits of the claims.10 The 
proposal also “empowers users” to hold platforms to account for 
failing to live up to their duty of care.11 Fortunately, for people who 
care about the value of public discourse and are willing to resist the 
moral panic about the dangers of unregulated platforms, the White 
Paper should unite a disparate crew of civil society groups, desperate 
for a cause to rally behind since the Digital Economy Act 2010, the 

6 Online Harms White Paper (n 1) 60 ¶ 6.5.
7 Idem. 
8 Online Harms White Paper (n 1).
9 Online Harms White Paper (n 1) 59 § 6.
10 Hosting Intermediary Services and Illegal Content Online, Inst. for Info. 

L. (2018), https://www.ivir.nl/publicaties/download/hosting_intermedi-
ary_services.pdf.

11 Online Harms White Paper (n 1) 10 §16-18.

1. Introduction

In April 2019, the UK Government’s Department of Digital, Culture, 
Media and Sport (“DCMS”) released its White Paper for “Online 
Harms” which, if accepted, would impose a new duty of care standard 
for online platform users to be overseen by an independent regulator.1 
If the White Paper proposals are brought into force, a regulator will be 
empowered to decide what activities and content are deemed harmful 
to Internet users.2 After making this determination, the regulator can 
mandate intervention by internet providers to protect users from 
these harms.3 If the recommendations in the DCMS White Paper are 
enacted into law, the UK could soon have a new Internet regulator 
(provisionally referred to as “OfWeb”4) that will have the statutory 
obligation of imposing a duty of care on online services to prevent a 
series of yet-to-be defined “online harms.”5 It moves enforcement of 
laws regulating content and free speech from courts and passes the 
obligation to private actors like Facebook, Google, and Twitter under 
the threat of penalties for non-compliance (possibly a loss of “license 

1 Online Harms White Paper, Gov.UK, https://www.gov.uk/government/
consultations/online-harms-white-paper (last updated Feb. 12, 2020) [here-
inafter Online Harms White Paper].

2 Online Harms White Paper (n 1) ¶ 2.2 and  ¶ 5.15.
3 Idem at ¶  6.5.
4 Akin to Ofcom (The Office of Communications), broadcast and telecoms 

regulator, https://www.ofcom.org.uk/home, It is imagined that the office 
of the web’ would be a newly created regulator named Ofweb.

5 Online Harms White Paper (n 1) 7 §- 
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In this paper, we describe how cookie banners, as a consent mechanism in web 
applications, should be designed and implemented to be compliant with the 
ePrivacy Directive and the GDPR, defining 22 legal requirements. While some are 
provided by legal sources, others result from the domain expertise of computer 
scientists. We perform a technical assessment of whether technical (with com-
puter science tools), manual (with a human operator) or user studies verification 
is needed. We show that it is not possible to assess legal compliance for the 
majority of requirements because of the current architecture of the web. With this 
approach, we aim to support policy makers assessing compliance in cookie ban-
ners, especially under the current revision of the EU ePrivacy framework.  

Are cookie banners indeed 
compliant with the law?

Cristiana Santos*, Nataliia Bielova** and Célestin Matte***

Cristiana Santos, Nataliia Bielova and Célestin Matte, Are cookie banners indeed compliant with the law?, 
Technology and Regulation, 2020, 91–135 • https://doi.org/10.26116/techreg.2020.009 • ISSN: 2666-139X

valid under EU legislation.3 4 As such, excessive focus is being placed 
on the manufacturing of consent, taken up by consent management 
platforms and tools. The most well-known way to collect consent is 
through “cookie banners”, also often referred to as prompts, overlays, 
cookie bars, or cookie pop-up-boxes that pop up or slide atop websites 
prominently.5 Their design and functionality differ – the simplest ban-
ners merely state that the website uses cookies without any option, 
whereas the most complex ones allow users to individually (de)select 
each third-party service used by the website.

Amid information overload and the development of manipulative dark 
patterns6 7 8 that lead to nudging users to consent, data subjects are 

3 In this paper, we provide many excerpts of the opinions and guidelines of 
the Article 29 Working Party. For readability and presentation purposes, we 
convey in the text of the article the abbreviation “29WP”, followed by the 
reference number of each opinion. Even if the European Data Protection 
Board has endorsed the endorsed the GDPR related WP29 Guidelines, for 
simplicity purposes, we only mention Article 29 Working Party. 

4 Article 29 Working Party, “Guidelines on consent under Regulation 
2016/679” (WP259 rev.01, 10 April 2018).

5 For example, the French DPA (henceforth named CNIL) decided to remove 
its cookie banner and to leave no tracer until the user has consented by 
going actively to the cookie management menu or directly through the 
content pages. This choice not to use a banner is neither an obligation nor 
a recommendation for other websites that are free to adopt solutions tai-
lored to their situation, in compliance with Regulations, CNIL (2019), “The 
legal framework relating to consent has evolved, and so does the website 
of the CNIL” www.cnil.fr/en/legal-framework-relating-consent-has-evolved-
and-so-does-website-cnil accessed 7 May 2020.

6 Harry Brignull, “What are Dark Patterns?” (2018) https://darkpatterns.org 
accessed 7 May 2020.

7 Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt, and Austin L. 
Toombs (2018), “The Dark (Patterns) Side of UX Design” Proceedings of the 
CHI Conference on Human Factors in Computing Systems, ACM, New York, 
USA.

8 CNIL’s 6th Innovation and Foresight Report “Shaping Choices in the Dig-
ital World, “From dark patterns to data protection: the influence of UX/UI 
design on user empowerment” (2019) https://linc.cnil.fr/fr/ip-report-shap-

1. Introduction
The ePrivacy Directive1 2002/58/EC, as amended by Directive 
2009/136/EC, stipulates the need for consent for the storage of or 
access to cookies (and any tracking technology, e.g. device finger-
printing) on the user’s terminal equipment, as the lawfulness ground, 
pursuant to Article 5(3) thereof. The rationale behind this obligation 
aims to give users control of their data. Hence, website publishers 
processing personal data are duty-bound to collect consent. Con-
sequently, an increasing number of websites now display (cookie) 
consent banners.2

However, there is no established canonical form for the consent 
request. It is clear from Recital 17 of the ePrivacy Directive (herein-
after ePD) that a user’s consent may be given by any appropriate 
method. Website operators are free to use or develop consent flows 
that suit their organization, as long as this consent can be deemed 

1 In this paper we will only regard to the recent amended version of the ePri-
vacy Directive, the Directive 2009/136/EC of the European Parliament and 
of the Council of 25 November 2009 amending Directive 2002/22/EC on 
universal service and users’ rights relating to electronic communications 
networks and services, Directive 2002/58/EC concerning the processing of 
personal data and the protection of privacy in the electronic communica-
tions sector and Regulation (EC) No 2006/2004 on cooperation between 
national authorities responsible for the enforcement of consumer protec-
tion laws (Text with EEA relevance) OJ L 337, 11–36 (hereinafter named 
“ePD”) .

2 Jannick Sørensen, Sokol Kosta (2019), “Before and After GDPR: The 
Changes in Third Party Presence at Public and Private European Websites”, 
Proceedings of the World Wide Web Conference, ACM, NY, USA, 1590–1600. 

Deciphering EU legal requirements on consent and 
technical means to verify compliance of cookie banners
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The concentration and privatization of data infrastructures has a deep impact 
on independent research. This article positions data rights as a useful tool in 
researchers’ toolbox to obtain access to enclosed datasets. It does so by providing 
an overview of relevant data rights in the EU’s General Data Protection Regulation, 
and describing different use cases in which they might be particularly valuable. 
While we believe in their potential, researching with data rights is still very much in 
its infancy. A number of legal, ethical and methodological issues are identified and 
explored. Overall, this article aims both to explain the potential utility of data rights 
to researchers, as well as to provide appropriate initial conceptual scaffolding for 
important discussions around the approach to occur.

Researching with Data Rights

Jef Ausloos* & Michael Veale**

Jef Ausloos & Michael Veale, Researching with Data Rights, 
Technology and Regulation, 2020, 136–157 • https://doi.org/10.26116/techreg.2020.010 • ISSN: 2666-139X

nizes the importance of scientific research through derogations from 
the default data protection rules, it also leaves a lot unsaid, and out-
sources crucial interpretative guidance to Member States.4 If Member 
States do not clarify the issue in national law or regulatory guidance, 
the interpretative burden falls to the organizations who benefit from 
these exemptions. Increased public scrutiny in light of the Cambridge 
Analytica scandal, which involved online data collection infrastructure 
established by the University of Cambridge,5 has only increased fear 
of infringement.

At the same time, the societal stakes for investigating the online 
world have never been higher, or the need more urgent.6 Networked 
systems have changed individuals’ experiences of the world, their 
enhanced and more pervasive mediating roles ‘affecting the ways in 
which we understand our own capabilities, our relative boundedness, 
and the properties of the surrounding world’.7 Many readers will not 
need much introduction into the ‘algorithmic war-stories’ unearthed 
in recent years that focus on the impact of these mediating systems,8 
particularly through the work of journalists, civil society and activ-
ist-minded research groups. Work by journalists such as Julia Angwin, 
Lauren Kirchner and Kashmir Hill has explored the way that technol-

4 GDPR, art 89(2–3).
5 https://www.theguadian.com/news/series/cambridge-analytica-files
6 Also emphasised in European Commission, ‘White Paper on Artificial 

Intelligence - A European Approach to Excellence and Trust’ (19.2.2020); 
European Commission, ‘A European Strategy for Data’ (Communication 
From The Commission To The European Parliament, The Council, The 
European Economic And Social Committee And The Committee Of The 
Regions, 19.2.2020).

7 Julie E Cohen, Configuring the Networked Self: Law, Code, and the Play of 
Everyday Practice (Yale University Press 2012).

8 Lilian Edwards and Michael Veale, ‘Slave to the Algorithm? Why a “Right 
to an Explanation” Is Probably Not the Remedy You Are Looking For’ 
(2017) 16 Duke Law & Technology Review 18. See also Malte Ziewitz, 
‘Governing Algorithms: Myth, Mess, and Methods’ (2016) 41 Science, 
Technology, & Human Values 3 (on ‘algorithmic drama’).

1. The GDPR: Research Curse or Blessing?
Data protection legislation, in particular the EU General Data Protec-
tion Regulation (GDPR),1 has been seen by some researchers as creat-
ing frustrating barriers to their work.2 Data minimization and storage 
limitation restrict the extent to which large databases can be amassed 
for future consultation. Information requirements can limit covert or 
subtle collection, and sit at tension with web-scraping and research 
on social media. Uncertainty and anxiety in risk-averse organiza-
tions can stifle data-driven research initiatives, leaving researchers 
dissuaded or simply encouraging them to disregard the rules.3 The 
GDPR does not appear to improve the situation much: while it recog-

1 Regulation (EU) 2016/679 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] 
OJ L119/1 (hereafter ‘GDPR’).

2 See, e.g.: Edward S Dove, ‘The EU General Data Protection Regulation: 
Implications for International Scientific Research in the Digital Era’ 
(2018) 46 J Law Med Ethics 1013; Wouter Van Atteveldt, ‘Toward Open 
Computational Communication Science: A Practical Road Map for 
Reusable Data and Code’ [2019] 20; Rossana Ducato, ‘Data Protection, 
Scientific Research, and the Role of Information’ (2020) 37 Computer Law 
& Security Review 105412.

3 e.g., the extensive work by David Erdos, ‘Stuck in the Thicket? Social Re-
search under the First Data Protection Principle’ (2011) 19 Int J Law Info 
Tech 133; David Erdos, ‘Systematically Handicapped? Social Research in 
the Data Protection Framework’ (2011) 20 Information & Communications 
Technology Law 83; David Erdos, ‘Constructing the Labyrinth: The Impact 
of Data Protection on the Development of “Ethical” Regulation in Social 
Science’ (2012) 15 Information, Communication & Society 104. 
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